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Kubernetes & A% &

Pod

Pod & —A X R XIKYERESL » BIEFIPC ~ Network##UTC namespace * &
Kubernetes i & é’)%i\ﬁu o Pod#) ZE HHEAZLIFLEANER £ —MPod¥F L E W L& Fe
XHAG s TARE AR AR IHFEZIIMFE LA XA RRE -

IP address
02
i %
iS) ~ volume
containerized app
Pod 1 Pod 2 Pod 3 Pod 4

fKubernetes ¥ » BT A =t %414 i manifest (yamlskjson) k& L 2 Hhe— AN £ 8
nginxk % T A2 L A nginx.yaml » & & — MNEAE A nginx 69 2 3

apiVersion: vi
kind: Pod
metadata:

name: nginx

labels:
app: nginx

spec:
containers:

- name: nginx
image: nginx
ports:

- containerPort:

Node



Node &£ Pod & EZE AT F 4L » T A EAL » LT AL E M o A T %2 Pod » 4/ ~Node
¥ & E ¥ £z 4Tcontainer runtime ( *t4edockers#rkt) ~ kubelet #¢ kube-

proxy R% e

Node

Pod

volume

containerized app

node processes

Namespace

Namespace & 3t — 28 % BAn st £ 694 L A - Hoahe TUAR RN AR ARG 2T 209 H K
Fl a9 B AR P 4 - % LE9pods, services, replication controllers#»deployments 4F %k
& & T % —/namespace®y (Zik&default) » fnode, persistentVolumes< M| 7~ & T

fE£fTnamespace °

Service

Service £ AR %694k % - i@ idlabels X & A 34 R B H AR £ R I - T Elabels)
Pod IP#=3#% o 7| & 41 s.endpoints » @ kube-proxy fi 7t 3% Ik %P fi # 35 #7 5] X &
endpoints Et



#/~Service#t & B # 9B — 4A~cluster IP ({2 {2 8 W8 7T 15 19] 89 & #A 38 ak ) #2DNS
% REBTGAL R XDNSR GRS » M A E LT HRER R RELT o

apiserver

\ 4

Client

Kube-proxy

ServicelP
(iptables)

Y

Backend Pod 1

labels: app=MyApp
port: 9376

Backend Pod 2

labels: app=MyApp
port: 9376

Backend Pod 3

labels: app=MyApp
port: 9376

apiVersion: vi
kind: Service
metadata:

name: nginx
spec:

ports:

- port:

name: http

targetPort:

protocol: TCP
selector:

app: nhginx

Label




Label & 1% 5| Kubernetes *f % 8947 2 » vlkey/valuety 77 Xt 3] 28 £ £ (key&k &k T 4t A3
H63F VW o valueTAA F » T AR TR L2E53FF g F/H &) o

Label Rz ftvE—M » F H LR L2 % &R % 21 % (doPods) #F4E A48 Fl 89label k47 &
ARG A o

Label € 3L#5 & A2t % 7T A4 Fl Label Selectork #t4% — 4048 Fllabel 8 3t % ( tbte
ReplicaSet#=Service Al label sk £ # —4Pod) - Label Selector X # A F JLi# 7 &\ :

e X ° % app=nginx # env!=production
o %4 >4 env in (production, qa)
e % /Mabel (€M1 A AANDX %) ° 4= app=nginx,env=test

Annotations

Annotations & key/value® X [ Ao T 2f Z 6972 o R F TLabels ] Tz &frit 2 % o
Annotations M & Al kit & — 2 M i3 & » A kB A SRE - 22 R AL E R
% o Jhdwdeploymentit il annotations k12 &rolling update #9 K & ©



Kubernetes 101

RIxKubernetes ik f # 8 7 ik 2 ¥ —nginx & & » RBE1¢& Akubectl B 1FZ & % -
Kubernetes{®# 7 — £ 40T docker run &4 4 kubectl run ° TTAFAR Q| —
A H (EFF A6 Z — A ddeploymentk & 2 #Pod )

$ kubectl run --image=nginx nginx-app --port=80
deployment "nginx-app" created

$ kubectl get pods
NAME READY STATUS RESTARTS AGE
nginx-app-4028413181-cntli 1/1 Running 0] 52s

%32 % % RRunning/ > LT A A kubectl #4RBHEET - e

e kubectl get - EMWT docker ps * £ KKRF &
e kubectl describe - £4AT docker inspect » HRIFIRAEIF @iz B
e kubectl logs - XfLT docker logs * REREXNAE

e kubectl exec - R#LT docker exec * EZEE AMIT—IG4S

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-app-4028413181-cntli 1/1 Running 0] 6m

$ kubectl nginx-app-4028413181-cntli ps aux

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMM
AND

root 1 0.0 0.5 31736 5108 ? Ss 00:19 0:00 ngin
X: master process nginx -g daemon off;

nginx 5 0.0 0.2 32124 2844 ? S 00:19 0:00 ngin
X: worker process

root 18 0.0 0.2 17500 2112 ? Rs 00:25 0:00 ps a
ux

$ kubectl describe pod nginx-app-4028413181-cntli
Name: nginx-app-4028413181-cntli
Namespace: default

Node: boot2docker/192.168.64.12



Start Time: Tue, 06 Sep 2016 08:18:41 +0800
Labels: pod-template-hash=4028413181
run=nginx-app

Status: Running
IP: 172.17.0.3
Controllers: ReplicaSet/nginx-app-4028413181
Containers:
nginx-app:
Container ID: docker://4ef989b57d0a7638ad9c5bbc22e16
d5ea5b459281c770747c982eba50973107f
Image: nginx
Image ID: docker://sha256:4efb2fcdb1lab05fb03c9435234
343c1cc65289eeb016be86193e88d3a5d84f6b
Port: 80/TCP
State: Running
Started: Tue, 06 Sep 2016 08:19:30 +0800
Ready: True
Restart Count: (0]
Environment Variables: <none>
Conditions:
Type Status
Initialized True
Ready True
PodScheduled True
Volumes:
default-token-908ks:
Type: Secret (a volume populated by a Secret)
SecretName: default-token-908ks
QoS Tier: BestEffort
Events:
FirstSeen LastSeen Count From S
ubobjectPath Type Reason Message
am 8m 1 {default-scheduler }
Normal Scheduled Successfully assigne
d nginx-app-4028413181-cntli to boot2docker
am 8m 1 {kubelet boot2docker} s
pec.containers{nginx-app} Normal Pulling pulli

ng image "nginx"
7m 7m 1 {kubelet boot2docker} s
pec.containers{nginx-app} Normal Pulled Succe



ssfully pulled image '"nginx"

7m 7m 1 {kubelet boot2docker} S
pec.containers{nginx-app} Normal Created Creat
ed container with docker id 4ef989b57d0a

7m 7m 1 {kubelet boot2docker} s
pec.containers{nginx-app} Normal Started Start

ed container with docker id 4ef989b57d0a

$ kubectl logs nginx-app-4028413181-cntili

127.0.0.1 - - [06/Sep/2016:00:27:13 +0000] "GET / HTTP/1.0 " 200 612
127.0.0.1 - - [06/Sep/2016:00:27:15 +0000] "GET / HTTP/1.0 " 200 612
ESOR
1% Flyaml< L Pod

r@mZi@d kubectl run kB # T H—"Pod > 12& kubectl run 7R X&FATH K
ke f£Kubernetes » £ 2 % 4& AlyamIL Ak & L %R » 38 kubectl create -
f file.yaml K& TR o e » — AN Eb9nginx Pod T XA E LA -

apiVersion: vi
kind: Pod
metadata:

name: nginx

labels:
app: nginx

spec:
containers:

- name: nginx
image: nginx
ports:

- containerPort:

A@#EF > kubectl run FFEBEHEAE—4Pod @&kl —Deployment 7% /&
(replicas=1) ° A @ Deploymentk & s 4] #Pod » & FM TEHE—MEE :



apiVersion: extensions/vilbetal
kind: Deployment
metadata:
labels:
run: nginx-app
name: nginx-app
namespace: default
spec:
replicas:
selector:
matchLabels:
run: nginx-app
strategy:
rollingUpdate:
maxSurge:
maxUnavailable:
type: RollingUpdate
template:
metadata:
labels:
run: nginx-app
spec:
containers:
- image: nginx
name: nginx-app
ports:
- containerPort:
protocol: TCP
dnsPolicy: ClusterFirst
restartPolicy: Always

1¢ FlVolume

Pod® A4 BB Figss » REHILT 77 » e E— AN PodEREE - IRE
REAGHIER? ZRRANGRIELSMEPodE T B % o Volumesh &4 T#H 24LE
RAIE ™A > de T VL AredisE £ 35 T — NhostPath & 7 i redis e



apiversion: vi
kind: Pod
metadata:
name: redis
spec:
containers:
- name: redis
image: redis
volumeMounts:
- name: redis-persistent-storage
mountPath: /data/redis
volumes:
- name: redis-persistent-storage
hostPath:
path: /data/

Kubernetes volume X # 3k % % 09464 » TURIB LR E 2k ¢

e emptyDir

e hostPath

e gcePersistentDisk

o awsElasticBlockStore
e nfs

e iscsi

o flocker

e glusterfs

e rbd

e cephfs

e gitRepo

e secret

¢ persistentVolumeClaim
e downwardAPI

e azureFileVolume

e vsphereVolume

1¢ ] Service



@ & ARG HE T Pod » /2% f£kubernetes ¥ » Pod#IP3tik &1 & Pod#) £ 8 @ %1k »
FRBAEZPodIPRk X L o A4 k17 19 X EPod4R # 69 IR % 7R ? 1% ] Service °
Service 1 —#8Pod (i@ iflabelskit¥) REE—NHL— A » HH CMNRE R H356
Fe B SIS K o odm » FTAA AT @AY nginx-app @12 — 4 service :

$ kubectl expose deployment nginx-app --type=NodePort --port= --tar
get-port=

service ''nginx-app'" exposed

$ kubectl describe service nginx-app

Name: nginx-app

Namespace: default

Labels: run=nginx-app

Selector: run=nginx-app

Type: NodePort

IP:

Port: <unset> /TCP

NodePort: <unset> /TCP

Endpoints:

Session Affinity: None
events.

LA 0 fclusterA 3T LA http://10.0.0.66 #2 http://node-ip:30772 k7
Flnginx-app ° @ f£clustersh @ » W] R 4838 http://node-ip:30772 k717 o



Kubernetes 201

¥ R F

i 3215 2 Deployment ¥ & K894 € (replicas) @ TUAH AT EIRKE LA ¢

Service

Deployment

TEAFHY RO E SRS B FHmA B serviced » il &Ik K 5 4.4 B 7 Mservice T M
f& o

$ kubectl scale --replicas=3 deployment/nginx-app
$ kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-app 3 3 3 3 10m

BT



1.3 Kubernetes 201

##7t% (Rolling Update) il it i% A% £ % R4 7 X & 29 F F W7 69 IR 5 H 4%

kubectl rolling-update frontend-vl frontend-v2 --image=image:v2

Service A 10.

Service

@ Deployment

21



1.3 Kubernetes 201

new IP address

updated app

Service

Deployment

22



1.3 Kubernetes 201

Service

new IP address

updated app

Service A 10.

Deployment

23



new IP address

updated app

Service

Deployment

FERATTRGIRT » wREAINT RIEHA B EHR > T UMK ER

kubectl rolling-update frontend-vl frontend-v2 --rollback

% &z & H 2 - rolling-update R 4t xf ReplicationController » 7 48 fl /£ & % R &
RollingUpdate #Deployment £ (Deployment™ ¥Lf£spect 1% & & # R% A
RollingUpdate * 2k %t ZRollingUpdate )

spec:
replicas:
selector:
matchLabels:
run: nginx-app
strategy:
rollingUpdate:
maxSurge:
maxUnavailable:
type: RollingUpdate



7 ® A A e91E s LT A 4R kubectl set

kubectl

R RGTFT AR rollout

WA

image deployment/nginx-app nginx-app=nginx:1.9.1

weEA

$ kubectl rollout status deployment/nginx-app

Waiting for rollout to finish: 2 out of 3 new
ted...

replicas

have been upda

Waiting for rollout to finish: 2 of 3 updated replicas are available.
Waiting for rollout to finish: 2 of 3 updated replicas are available.
Waiting for rollout to finish: 2 of 3 updated replicas are available.
Waiting for rollout to finish: 2 of 3 updated replicas are available.
Waiting for rollout to finish: 2 of 3 updated replicas are available.
deployment "nginx-app" successfully rolled out

Deploymentt. X #F =R :
$ kubectl rollout deployment/nginx-app
deployments "nginx-app"
REVISION CHANGE - CAUSE
1 <none>
2 <none>
$ kubernetes kubectl rollout undo deployment/nginx-app
deployment "nginx-app" rolled back

S PN

7% T FR 4

Kubernetesid it cgroups#® £ 2 8 % IR & 9 68 » T ARB HEANAE B 69CPUF A 1%

A o bede st TR A 4] & #deployment » 7T A3 EREAM

50% 8 CPU#128MB# A 75 :

A3 T @ g A TR Al nginx &



$ kubectl resources deployment nginx-app -c=nginx --limits=cpu=50
Om, memory=128Mi
deployment '"nginx" resource requirements updated

X% BT 44 Pod+ 1% & resources limits :

apiVersion: vi

kind: Pod

metadata:
labels:

app: nginx

name: nginx
spec:
containers:

- image: nginx
name: nginx
resources:

limits:
cpu: "500m"
memory: "128Mi"

EAE

KubernetestE 4 — @&y A6y R F R T HL > FRHRERAENEZ G H LA EFH
E47HR A o Kubernetes#t 4t 7 M4+ 3K 4t (Probe » X #Fexec ~ tepfehttpr X ) KK &
RERE

o LivenessProbe : KM m A ZGFRX TRERS » R T EEMNMGB ERERES
e ReadinessProbe : fKM A A G RFH A mALL TEFRERE » R R EFME
s 5 ER A

LA F 9deployment » T ¥Ai@id kubectl edit deployment/nginx-app k£
#Hmanifest » 3 Ao B &35



apiVersion: extensions/vilbetal
kind: Deployment
metadata:
labels:
app: nginx
name: nginx-default
spec:
replicas:
selector:
matchLabels:

app: nginx

template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx
imagePullPolicy: Always
name: http
resources: {}
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
resources:

limits:
cpu: "500m"
memory: "128Mi"
livenessProbe:
httpGet:
path: /
port:
initialDelaySeconds:
timeoutSeconds:
readinessProbe:
httpGet:
path: /ping
port:
initialDelaySeconds:
timeoutSeconds:
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kubect! (user commands)

A

authentication

APIs

scheduling

A

actuator >

authorization

v

REST
(pods, services,
rep. controllers)

/V A

Scheduler
iﬂﬂ

Master components

Colocated, or spread across machines,
as dictated by cluster size.

controller manager

(replication controller etc.)

™

— M Kubernetes £ 8 &1 5 #1 X 77 fiketed ~ 454 F

o IEWHF ®

° ﬂﬁxﬁ

i 3G

Distributed
Watchable
Storage

(implemented via etcd)

\ Node

5

Firewall

Node

/){ kubelet

}

Proxy

Z

\ docker

Pod l

Pod

cAdvisor n container

°
o
a

II

\>| kubelet

Proxy

\

N \ docker

Pod x

Pod

cAdvisor H container

E |
1
a

II

& controller VA B Ak 4%

TR REANEBRGTE s X RGAE
AR R B %

S B EBEATR BN IM 0 R T E SIS R R VAR cluster R 89 R 5 & LA

o etcdEFHRAG TENMEHOKS

¥ a8 4~

% % #Kubernetes 49 °

SRR

% Node 28 A&, °

SR FRRGRES - AT E

£7£8: 8 (Federation) M T# T Al & #9Kubernetes £%f » F & W& =MEH (4o
GCE ~ AWS) —Ae %, o
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kubectl eted
L) San Francisco
( -— ) L)
New York
L)
Berlin
L]
l v
Rt Federation Controller Manager
API server
San Francisco New York Berlin
etcd etcd @
; N’
. N
‘ ' —
API server Controller RElseren Controller RPllserver Controller
Manager Manager Manager

=

¥ ta iy 4314 % % Federation °

£]7ZKubernetes & #F

LOO

Federation Control Plane

Kubernetes Control Plane

Distributed Workers

T A K% Kubernetes# 15 # k3 & — £Kubernetes £ 7 o st Tan ¢4 X4 [ £ 4

ARG P oo WIFT AR VAR JUAR & 08 69 77 0k o

minikube

4] 72 Kubernetes cluster (AU ) & 1 £ 69 7 i £ minikube:
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https://github.com/kubernetes/minikube

$ minikube start

Starting Kubernetes cluster...

Kubectl is now configured to use the cluster.

$ kubectl cluster-info

Kubernetes master is running at https://192.168.64.12:8443
kubernetes-dashboard is running at https://192.168.64.12:8443/api/v1l/
proxy/namespaces/kube-system/services/kubernetes-dashboard

To further debug and diagnose cluster problems, use 'kubectl cluster-
info dump'.

play-with-k8s

Play with Kubernetes##t 7 — 4~ % % 8 Kubernetsth % 313%, » & 17 1] http://play-with-
k8s.com®t 7 ¥A4% Fl kubeadm k€] EKubernetes £ 8 - i & » B0 £RF R KT A
1% R4/ B o

Play with Kubernetes& N3k % 71269 2 %% : 8 £ R @ L & 7 P74 NodePort £ A IR %
85k s B ARZ % 0 BY ST 45 B 2 2 69 IR % o

¥ 2% F 7 ik ¥ vA %5 Play-With-Kubernetes °

Katacoda playground

Katacoda playground #3267 — 4~ %, % 892F A Kuberentesth3a 373 » M &L T
WeaveNet » 7 B4 A #h3 E AN EB - 12272 % » Rl47 /- Katacoda playground T & &
EBEH T 4L KAk TRk, 0 T A master¥ & L3547 launch.sh F# E£#m#1iL 7T
& o

3R Z 3t 17 Flkubernetes dashboard ) 7 i :

kubectl create -f https://git.io/kube-dashboard
kubectl proxy --address='0.0.0.0' --port=8080 --accept-hosts='""*$'&

KRG B FTerminal Host 143469 » Mk 489 3% % 2 #4%View HTTP port 8080 on Host
1 BP =T 47 /- Kubernetes#JAPI T & o £ % M AL/E @3§ Ao /ui BP 7T 4% Fldashboard °


http://play-with-k8s.com
http://play-with-k8s.com
https://www.katacoda.com/courses/kubernetes/playground
https://www.katacoda.com/courses/kubernetes/playground
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Kubernetes & #1 /& T &3 Nk t9Borg » RET @R AR S FHTERELAL o
Kubernetes & B 47 & /& 75 IR % BE 328 AT F » W A0 5 ik R ak k609 fide » 18 0
ABRFEZERAFEAARZEE ELARLEAEZAF R ELRITABEE o
Kubernetes .32 Bt& & ~ kx o9 ke (F6&) » MTHELTHLHworkflows Fr £ 5 %
88 e % o

Kubernetes B & %58 £A B AT » A3 S B RGREG P o EANF ~ S 2

XN S BB S EMAREZIANE - AEARYER - KB R NFe A RIFE &
H~RERFITBAEZT T~ TY R TR AFHAEIE ~ $EE 6 R RET G

h o
Kubernetes TR T ENE R LT L » REF L ~FEMRX~ BHEBRIEFEAILYT o

Borg i /-

Borg & 43k M6 K M LB S AL » f BTN RIR S S I 5 0998 v 5 32 o
Borg#y B 89521 A P #8495 R ob3R0 R B A R » b1 2T 8 ik sk g o 5f
BB 3 % A HIE P s 8 FORA A R R KA o

Borg £ % $1BorgMaster ~ Borglet ~ borgcfg#=Scheduler4i s, » 4= T B AT &



file

config

’cummand-line .
borgcfg ] [touls ]]@:ﬂwsers ]]
CEI’ |III 11‘"": |lII ||
BorgMaster read/Ul
shard
scheduler :I-—» Flf;'iﬂ}m store
link shard Iig
| T e
A
- 2 Se
Borglet Borglet Borglet

=

) —)
= ._][ ol ol
= UealVl )y

BorgMasterZ ¥ A &8 69 K Ax » fi T4 AR R A » A B HF X ILE
Paxos# i F

Scheduer fi & % 69 & > ARIE R A 69 4% B34 LA B B AR LS Bk
Borgletfi T A E#&4/7/E% (AZET)

borgcfg-&Borgty & 447 T A » Al THRBorg A AR & » —fil g — N B & U k4R
TAES% o

Kubernetes & 44

Kubernetesfs % 7 Borg#y % 1H32 & » tb4=Pod ~ Service ~ Labels#» £ Pod £ IP4 -
Kubernetes#y %tk R #3kBorgJk 1% > & T B AT =
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Firewall
kubect! (user commands)

Node

/){ kubelet Proxy

&

\ docker
A
A Pod Pod Pod
authentication
authorization
APIs + cAdvisor n | container |:| e II
schedulin: REST
9 [ (pods, services, [
actuator €

rep. controllers)
’ / A \
controller manager \

Scheduler
. I (replication controller etc.)
Master components Distributed hode

Colo_cated, or spread across machines, Watchable Ribdat Proxy
as dictated by cluster size. Storage
(implemented via etcd) \
\ docker
A
Pod x Pod Pod

cAdvisor H container et II

i

Kubernetes £ & v VA T JUAM A S 2B 4F 40 %, -

etcdR B T EMNEHGRE S

o apiserveri® Bt 7 HIRBAF I E— AT o FREEAIE ~ A ~ 7 F4EH ~ APLEM F2
B IF A

e controller manager it 3t 4247 £BF IR E o et B AN ~ AFY K - BHEHF

o scheduler i 3t 5 R 69 B » 4 B € 698 B R % PodiR E 548 2 (9L & L

o kubelet fi T 44> &= £ 09 A4 F# » B it fi FTVolume (CVI) #=M % (CNI) 8%
b1

o Container runtime ft 5t 4t1% % AKX Podfe & 3 69 & £ 247 (CRI)

e kube-proxy fi 3t 4 Serviced® #cluster M 3F 89 IR % X A i & 347 5

M T ARG AN > iR — i E 9 Add-ons :

e kube-dns fi 3t 4 # A~ £ AE 3R BLDNS R %
e Ingress Controller Jk %2 B 9F B A &
o Heapster#® £ it /& 1 4%

e Dashboard#2#:GUI
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e Federation#Z Bt v i R 4 £ 3%
e Fluentd-elasticsearchi#t £# 0 L K& ~ At 5514

Ul
User
nterface

CLI
ommand
Line
nterface

Source: Janakiram MSY

Kubernetes Master

Kubernetes Master

API Server

Controller

Kubernetes Node

T

—

THENEWSTACK

Image Registry

Kubernetes
Master

Source: Janakiram MSY

2

Node 1,2, 3, n

Docker kubelet

kube-proxy

B R

THENEWSTACK
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Kubernetesiz it 3 A An o 4 2L 52 3k & — /N X MALinux 9 29~ B B4 » m TR AT =

ra B

Ecosystem

Interface Layer: Client Libraries and Tools

Governance Layer: Automation and Policy Enforcement

Application Layer: Deployment and Routing

Nucleus: AP| and Execution

Container‘ ‘ Network 1 ‘r Volume w ( Image ‘ t Cloud |dentity
Runtime Plugin Plugin Registry Provider Provider

o % E 1 Kubernetesi # Sty g ft » < IMREAPIME 5 Z 69 F - xf AR BIE
K5 A AT IR
o RHE 1 HE (RRERA - ARERA ~ A EESLZ S FFHLAF) fokd (IR
% £, ~ DNSM#AT 4 )
o THE  AUE T (HhMEE  ZEFNELYEE) » AL (DAFHT K
A Provision¥ ) A& %% %3 (RBAC - Quota ~ PSP ~ NetworkPolicy% )
o U : kubectl £4T LA ~ & P 3% SDKrA & 2 3K 57
o AXAR  ABOEI LR REREHTHEBARNASAL > TURFARANE
%
o Kubernetessh3f : B & ~ %4 ~ B & £ 32 ~ Cl ~ CD ~ Workflow ~ FaaS ~ OTS
&2 ~ ChatOps%F
° KuberneteSPEljlg : CRI~ CNI ~ CVI ~ %1% & & ~ Cloud Provider ~ %%f 8 & 9
R R o

*T o2& RH¥ > 7T A X2 T Kubernetesit X iE /£ #f # 89 Kubernetes architectual
roadmap( https://docs.google.com/document/d/1XkjVm4b0eiVvkj -
Xt1LgoGiqwsBfNozJ51dyI-1jztio ° % &/4e Akubernetes-dev google groups =T
A& F) o

5 Lt
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o Kubernetes design and architecture

e http://queue.acm.org/detail.cfm?id=2898444

e http://static.googleusercontent.com/media/research.google.com/zh-
CN//pubs/archive/43438.pdf

e http://thenewstack.io/kubernetes-an-overview

e Kbernetes architectual roadmap
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https://github.com/kubernetes/community/blob/master/contributors/design-proposals/architecture.md
http://queue.acm.org/detail.cfm?id=2898444
http://static.googleusercontent.com/media/research.google.com/zh-CN//pubs/archive/43438.pdf
http://thenewstack.io/kubernetes-an-overview
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Kubernetes 4% & 3 R L &= API*T %

APIst % ZK8s EAE 89 % WARME £ 51, o KBS EHF A RAF X —RH A5 » I A—RHHL
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8 F A4 N (Imperative) 8 o BFAXBIELE S A XNAL T T THE > FlaE
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2 #4241 £ (Replication Controller * RC)
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Federation4 o2 B T 89 & A FClusterZ A 8L i &3 # » fmxt T R %3] LA LIRKSs
Cluster®y ik %1% K » &R B X A K8s Clusterik 2 #2 BE IR % Bt — 4% 89 18 & 4% X A #K8s
Cluster A 38 89 §i #3945 - mClusterX a8 fl H 447 LA WG R 569 R K3 H R A0
8 o

BT A 691% TH4R R 2 % *IK8s Cluster®L A & TAE A4 » XA 3t T HA-FK8s F A k1L o
F R EEF IR A —/NK8s Federation » L3k & &ok & BT A LA K8 Fe L] R 5
% A A Federation ¥ 88 A 1£4T T4 o

%% #% (Volume)

K8s &2 ¥ 49 74 fik &3k Docker &9 47 1% &4 % 4L » R I it Docker# 74 ik £4F A 0B 4 —

NEE o MK8s) 51k 569 4 Bl A 1E A B £ —MPod ° & MNPod T % ¥l 89 5 1% & v
PodV T A BB X T cK8sKIFIF 5B MELEE » HH8) AHFSHIATFEN
# it > E1EAWS » GoogledrAzure = ; X4 % # 4 fn X 4 fik €145 GlusterFS#=Ceph ; 4L

X BB 51 A6 AR B FhostPath##NFS © K8sit % #1% M Persistent Volume



ClaimBP PVC & A+ iZ 4 75 fik » A% Bl X Ab 54k » AR AF 506918 A H T U B9 )G 6 69 £ 4
it A (4= AWS > Google & GlusterFS#=Ceph) ° @A X 75k £ IR KRG Be B L %
7 1% & 32 7 18 3¢ Persistent Volume sk i & o

B x5t % (Persistent Volume ° PV) Foik X 5 4% & 7 B
(Persistent Volume Claim * PVC)

PVArPVCAtfFK8s R BF L & T G ik 69 Z B dh R A2 ) » AR 49 /2 B B Pod #9 3% 4§ 2 7T WL B.wg
st LERE S BMBEARNRE » e X AR BN ITHERLPVYGREL » WEBENGE L -
B 8gPVAPVCH X A+ X & » 3R 1T F 89 NodeFrPod ) Xk & & 3k % £ 4449 ; PVFA2Node &
TR RBEE - RIBEEHG A ERTILA T GKBsEHEZE R A E ; MPVCHe
PodA& %R &4 A & » RIB L SR %69 F K Eim B4 » AK8sEAF 618 A F B IR 409 %
R REE o

(Node)

K8s & #F ¥ 691+ FL it 77 Noded2 4 » sk #NodefR A R % ¥ &Minion » /& k& % A
Node ° K8s & # ¥ #9Node L3t 5 Fl TMesos £ # ¥ #9Slave ¥ & > & F7 A Podi& 47 7 12
89 TAE AL 0 T AR LA T AR JE AL o R A AT £ E AL 0 T T4
— 4 e L@ FiEiTkubeletE B & LEBEITORS o

2402t % (Secret)

Secret#& Al kARG AnfE 3% B ~ T4 ~ AE R X B BAT B8 2t £ o 1% F Secretty 45
2 AT VAEE R A RS R A BB A o EK8s A T Bie B Ao ik R % 7T & %,
By B B B AP BRAT B E IR E ~ VEF L > Bl 15 FIAWSH G R P L o AT
B A RN BRAZ EAL B LA FRAEAGERE T » TARZILEF LA
Secretxf % > {8 E U4 F 18 i Secretxt £ 7] A 31X WHRAZT & o A7 N 94FL &
% AR BRER > BRI RRILE o

A 7k P (User Account) =R %tk # (Service
Account)

FRG ESL s PR P AARBIR P ARIR > MRS K P ATt EM A FnK8s £ AF P 547489
Pod#e ik FAz1% « H P ik P Ao R iR P 69— AR A ZAERTCE 5 F P KRP 2R ZA
B H 1y 0 A F 5% tnamespace % » ATVAR P Kk P & ¥ namespacet) 5 mik %
kP oot R 8 — AN AT P A S F 4 0 545 £ namespace 48 X 69 o



4% % %17 (Namespace)

2 F R KBS BAF IR L R L EG B BAE » K8sE B4 A AL F R » 55 Z£KINE
F 7% B defaultfs & 4% 5 % lAlkube-system » Pt yAdk » & 32 B 7T 2AST AR 12 #7 89 % 5
R o

RBAC 7 F] #Z A

K8s# 1.3/ A ¥ X A T alphahk 89 & T A €497 9142 4] (Role-based Access Control
RBAC) #8942 X, o Aa st T AT B 6915 F424] (Attribute-based Access Control »
ABAC) ® RBACEZE35IAT A& (Role) ## A &4 (RoleBinding) #4484 ©
H£ABACT > K8s 7 ¥ 6935 7] k& RALIR A P B KBk : MARBACT » 7 17 K% v
REANAE K BRGA P ER—AREANAE4XHK o 2R » RBACHK L3720 4t
—# 0 FRIIANF A » AN AFOAPIN £ > WA AF OS> X —H 8
M E—C LB EHMS TGN EEHY AT o

pS

JK8sty A /A ~ HAMAF %L » &A1T XAA BIK8s £ LAk s 89 A AN 132
B —AREHENE —AZHY AN - ZHNERTRIEKSSAAB THE ok
B0 B R R RIEK8s M T £ AT o 7T APk 2k X IE e ) AR 69 AL o

W

e Kubernetes5 =/& 4 & F


http://www.infoq.com/cn/articles/kubernetes-and-cloud-native-applications-part01

EEMA

Kubernetes £ &M Afn 2t A48 o

e Pod, Service, Namespace#*Node
e Service

e Volume#=Persistent Volume

e Deployment

e Secret

o StatefulSet

e DaemonSet

e ServiceAccount

e ReplicationControllerf#ReplicaSet
e Job

e CronJob

e SecurityContext

e Resource Quota

e Pod Security Policy

e Horizontal Pod Autoscaling

e Network Policy

e Ingress

e ThirdPartyResources



Pod

PodZ&—A ¥R XIKYGERESL » BITEFIPC ~ Network##UTC namespace * 5%
Kubernetesif & éﬁ%i\ih o Pod®#) X HHEAZLTIHSENESR£—MPod P F W %Fn
AL TRARE AR AR IHFEZIIMFE LA XA RRE -

IP address

volume
containerized app

Pod1 Pod 2 Pod 3 Pod 4

Pod# 4% 4E

o 84 % ME£ZIPC ~ Networkf#UTC namespace®) & % » T B 1% i localhostill 15
o FTAPodA % 3 4% 7T vhiz 19 3 F 89 Volume » =T A5 ¥ 2 F % 4%
o Pod— B8 Z Gtk Node# & » BriENodett 2L R & THEE » it A

Deployments ~ Daemonsets < 1% 4| % &k 244
o RARL L : PodM kg 4% S 4 3 M 89 2 A2 X ASIGTERM » S #— Bt (grace

period) J& 74 5& #1158 L AR AR IT B 4T H) AR
o A E (iAitSecurityContextic B ) EH AT AAREMKHR (EMBIEFF KR

BEA)
Pod € 3L

i Fyaml K jsond i PodF= £ A Containerty EATIRILA BRI E R A » todn — ANk £ 49
nginx pod ™ L& LA



apiversion: vi
kind: Pod
metadata:

name: nginx

labels:
app: nginx

spec:
containers:

- hame: nginx
image: nginx
ports:

- containerPort:

1¢ FlVolume

Volume ™ A A & B R H 2 b G » thde

apiVersion: vi
kind: Pod
metadata:
name: redis
spec:
containers:
- hame: redis
image: redis
volumeMounts:
- name: redis-storage
mountPath: /data/redis
volumes:
- name: redis-storage
emptyDir: {}

F 5B AMEAENF EA5#E Volume ©
FoH 45 A%

AR AR 454580 s & #4] 3 — Adocker registry secret » FEZE T35 o

#] 7 docker registry secret :



kubectl create secret docker-registry regsecret --docker-server=<your
-registry-server> --docker-username=<your-name> --docker-password=<yo
ur-pword> --docker-email=<your-email>

%= % ¥ 5| Ml Zsecret :

apiVersion: vi
kind: Pod
metadata:

name: private-reg

spec:
containers:
- hame: private-reg-container
image: <your-private-image>
imagePullSecrets:

- hame: regsecret

RestartPoliy

X ¥ =+ RestartPolicy

e Always : REZE AR TR
e OnFailure : %R (exitcode R4 T0) ¥ T2
e Never: AZRB AR ER

XEYFR LI EPodTENode L@ AR TR » F R4 F 5 L Node L+

N
TIREEAZERET —RFTRGFR > GEEEPodty A FE AR EZE T IR 589
EPN

(1) hostname

HOSTNAME F3% % 2 R4 T %Pod#hostname °

(2) B &EAPodiy A1z &

Pod#.% F ~ 472 Z 18 ~ IPVARE 3 09 1HF R A F T Lk Downward AP 7 X 3% B
HEMEBFTEFR o


https://kubernetes.io/docs/tasks/inject-data-application/downward-api-volume-expose-pod-information/

apiversion: vi

kind:

Pod

metadata:

name: test

spec:

containers:

name: test-container
image: gcr.io/google_containers/busybox
command: [ '"sh", "-c"]
args:
- env
resources:
requests:
memory: "32Mi"
cpu: "125m"
limits:
memory: "64Mi"
cpu: "250m"
env:
- name: MY_NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
- name: MY_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: MY_POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: MY_POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP
- name: MY_POD_SERVICE_ACCOUNT
valueFrom:
fieldRef:
fieldPath: spec.serviceAccountName
- name: MY_CPU_REQUEST
valueFrom:



resourceFieldRef:
containerName: test-container
resource: requests.cpu
- name: MY_CPU_LIMIT
valueFrom:
resourceFieldRef:
containerName: test-container
resource: limits.cpu
- name: MY_MEM_REQUEST
valueFrom:
resourceFieldRef:
containerName: test-container
resource: requests.memory
- name: MY_MEM_LIMIT
valueFrom:
resourceFieldRef:
containerName: test-container
resource: limits.memory
restartPolicy: Never

(3) RA TR 58912 &

BEREOTRTETLRORETELEBITHAENAAMRSE 412 8 » e Bk é9kubernetes
Mgt m TR EE

KUBERNETES_PORT_443_TCP_ADDR=10.0.0.1
KUBERNETES_SERVICE_HOST=10.0.0.1
KUBERNETES_SERVICE_PORT=443
KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_PORT=tcp://10.0.0.1:443
KUBERNETES_PORT_443_TCP=tcp://10.0.0.1:443
KUBERNETES_PORT_443_TCP_PROTO=tcp
KUBERNETES_PORT_443_TCP_PORT=443

TR T EFLANBMFOEHRE RETEPIRELSERQENGIRSE) » HEHiE
FIDNS & A2 A7 IR % o

ImagePullPolicy

X # =#ImagePullPolicy



o Always : R EHIE AT B A RHAT—RIZI o
e Never: TERIEATH LM T LTI
o IfNotPresent : RAHAEF B AN » & 2HATHRAFAZE o

EE
e ZiAA IfNotPresent 12 :latest F#RZH4IZEKIAA Always °©
o 1B 4% dockera#ATAREL » R AEE T HOMDSA XA T 0 N Rt B4R R 2K
i o
o AFNBEFRGRER FALA latest 175 0 M KRBT TIAED) :latest 17
% 8 #h i BR 0415 o

17 2] DNS #9 R %-

i i 1% B dnsPolicy 5 % » % EPod ¥ & % 7 FIDNS # R %

-ClusterFirst : 1£ % % T cluster domaim /& 4 » i it kube-dns & 14 -Default : £ JE M
kubelet F & & #9DNS &4

o = .
/EAE‘»" .

e ZKikEe & #9dnsPolicy & ClusterFirst

1% F TAHLIIPCH % £ 17

i i3 1% & hostIPC 4 44 True » & Al ZALEIPCH % £ 18 » Kk A False

& R AL F 4% = 1)

il 13 7% & hostNetwork % % True » 4 A T Au8g M &40 % £ 1A » BRIk A False

1% F 2 AL PID 7 I

1 1 1% B hostPID 4 # True » 1& Al ALK PIDG % = 18] » K1k A False



apiversion: vi
kind: Pod
metadata:
name: busybox1
labels:
name: busybox
spec:
hostIPC:
hostPID:
hostNetwork:
containers:
- image: busybox
command :
- sleep
- "3600"
name: busybox

% & Pod ¥ #7hostname

18 it hostname & 2L 52, » 4o R K% & HKAA4E l PodNamefE 4 Pod#hostname

% EPodf T3 %
i it subdomain £ $1% E Pod#) TF3%.% » KIAA =

e 1% € hostname # busybox-2#7subdomain % default-subdomain > 7. % 3% %

A busybox-2.default-subdomain.default.svc.cluster.local



apiversion: vi
kind: Pod
metadata:
name: busybox2
labels:
name: busybox
spec:
hostname: busybox-2
subdomain: default-subdomain
containers:
- image: busybox
command:
- sleep
- "3600"
name: busybox

9t T TR

Kubernetesif it cgroups & 4] 2 & 69 CPUA» W 4 51+ L % R » &.4&requests (15K » A
B RREEE S KR ALMHNode ) Flimits (EMR) % :

S, ua

e spec.containers[].resources.limits.cpu : CPULIR » T xEHHE » =H
AL STk

e spec.containers[].resources.limits.memory : W F EMR » RTUARH 5 4o
FRE ZETRSMBZLERBAEIN LT RALGNE L

e spec.containers[].resources.requests.cpu : CPU# K » T

e spec.containers[].resources.requests.memory : M#iEK > TARBH ;2
WwRAT > ZETi L ENode N & T BT iF L

tdenginx & & 1% K30%# CPUA56MB# A & » 12 [RH] & % R 150% 8 CPU#=128MB#)
P



apiversion: vi
kind: Pod
metadata:
labels:
app: nginx
name: nginx
spec:
containers:
- image: nginx
name: nginx

resources:
requests:
cpu: "300m"
memory: "56Mi"
limits:
cpu: "500m"

memory: "128Mi"

Z%& » CPU# #1452 Zmilicpu » 500mcpu=0.5cpu 5 M A F 62420 S3E, P, T, G, M, K,
Ei, Pi, Ti, Gi, Mi, Ki%¥ -

EAE

AT HERERLEREGEHEALLEETEITKRS » Kubernetest® it T & #+4E 4t (Probe »
X #rexec ~ tecpFohttpGet 7 X ) R EME S 9RE -

o LivenessProbe : KM m A ZGFRX TRERES » R T REEMNMB ERRES
e ReadinessProbe : IKM A AT RFH A mALL TEFRERE » R R EFME
IR



apiversion: vi

kind: Pod

metadata:
labels:

app: nginx

name: nginx
spec:

containers:

- image: nginx
imagePullPolicy: Always
name: http
livenessProbe:

httpGet:

path: /

port:

initialDelaySeconds:

timeoutSeconds:
readinessProbe:

httpGet:

path: /ping

port:

initialDelaySeconds:

timeoutSeconds:

Init Container

Init Container £ AT & % 2% & 47X A #4T (run-to-completion) » % A k#1dsibie & o



apiversion: vi
kind: Pod
metadata:

name: init-demo

spec:

containers:

- hame: nginx
image: nginx
ports:

- containerPort:
volumeMounts:
- name: workdir
mountPath: /usr/share/nginx/html

initContainers:
- name: install
image: busybox
command:
- wget
= ”_O”
- "/work-dir/index.html"
- http://kubernetes.io
volumeMounts:
- name: workdir
mountPath: "/work-dir"
dnsPolicy: Default
volumes:
- name: workdir
emptyDir: {}

FRAGANST

=% k4 B4 -F (Container Lifecycle Hooks) %77 & & 2@ By 4 £
FHEARPATCEMOEREZEL o LFRMFHTF -

o postStart: EHBFHEHAT EAF R TEATIMT > ERERIE—R LA
ENTRYPOINTZ G 4T o R AWK » B HE WA R » FiRIERestartPolicy & € £ &
=

o preStop : BERAIFAEAIAT > FATHRBAEL o wREAK » ZERHF LA



LR ORGSR G R R L A W

o exec : EERAMATH S
o httpGet : #14% TURLAXALGET# R

postStartf=preStop# T = #| :

apiVersion: vi
kind: Pod
metadata:
name: lifecycle-demo
spec:
containers:
- name: lifecycle-demo-container
image: nginx
lifecycle:
postStart:
exec:
command: ["/bin/sh", "-c", "echo Hello from the postStart h
andler > /usr/share/message"]
preStop:
exec:

command: ["/usr/sbin/nginx","-s","quit"]

1% /] Capabilities

KINFALT » BRAAAERRBEEG 7 NGB o oo » TREZRFRIZEMMF ~
BB R PLM 4% o

Kubernetes{® #t T 15 Z Capabilities#9hLh] » T il § ZA LR B S Mk o ke T @
BB B AR BIE T CAP_NET_ADMIN MR T CAP_KILL °


http://man7.org/linux/man-pages/man7/capabilities.7.html

apiversion: vi
kind: Pod
metadata:

name: hello-world

spec:

containers:

- name: friendly-container
image: "alpine:3.4"
command: ["/bin/echo", "hello", "world"]
securityContext:

capabilities:
add:
- NET_ADMIN
drop:
- KILL

(R M %4 T

T VA i 46Pod3g Ae kubernetes.io/ingress-
bandwidth ## kubernetes.io/egress-bandwidth iZ & “/~annotation:k &% Pod#J X
8 5

apiVersion: vi
kind: Pod
metadata:
name: (oS
annotations:
kubernetes.io/ingress-bandwidth: 3M
kubernetes.io/egress-bandwidth: 4M
spec:
containers:
- name: iperf3
image: networkstatic/iperf3
command:
- liperf3

- -s



[warning] 1xkubenet % # & 4| 4 5,

B 7] R A kubenet M 436 #F I 45 R & W & 4 T > LALCNIM &36E 4 7 L AFZ A

gt o
kubenet#y M % 4 % (R 4] 2 52 % i ek LAY

# setup gqdisc (only once)

tc gqdisc add dev cbr® root handle 1: htb default 30

# download rate

tc class add dev cbr0 parent 1: classid 1:2 htb rate 3Mbit

tc filter add dev cbr0 protocol ip parent 1:0 prio 1 u32 match ip dst
10.1.0.3/32 flowid 1:2

# upload rate

tc class add dev cbr@ parent 1: classid 1:3 htb rate 4Mbit

tc filter add dev cbro protocol ip parent 1:0 prio 1 u32 match ip src
10.1.0.3/32 flowid 1:3

18 5|18 € ¥ Node L

=T w43 it nodeSelector ~ nodeAffinity ~ podAffinity ¥z & Taints#=tolerations < %k 4§ Pod A
2| F 26 Node L ©

A, 7T VA8 i % B nodeName 4 4k ¢ J45Podi8 & 2] 4] £node ¥ & L o

tb4e o 4% FlnodeSelector * & %4 Nodedn LAz % :

kubectl label nodes <your-node-name> disktype=ssd

#E 0 BT %PodRBEITEFA disktype=ssd 17Z&#Node L :



apiversion: vi
kind: Pod
metadata:

name: nginx

labels:
env: test

spec:

containers:

- hame: nginx
image: nginx
imagePullPolicy: IfNotPresent

nodeSelector:
disktype: ssd

nodeAffinity ~ podAffinity A & Taints#etolerations 5 69 14% M 77 ik ik 5% L 5 57 o

8 < 3L hosts

KINELT » 2858 /etc/hosts &kubelet Bl 4 A& 89 » 7 H 1z 8,4 localhostF=
podNames o FRE WA RS N B /etc/hosts X » BAZPodB FHRE R &
WE & o

KINE) /etc/hosts XX T » £ F nginx-4217019353-fb2c5 £podName :
$ kubectl nginx-4217019353-fb2c5 -- cat /etc/hosts

127.0.0.1 localhost
il localhost ip6-localhost ip6-loopback

fe00::0 ip6-localnet
fe00::0 ip6-mcastprefix
fed0::1 ip6-allnodes
fed0::2 ip6-allrouters

10.244.1.4 nginx-4217019353-fb2c5

Mv1. 7% > T A pod.Spec.HostAliases k3% Auhosts M % » 4o



apiversion: vi
kind: Pod
metadata:

name: hostaliases-pod

spec:

hostAliases:

- ip: "127.0.0.1"
hostnames:

- "foo.local"
- "bar.local"
- ip: "10.1.2.3"
hostnames:
"foo.remote"
"bar.remote"
containers:

- hame: cat-hosts
image: busybox
command:

- cat
args:
"/etc/hosts"

$ kubectl logs hostaliases-pod

# Kubernetes-managed hosts file.

127.0.0.1 localhost

i localhost ip6-localhost ip6-loopback

fe00::0 ip6-localnet
fe00::0 ip6-mcastprefix
fed0::1 ip6-allnodes
fed0::2 ip6-allrouters

10.244.1.5 hostaliases-pod
127.0.0.1 foo.local
127.0.0.1 bar.local
10.1.2.3 foo.remote
10.1.2.3 bar.remote

B LA

e What is Pod?


https://kubernetes.io/docs/concepts/workloads/pods/pod/

Pod

e Kubernetes Pod Lifecycle
e Container capabilities
e Linux Capabilities

65


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/
https://kubernetes.io/docs/concepts/policy/container-capabilities/
http://man7.org/linux/man-pages/man7/capabilities.7.html

Namespace

Namespace & *t — A FF ffn st 094 F 4 > et TUAR KRG AALAIFH LR H
Fl &9 B AR A P 42 - % W89pods, services, replication controllers#=deployments % #F
& BT % —/namespace®y (EKik&default) » fnode, persistentVolumes< M| & T

fE£1Tnamespace °

Namespace® f k& & R E 89 F » tbdeKubernetes & # #9 Ik % —#XE417 £ kube-
system namespace¥ °

Namespacei:1f

Y =

kubectl WAl i --namespace & A -n &L AIE T namespace ° R T E >
Bk A default © & A& HAF T 47T A8 1% B --all-namespace=true k &4 AT A
namespace T & it /& ©

o)

$ kubectl get namespaces

NAME STATUS AGE
default Active 11d
kube-system  Active 11d

/2% : namespace &L & A # K A "Active"F7"Terminating" ° £namespaceM| ik 342 ¢ »
namespace’X & # % & A" Terminating" °

ol



(1) 44T EE
$ kubectl create namespace new-namespace

(2) BEHIE
$ cat my-namespace.yaml
apiVersion: vi
kind: Namespace
metadata:

name: new-namespace

$ kubectl create -f ./my-namespace.yaml

AR L ERLMRHLENEREZX [a-20-9]([-a-20-9]*[a-20-9])? KK KEH

1. Mk — A namespace 4 8 3 M 'k BT A & T %namespace ) 7 R o

2. default ## kube-system % % Ja] 7~ 3T M| & o

3. PersistentVolumes & & T 1EfTnamespacet) » 12ZPersistentVolumeClaim-& /& T
¥ A4 £ namespace ) °

4. Events® & & Tnamespace® & T & Aeventstyxf £ o

DU

e Kubernetes Namespace
e Share a Cluster with Namespaces


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/

Node

Node & Pod & FEE4T6) AL » T A I » T AR E M o A T % FEPod > 4 4Node
¥ & F ¥ £z fTcontainer runtime (*t4edockers#rkt) - kubelet #° kube-

proxy R% e

Node

Pod

volume

containerized app

node processes

Node % 3%

T A8y 3R (d»Podf*Namespace) * NodeA&Jii L7+ &Kubernetesk €| &) »
Kubernetes R 5 & ¥ Node L 89 # /& o & & 7T ¥4l & Manifest#] Z — MNode st £ (%= T
jsonFT &) » 12Kubernetestu. R £ X &L EH LA XL —MNode* W REE XK »
R4 LR Pod e



"kind": "Node",
"apiVersion": '"vi1",
"metadata": {
"name": "10.240.79.157",
"labels": {
"name": "my-first-k8s-node"

XA & £ wNode Controllersk % 5.8 - Node Controller fi 3t

o % NodeR&

e 5Cloud ProviderF] # Node

o %Node# f. % % CIDR

o MEk#F A NoExecute taintéJNode L #Pods

KA LT » kubeletit & 3 it & wymasteriz#t & & » 5 8] ZNode % /&

Node 7K &
#/Node#f 8L L TR A &
o it : @ithostname ~ MM IPF= 1 FIP
e %M (Condition) : &450utOfDisk ~ Ready * MemoryPressuref=DiskPressure
%% (Capacity) : Node L&97T A %k » ,36CPU ~ W A F2Pod & %
o AAZE (Info) : BAEABIRA s BRI ERA - OSERF
Taints#tolerations

Taints#=tolerations Al T &1 Pod 7~ #% 18 /& 3] 1 &-1i& #9Node £ > TaintZ A TNode L » 7
toleration ] = 1 TPod L (Toleration& T #y) o

tode o T V24 M taintér 4~ %-node 17 Aetaints

kubectl taint nodes nodel keyl=valuel:NoSchedule
kubectl taint nodes nodel keyl=value2:NoExecute



Taints#=tolerations® B4R i A 7 ikid £ )5 5555 o
~ S EYN ~
Node 2 7 #£ &,
A% ENode R T E /2 R %A H b F £ 54789 Pod » X # 447 Node I A& 3F % A 49

kubectl cordon $NODENAME

b LA

e Kubernetes Node
e Taints#=tolerations


https://kubernetes.io/docs/concepts/architecture/nodes/
https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#taints-and-tolerations-beta-feature

R % & I5 i W39

Kubernetes 2 & 1t X sk L% /& T 41 x4 B B 69 R F LI 5G R B3 hus » 32447
Service % /% » i it kube-proxyfic &-cloud providerski& & R E 89 A ) % o M &
kubernetes il P #9338 » Ml P R RBT £ » " A T — 24769 il B39 HhH] - B
Al > kubernetes ¥ 89 fi #3987 K BT A A WA T LA LA] o B Ab Ll A7 A 2 4% 2 09 2 A
Y=

e Service : B 1%l Serviceit #cluster X #( 89 il {34 #r > 45 Bhcloud providerd? &9
LB4Z Bt 913R 17 1]

e Ingress Controller : i& & il Serviced® Btcluster A 31 89 i &3 » {2238 T B T LLB
AL 7 1]

e Service Load Balancer : 42load balancer B35, £ % & F » % #L.Bare Metal#)
Service Load Balancer

o Custom Load Balancer : & & 3 fi #3494 » 4% Kkube-proxy » —#x & 4323 F
Kubernetestt4& A » 7 4845 XA 3] & 69 9N3R IR %

Service
9 Frontend Service
A &, }
Frontend v1 Pod Frontend v1 Pod Frontend v2 Pod

Service & xf — 4042 4k 48 Bl Hh #E 69 Pods 4 % » A CIMBRE MR —9 o - 48
Service * 2 AT AFZ G EIRFRING i R3H% > FEARRAGEZHIAL -
Serviceidl i 47 & Rk L BUR % )5 3% » —#k B4 Replication Controllersk # Deployment k &



1E & 5%, ~§< B9 IE F B 4T o X B IT Fitds & 9 Pod IPF7 3% 2 7] & 48 sendpoints » #kube-
proxy fi 5t ¥ Bk % IP §i # 35 # 5] X endpoints L o

Service F Wit XA :

o ClusterlP : ik XA » A% ﬁa—*/\ﬁclusterl"\]*ﬁ’ﬂlw 5] 8 JE AP

o NodePort : £ ClusterlP# 2k b 4 Service £ & G M & LI — Aok v » AT L
i#id <NodeIP>:NodePort k17 9% R %

e LoadBalancer : Z£NodePort#y & a £ » 45 Bhcloud provider®] & — AN 9hE6 69 §i #.39
& o HA5F K45 X 3] <NodeIP>:NodePort

o ExternalName : ¥k %38 it DNS CNAME 2 & 7 X 4% & 2|48 w6938 % (3@
i spec.externlName %) ° % Zkube-dnshk AAE1.7WA L o

5 98 o AT AN & 89 IR % vAService 89 Xm A ElKubernetes £ 88 5k » R E R4
Service 8 Bt 1% 45 & Label selector » 1 & 4 Service 8| E 4% )5 F 7 2 3L Jeendpoint °

Service T 3L

SeI’VICGéIZI&X‘dYJEk dyamljson » e TEE LT — NG Anginxt R % » KR %48
03% 2 4% & | default namespace ¥ # A 42 % run=nginx #JPod#780:% =

apiVersion: vi
kind: Service
metadata:
labels:
run: nginx
name: nginx
namespace: default
spec:
ports:
- port:
protocol: TCP
targetPort:
selector:
run: nginx
sessionAffinity: None
type: ClusterlIP



$ kubectl get service nginx
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nginx 10.0.0.108  <none> 80/TCP 18m

$ kubectl get endpoints nginx
NAME ENDPOINTS AGE

nginx 172.17.0.5:80 18m

$ kubectl describe service nginx

Name: nginx
Namespace: default
Labels: run=nginx
Annotations: <none>
Selector: run=nginx
Type: ClusterIP

IP: 10.0.0.108

Port: < > 80/TCP
Endpoints: 172.17.0.5:80
Session Affinity: None
Events: <none>

1% T Selectors &) & %

J2 4] # Service # Bt 1% » 4.7 A 4% & Selectors * A & ¥ servicedt & | kubernetes & #f
IR E (M A APod) o B Al X BFAmAr 7 ik

(1) & & Lendpoint » B & Z F| % #9serviceFrendpoint » £ endpointF % & SH37 R % 89

|PA= 5% O



kind: Service
apiversion: vi
metadata:

name: my-service

spec:
ports:
- protocol: TCP
port:
targetPort:

kind: Endpoints
apiVersion: vi
metadata:
name: my-service
subsets:
- addresses:
- ip:
ports:
- port:

(2) #@iIDNS# & » f£service® L ¥ 1% T externalName ° sLEfDNS/R % &
% <service-name>.<namespace>.svc.cluster.local €& —ACNAMEit % » 314

‘g

# my.database.example.com ° #H s %R % T2 8 34 ECluster IP > & i1

service®IDNS k77 7] (X A% Ak £ 4.4 ) Headless Service) -

kind: Service
apiVersion: vi
metadata:
name: my-service
namespace: default
spec:
type: ExternalName
externalName: my.database.example.com

Headless/k %

Headless & % B = & &Cluster IP# Ik % » BP £ &) 22 IR % 69 B 4% 45

€ spec.clusterIP=None ° &LiFAFPEA



e T35 Selectors * /2% EexternalName » BF L@y (2)
o 15 Selectors » i@ T DNS A1t %1% & & s#endpoint?] &

apiversion: vi
kind: Service
metadata:
labels:
app: nginx
name: nginx
spec:
clusterIP: None
ports:
- name: tcp-80-80-3b6tl
port:
protocol: TCP
targetPort:
selector:
app: nginx
sessionAffinity: None
type: ClusterIP
apiVersion: extensions/vilbetal
kind: Deployment
metadata:
labels:
app: nginx
name: nginx
namespace: default
spec:
replicas:
revisionHistoryLimit:
selector:
matchLabels:
app: nhginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- image: nginx:latest

» i i CNAME 2 & 4k 2



imagePullPolicy: Always
name: nginx
resources:
limits:
memory : Mi
requests:
cpu: m
memory : Mi
dnsPolicy: ClusterFirst
restartPolicy: Always

$ kubectl get service --all-namespaces=

NAMESPACE NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
default nginx None <none> 80/TCP
5m
kube-system kube-dns 172.26.255.70  <none> 53/UDP, 53
/TCP 1d
$ kubectl get pod
NAME READY STATUS RESTARTS AGE I
P NODE
nginx-2204978904-605dg 1/1 Running 0] 14s 1
72.26.2.5 10.0.0.2
Nnginx-2204978904-qyilx 1/1 Running 0] 14s 1

72.26.1.5 10.0.0.8

$ dig @172.26.255.70 nginx.default.svc.cluster.local

;7 ANSWER SECTION:

nginx.default.svc.cluster.local. 30 IN A 172.26.1.5
nginx.default.svc.cluster.local. 30 IN A 172.26.2.5

iz EPdigh s ey o aE%

& E RIP

& A LA 6 Service t RIPE L IE 7 5 TR ¢

o ClusterlP Service : 1% AliptablestZ &, » £ZF NG RIPLRE ( FMSNAT) © 4=
Rclientfeserver pod Fl —4~Node L » AL JRIP3E & client pod 89 1P3s3k ;5 4o R £ 1
Fl 6@9Node £ > JRIP R B kT M %36 4 5T o fT 2L 328G » thde4f Ml flannel B > JRIP &



node flannel IP33k o

e NodePort Service : RIP2#SNAT » server pod# 2] 8 /%IP&£Node IP > 4 7 # %,
AP AL 0 7T vA ¢ servicew Lannotation

service.beta.kubernetes.io/external-traffic=OnlyLocal ° itservice R X

I Aitendpointty 15 K (4= R %A KRibendpointl] A% 6L) > WA EGIRIP -

e LoadBalancer Service : /ELIP%@’(SNAT » server pod# %] 89 & IP£Node IP ° /£
GKE/GCE ¥ ° #s/wannotation service.beta.kubernetes.io/external-
traffic=onlyLocal /& °T ¥A B s M i #3981 5 + M 1% % A A HendpointtgNode °

Ingress Controller

Service B AR R TME R INAn i RIHBTEG R > f2g i Eix 2 A — 2 RE > tbde

— REXFAE GBI > RATE DA — 3987 7 696 1% » NodePort £ & & & /& 930 4%
RSN §i B34 » mLoadBalancer® Kkubernetesss /1 ¥ /£ X # 89 cloud provider L@

Ingress#t A& A T Af kX R4 d 5] X893 TR » B RIER S & E 2| clustershd - FF
B ARG 7 R R o b B BT AR E FTITE FHE B TR S
ZA

foo.bar.com --| | -> foo.bar.com s1:80
| 178.91.123.132 |
bar.foo.com --| | -> bar.foo.com s2:80

ST AZ A R & SLIngress -



apiVersion: extensions/vilbetal
kind: Ingress
metadata:

name: test
spec:

rules:

- host: foo.bar.com

http:

paths:

- backend:
serviceName: s1
servicePort:

- host: bar.foo.com
http:

paths:

- backend:
serviceName: s2
servicePort:

Z&Ingress A g T o A FHEIE R BB X » clustert F £ 1547 —Ningress controller
K] AAEIngressty & Lk T { RHH R o B AT R4 T nginxdrgee®y 25 £, -

Traefiki®2 8t 7 % A 89Ingress Controller » 1% 77 % Whttps://docs.traefik.io/user-

guide/kubernetes/ °

# % Ingress#=Ingress Controllerty /-4 % Ringress ©

Service Load Balancer

fEIngress & FLAAT » Service Load Balancer-Z it 7 89 fi# & Service & IR 6 75 &, °
Service Load Balanceri$haproxy# £ & & F » Jf % #Eservicefrendpoint#y b » i i
B BIPASMRBEAZ AT B R BIGHIR G -

R 324 69 Service Load Balancer X #F @A i #3944 : TCP ~ HTTP ~ HTTPS#=
SSL TERMINATION » # % #FACL7 ¥4 4] o

Custom Load Balancer


https://docs.traefik.io/user-guide/kubernetes/

& AKubernetes## 4 T F£ 89 N K Y MHEALH] » 122 EIRE A G 8T4E » T A 2R — 2 F
TG E R C R LN > e

o BEANTANYRBHHBRE
o LHPMEBHEINT » B MSGF EMMBLZHEL » ZTH kube-proxy T HEEF
T4k

EASBHERL T A B T SLAAE » H R kube-proxy sk 5t #3947 o KRG B 3% & W 4
kubernetes ¥ servicefeendpoints#9 £t » HRIE L LTI kB E i RHHFE o oo
weave flux ~ nginx plus ~ kube2haproxyF

e https://kubernetes.io/docs/concepts/services-networking/service/

¢ https://kubernetes.io/docs/concepts/services-networking/ingress/

e https://github.com/kubernetes/contrib/tree/master/service-loadbalancer

e https://www.nginx.com/blog/load-balancing-kubernetes-services-nginx-plus/
e https://github.com/weaveworks/flux

¢ https://github.com/AdoHe/kube2haproxy


https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://github.com/kubernetes/contrib/tree/master/service-loadbalancer
https://www.nginx.com/blog/load-balancing-kubernetes-services-nginx-plus/
https://github.com/weaveworks/flux
https://github.com/AdoHe/kube2haproxy

Kubernetes 7 fi% %

AN BRNFATERSORKIERLIEZF ALY s EERBHTAEEIBELREEZ X BT
vADockeri® £ T VolumetuH] vAE 34 238 3 2 b Gk o £4069 » Kubernetesi® 4t T & 7%
R #Volumebuhlfe £ 5 69354 » AT BB HEH 2 AbF B B R L F IR 6 F R o

5Docker* Fl » Kubernetes Volume#J 4 4 & #1 5 Pod 4F &

o BAEFIFEKubeletFHRER RSN » Volume®y FIER R &
o mPodM &8t » Volumet & FH o #%3E AT E A B 2T EKgVolumeE A » tbdo
emptyDirt) &4 &% Kk » MPVAIZHKIEMN F 2%

Volume £ #

H 7] » Kubernetes X # A FVolume £ #! :

e emptyDir

e hostPath

e gcePersistentDisk
o awsElasticBlockStore
e nfs

e iscsi

o flocker

e glusterfs

e rbd

e cephfs

e gitRepo

e secret

¢ persistentVolumeClaim
e downwardAPI

e azureFileVolume
e azureDisk

e vsphereVolume

e Quobyte

e PortworxVolume
e ScalelO

e FlexVolume



e StorageOS
e local

A& 0 31X volume i Ik ASRAR A 4 2 1L 69 > thdeemptyDir ~ secret ~ gitRepo%¥ - X &
volume & 14 & Pod# /5 T iH %k °

emptyDir

4o R Pod% & T emptyDir% % Volume > Pod # % & 2|Node L& 1% » 4&] ZemptyDir
R #Podi&47£Node £ » emptyDir#t & & £ (& E#42F & % HKemptyDirE K #E)
{2 % 4= F Pod ANode L3 M & (Pod# M % » K FHPod&k A4 ) > emptyDirdL 2 Ml
Mo FEHARXER o

apiVersion: vi
kind: Pod
metadata:

name: test-pd

spec:

containers:

- image: gcr.io/google_containers/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- nhame: cache-volume
emptyDir: {}

hostPath

hostPath #.% # # Node £ 8 L A& 4.3 Pod . @ &% © 4o £ Pod & %1% iINode L # s #F »
=T YA{% Fl hostPath °



apiversion: vi
kind: Pod
metadata:

name: test-pd

spec:

containers:

- image: gcr.io/google containers/test-webserver
name: test-container
volumeMounts:

- mountPath: /test-pd
name: test-volume
volumes:

- hame: test-volume
hostPath:

path: /data

NFS

NFS ZNetwork File System& 4 & » BP M & L4+ & 4 ° Kubernetes 7 38 it i % 3B &
AT A BNFSEIPod P » mNFS T 69 4045 L T VAKX R A 69 » FIBTNFS X4 Rl i 5
1k o

volumes:

- name: nfs

nfs:

server.
path: "/"

gcePersistentDisk

gcePersistentDisk T XA HGCE L& K X # &£ 2| & & » F ZKubernetesiz 7 £ GCE#)
VM o



volumes:
- name: test-volume

gcePersistentDisk:
pdName: my-data-disk
fsType: ext4

awsElasticBlockStore

awsElasticBlockStore 7T A1 AWS L #9EBS % %| &

EC2E -

volumes:
- name: test-volume

awsElasticBlockStore:

volumeID: <volume-id>
fsType: ext4

gitRepo

gitRepo volume gitfX a5 T 12 2] 45 © 89 &

volumes:
- name: git-volume
gitRepo:

a2
s

w17 T

: > & ZKubernetes iz 47 £ AWS #9

repository: "git@somewhere:me/my-git-repository.git"
revision: "22f1d8406d464b0c0874075539¢c1f2e96c253775"

1¢ FlsubPath

Pod® % I~ % 3

Q?‘:ﬂ

1# B Bl —/~Volume® » subPathJE % A A



apiversion: vi
kind: Pod
metadata:
name: my-lamp-site
spec:
containers:
- name: mysql
image: mysql
volumeMounts:
- mountPath: /var/lib/mysql
name: site-data
subPath: mysql
- name: php
image: php
volumeMounts:
- mountPath: /var/www/html
name: site-data
subPath: html
volumes:
- hame: site-data
persistentVolumeClaim:
claimName: my-lamp-site-data

FlexVolume

4o % M B 893X EVolume T i A& K » 1] T vL4% Hl FlexVolume 52 21, B T 8 Volumedds # o
Z & £4evolume pluginz #| /usr/libexec/kubernetes/kubelet-
plugins/volume/exec/<vendor~driver>/<driver> » plugin% 5

#, init/attach/detach/mount/umount &4 (A& %lvmeg=4]) o

- name: test
flexVolume:
driver: "kubernetes.io/lvm"
fsType: "ext4"
options:
volumeID: "voll"
size: "1000m"

volumegroup: "kube_vg"


https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/flexvolume

Projected Volume

Projected volume# % A~Volume /R B4 3] Fl —/~ B & F » X #secret ~ downwardAP|4=
configMap °

apiVersion: vi
kind: Pod
metadata:

name: volume-test

spec:

containers:

- hame: container-test
image: busybox
volumeMounts:

- name: all-in-one
mountPath: "/projected-volume"
readonly:

volumes:

- name: all-in-one
projected:

sources:
- secret:
name: mysecret
items:
- key: username
path: my-group/my-username

- downwardAPI:
items:
- path: "labels"
fieldRef:

fieldPath: metadata.labels
- path: "cpu_limit"
resourceFieldRef:
containerName: container-test
resource: limits.cpu

- configMap:
name: myconfigmap
items:
- key: config

path: my-group/my-config



K I B 1% TR AR

V1.7+ Xt AT R G % (dehostPath, emptyDir, gitRepo% ) & & # TR ERE

L --feature-gates=LocalStorageCapacityIsolation=true k7B &Z A4
‘]‘ o

AT TAFRX A > Kubernetesi§ A5 4 F k&

e storage.kubernetes.io/overlay °® B /var/lib/docker &) K->
e storage.kubernetes.io/scratch * B /var/lib/kubelet #J K ]s

Kubernetest®i% storage.kubernetes.io/scratch # K /\kBEARMF G 1 » Mk
I storage.kubernetes.io/overlay kBAEZE 65 o ot

A % &5 R6AMBH) T 5 2 & ik 2 1A

apiVersion: vi
kind: Pod
metadata:
name: 1s1
spec:
restartPolicy: Never
containers:
- name: hello
image: busybox
command: ["df"]
resources:
requests:
storage.kubernetes.io/overlay: Mi

# emptyiE K64MB &9 74 i = 18]



apiversion: vi
kind: Pod
metadata:
name: 1s1
spec:
restartPolicy: Never
containers:
- name: hello
image: busybox
command: ["df"]
volumeMounts:
- name: data
mountPath: /data
volumes:
- name: data
emptyDir:
sizelLimit: 64Mi

H 4L Volume 5 % 17

e iSCSI Volume =%

e cephfs Volume =%

o Flocker Volume |

e GlusterFS Volume 74

e RBD Volume 4|

e Secret Volume 7%

o downwardAPI| Volume 7 4]
e AzureFileVolume 74|

e AzureDiskVolume = #|

o Quobyte Volume |

e PortworxVolume Volume = #|
e ScalelO Volume 74|

e StorageOS Volume T+ #|


https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/iscsi
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/cephfs
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/flocker
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/rbd
https://kubernetes.io/docs/tasks/inject-data-application/downward-api-volume-expose-pod-information/
https://github.com/kubernetes/kubernetes/blob/master/examples/volumes/azure_file/README.md
https://github.com/kubernetes/kubernetes/blob/master/examples/volumes/azure_disk/README.md
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/quobyte
https://github.com/kubernetes/kubernetes/blob/master/examples/volumes/portworx/README.md
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/scaleio
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/storageos

Persistent Volume

PersistentVolume (PV)##PersistentVolumeClaim (PVC)#& £t 7 7 & 898 2L & : PViz
B & 50k R 0 MPVCHE KRB TR o A4 > R EHF L A G468 B R E
AGBRFTHKIES ~ 1 EF OHEIE S ~ & Eclaimk ¥ podik K IE & X KAk © PV
FrPVC T ¥ podFe 235 & #8458 » pod T & B Hn 18 2540 09 ST R AR H XL IF € 698 XL 7]
H#

Volume &£ 4 & #]

Volume# A 4 B 1 83654 I &

1. Provisioning * BPPV& & » T EEAIZPV (#4575 X) » TR
StorageClass#) & 6 2

Binding * & PV4 B 4PVC

Using * Podi@ i PVC1% i % Volume

Releasing * Pod# 2 Volume 7 #| APVC

Reclaiming * EHXPV » T R GPVAME T XAE R » 47T VA B3N = 75 F M %

o b~ 0N

B XN > Volume®y Ik & A VAT 44

e Available : 7T A

e Bound : &4 4 H4PVC

e Released : PVCM4M it K AT =L R 5
o Failed : X A 441%

PV

PersistentVolume (PV) =& &# X ) —3k M % 456 o 3 Node —4% » 4T BT
& o PV 3 Volume (%) £41 » Fit &4 %% 3 F Pod 8 4 4 M o rede— ANFSEPVT
VA LA



apiversion: vi
kind: PersistentVolume
metadata:
name: pvooO3
spec:
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Recycle
nfs:

path: /tmp

server:

PV#yi5 F 8 X, (accessModes) & =4 :

e ReadWriteOnce (RWO) : A&RAANGZ X > TETH » 2R LHHEE MPodix
# o

e ReadOnlyMany (ROX) : T vAvi RiE#) 7 X4k % MPod# & o

o ReadWriteMany (RWX) : &X# &% T i85 89 5 Xk % MPod £ F o RAH—
MG XFEI =X GEFHF X Bar X Fegr iy i w Mg 2
NFS o ZPVCHFZPVH i@ FRIBAMNKHRF T » —MRABGR D> F—AHA
B FE X

PV# =k % (persistentVolumeReclaimPolicy) #.74 =4

e Retain » RFEREVolume (FEF#i#FE)

o Recycle » M &%IE > BY rm -rf /thevolume/* (A ANFSHHostPath X #)

o Delete » Mtk 5k R » e M FRAWS EBS4A (2 FAWS EBS, GCE PD, Azure
Disk#=Cinder % # )

StorageClass

L@l it 5369 7 Xl T —NFS Volume » X & & HAR % Volume 8 BHE 1~ K 7 1% -
KubernetesiZ {24 7 StorageClass &k # S0PV » R ¥4 T % ® R 698 1| » 3£ 7T 243
KRR XA B EEPVCEA -

fE42 FIPVCEY » T A3 i pefaultStorageClass BEAIEHRIA AT
storageClassName#PVC & # 4 /e 2k 1k 8 StorageClass ° ¥k &) StorageClass# &

annotation storageclass.kubernetes.io/is-default-class=true °


https://kubernetes.io/docs/user-guide/persistent-volumes/#storageclasses

1% 7 3 ik StorageClass

BUE R %k 89 K 1A StorageClass

kubectl patch storageclass <your-class-name> -p '{"metadata": {"annot
ations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

17 12.%7 89 B 1A StorageClass

kubectl patch storageclass <your-class-name> -p '{"metadata": {"annot
ations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

GCE =%

kind: StorageClass
apiVersion: storage.k8s.io/vlbetal
metadata:

name: slow
provisioner: kubernetes.io/gce-pd
parameters:

type: pd-standard

zone: us-centrall-a

Ceph RBD = #

apiVersion: storage.k8s.io/vilbetal
kind: StorageClass
metadata:
name: fast
provisioner: kubernetes.io/rhd
parameters:
monitors:
adminId: kube
adminSecretName: ceph-secret
adminSecretNamespace: kube-system
pool: kube
userId: kube
userSecretName: ceph-secret-user



Glusterfs %)

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: slow
provisioner: kubernetes.io/glusterfs
parameters:
resturl: "http://127.0.0.1:8081"
clusterid: "630372ccdc720a92c681fb928f27b53f"
restauthenabled: "true"
restuser: "admin"
secretNamespace: "default"
secretName: "heketi-secret"
gidMin: "40000"
gidMax: "50000"
volumetype: "replicate:3"

OpenStack Cinder %]

kind: StorageClass
apiVersion: storage.k8s.io/v1l
metadata:

name: gold
provisioner: kubernetes.io/cinder
parameters:

type: fast

availability: nova

Ceph RBD = #



apivVersion: storage.k8s.io/vi1
kind: StorageClass
metadata:
name: fast
provisioner: kubernetes.io/rbd
parameters:
monitors:
adminId: kube
adminSecretName: ceph-secret
adminSecretNamespace: kube-system
pool: kube
userId: kube
userSecretName: ceph-secret-user

PVC

PV # % it % » #PersistentVolumeClaim (PVC) & 2 PV#y15 K - PVC#Pod £ 4 :
Pod 4 % Node#) /& » @mPVCH %PV iR ; Pod#t4 # KRCPUF A & i R » MPVCik R4¥
TR A A5 P BE K 8 BB & o

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: myclaim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi
storageClassName: slow
selector:
matchLabels:
release: '"stable"
matchExpressions:
- {key: environment, operator: In, values: [dev]}

PVCT A B 4 & 2| Pod ¥ :



kind: Pod
apiversion: vi
metadata:
name: mypod
spec:
containers:
- name: myfrontend
image: dockerfile/nginx
volumeMounts:
- mountPath: "/var/www/html"
name: mypd
volumes:
- name: mypd
persistentVolumeClaim:
claimName: myclaim



NHEIE S

EE L AEVLT+F X AF 0 B AT Halphakk o

A¥EIE S (Local Volume) RE—DMREBMELE > bl ~ P RAFE B FF - £
B R GFOET ARG REEFEESHEF S "’T% ifl’]ﬂ\iﬁ‘ﬁﬂ Y E I & o
Bl X3 &AL A% » i spec.local.path 82 ; 123t T UM A 4kt o
kubernetest R &R 4l B & 7T vA4E A 89 4 fik % 7] K>

RIEIE B AL SR HPVAE A - 483t THostPath » AXRELIE & T A B3 X 4L
87 XAe A (€ &Ll NodeAffinity B E £ (MR F A L) o

5 9k 0 R ERAME T —AMocal-volume-provisioner » 1T 8 #h 6| & = F I K 3545 % o

T~ 15

@) 2 — /8 F Flhostname # example-node &) AMEKIE & :


https://github.com/kubernetes-incubator/external-storage/tree/master/local-volume/provisioner

apiversion: vi
kind: PersistentVolume
metadata:
name: example-local-pv
annotations:
"volume.alpha.kubernetes.io/node-affinity": '{
"requiredDuringSchedulingIgnoredDuringExecution": {
"nodeSelectorTerms": [
{ "matchExpressions": [
{ "key": "kubernetes.io/hostname",
"operator'": "In",
"values": ["my-node"]
}
13
13
'
spec:
capacity:
storage: 5Gi
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: /mnt/disks/ssd1

1 ZPVC :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: example-local-claim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 5Gi
storageClassName: local-storage



€3 Pod » 31 FIPVC :

kind: Pod
apiversion: vi
metadata:
name: mypod
spec:
containers:
- name: myfrontend
image: nginx
volumeMounts:
- mountPath: "/var/www/html"
name: mypd
volumes:
- name: mypd
persistentVolumeClaim:
claimName: example-local-claim



Deployment

fay

Deployment# Pod#»ReplicaSet# # T — 4~ 7 B X € 3L (declarative) 7 i » i kA AR A AT
89 ReplicationControllersk 7 1& 69 & 3 = i o A 69 5 F 3 & .48 .

e L Deploymentk 4] #Pod#»ReplicaSet
o RAF AR
o Y EFUR

o #4374t % Deployment

Hodm — A~ 1] £ 89 nginx 52 B T A Z LA

apiVersion: extensions/vilbetal
kind: Deployment
metadata:

name: nginx-deployment

spec:
replicas:
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:
ports:

- containerPort:
¥

kubectl scale deployment nginx-deployment --replicas 10

4o % % 2% ¥ 4% horizontal pod autoscaling #3 » i& 7 ¥4 # Deploymenti% & & # 4™ & :



kubectl autoscale deployment nginx-deployment --min=10 --max=15 --cpu
-percent=80

F AR AL LA ] £

kubectl set image deployment/nginx-deployment nginx=nginx:1.9.1
ER

kubectl rollout undo deployment/nginx-deployment

Deploymentit & ¥ 4a A# AT

A L #1% B kubernetes B 7 X
# . https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/wor
kloads/controllers/deployment.md

% AE2017F5H 10 B #3Commit 8481c02 #1iF -

Deployment<1+ 4 ?
Deployment# Pod#»Replica Set ( T —14XReplication Controller) ### % 8 X & %7 o

1% R & 2 72 Deployment ¥ 44 i 4R 28 £ 69 B 47K & £ 4 4 » Deployment controllerst. & #
#5734 Pod#»Replica Set# S Rk A A T 2R 89 B AR A o RT A E XL —AMa#HH)
Deployment » A 7T A 4] 2 — 4~ #7 8 % 3 @ 89 Deployment ©

— AR g R Bl e T

o 1% il Deploymentk €] ZReplicaSet ° ReplicaSet#£ & & 4] Zpod > & B K& »
o ARG » i ¥ #DeploymenttyPodTemplateSpecF#& k & MPod#y#7K & o X 24
# —/~#1 69ReplicaSet * Deployment4-iz B 42 4] 89 3% £ pod ) w 89 ReplicaSet#

% 8| #7 ¥ ReplicaSet ¥ °

o R BARAEFAE » WIR B A #Deployment revision o &K B R AR & E #7
Deployment#)revision °

o I ZDeploymentyAi# & & 269 fi & o


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md

o % 1¥Deploymentsk = JlPodTemplateSpecty % M58 » KRGk E L4 -
o 1RIEDeployment K & #| B L& % HhangfE T o
o A\ 89 sk 28 ReplicaSet °

ol %Deployment

T @& —/~Deployment =] » €€ T —4Replica Setk /& 3/ ~nginx pod °

T & ] A AT

$ kubectl create -f docs/user-guide/nginx-deployment.yaml --record
deployment "nginx-deployment" created

Y kubectl®y —record #flagix &4 true T ¥Aftannotation ¥ 12k & AT 461 &2 KA

TR TR TR o ZAERKSRA R » Hlde > & & £ % ~Deployment revision F #.47 T P
Hodr A o

$ kubectl get deployments
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 3 (0] 0] 0] 1s

B 2 R A &RAA 2 repalicazi £3 (4R #Edeployment¥ 8 .spec.replicas &
&) Zarreplicazk ( .status.replicas ) &0, & # #replica®k
( .status.updatedReplicas ) =0 = i &9replicazk

( .status.availableReplicas ) 0 °

F LB BIMAT get 4 BRFA Tl .

$ kubectl get deployments
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 3 3 3 3 18s

AT LA Bl Deployment & £ 41 2 7 34 replica » AT A treplica#t &2 £ & #H 6T (&
& & # 9pod template) » T A 85 (#RIEDeployment¥ 8 . spec.minReadySeconds #
B LT L RA poday ik F ANk ) ° AT kubectl get rs #7 kubectl get
pods 4 & T Replica Set (RS) #»Pod & 4|



$ kubectl get rs

NAME DESIRED CURRENT READY

nginx-deployment-2035384211 3 3 0

AGE
18s

% 7T i 472 & ¥|Replica Set®) % F % & <Deployment % F>-<pod templatefihashid

>

A

o

$ kubectl get pods --show-labels

NAME READY STATUS
E LABELS

nginx-deployment-2035384211-7ci7o0 1/1 Running
S app=nginx, pod-template-hash=2035384211
nginx-deployment-2035384211-kzszj 1/1 Running
S app=nginx, pod-template-hash=2035384211
nginx-deployment-2035384211-qqgcnn 1/1 Running
S app=nginx, pod-template-hash=2035384211

| 4] # 8 Replica Set¥4 Rk & A 34 nginx#pod 4 £ °

RESTARTS

0

AG

18

18

18

Z % 1 ARk 42 Deployment F 89 selectords & £ #4pod template label (% &% &
app = nginx ) * FERILMLcontrollertd R T ( &L45Deployment ~ Replica Set
Replication Controllers ) ° Kubernetes & & 7~ & R EfR3Z 2 » 4o R AR E 893X 28
T > X controllerX Al A48 ZATR » F TR IR FREHITA o

¥ #7Deployment

RS
e .

Deployment&grollout % E.12 % Deployment&pod template (4]

4= .spec.template ) T #label & #7 R A H1% AT HARK o B EFH > Blded &
Deployment~ £ #ik & rollout °

Bhe AV B I kngink podiE I nginx:1.9.1 894248 kKA R %k

8 nginx:1.7.9 #94%1% o

$ kubectl image deployment/nginx-deployment nginx=nginx:1.9.1

deployment "nginx-deployment" image updated



KAVTLMER edit 44 %k % #Deployment » 15K
.spec.template.spec.containers[0].image % nginx:1.7.9 &5 &
nginx:1.9.1 °

$ kubectl edit deployment/nginx-deployment
deployment "nginx-deployment" edited

& Arolloutty Ik & » REIAT

$ kubectl rollout status deployment/nginx-deployment

Waiting for rollout to finish: 2 out of 3 new replicas have been upda
ted...

deployment "nginx-deployment" successfully rolled out

Rollouti& /& *+ get Deployment :

$ kubectl get deployments
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 3 3 3 3 36s

UP-TO-DATEf9replicaty 4k B 43X 8| 7 B & F £ K69 %% A -

CURRENT #9replicat & = Deployment & 3 #9replicaZt £ * AVAILABLE #replica%i€ %
A7 ¥ A 89replicaZi & ©

FEATA L IAT kubectl get rs =T ¥AF E|Deployment £ %7 T Pod » i@ i 6] & — /#7149
Replica Set# 4 % T 34 replica » F| & 4% & >k #9Replica Set4s % %] T 04 replica °

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1564180365 3 3 0] 6s
nginx-deployment-2035384211 (0] 0] 0] 36s

AT get pods R &FE| L AT69# 9pod:



$ kubectl get pods

NAME READY STATUS RESTARTS AG
E
nginx-deployment-1564180365-khku8  1/1 Running © 14
s
nginx-deployment-1564180365-nacti 1/1 Running 0 14
s
nginx-deployment-1564180365-z9gth 1/1 Running 0 14
s

TR £ 471X poday i 4% » R & £ $7Deployment ¥ #pod#ytemplate B =T °

Deployment =T A $R 1 /£ #+  BF R A — T # 2 89PodAdownt) o BKikey » ELHRESH
I # f9Pod %k € F — MNgPod RupKR A (RS —AFTH) o

Deployment F] B 4L 3T A 4R R 41 2 AR X I Z 1 F 09— T FH9Pod ° KNty » B2
Rk % L2 89Pod i Z % — M 9PodEupty (& % 14 surge) °

£ Rk f9Kuberentesh A F 2 4 11K %25%-25%) -

Blde > 4= AR B TA& T L@ d9Deployment » R4 X, » 441 2 —NF7869Pod » ARG M

Fr— a8 Pod A1 22 — 3189 o S 3789 Pod el 2 th R XA R & 447 8 89Pod o XA REYS
AR F 89Pod 4 & £ S A 24 » Pod#) L4k 544 -



$ kubectl describe deployments

Name: nginx-deployment
Namespace: default
CreationTimestamp: Tue, 15 Mar 2016 12:01:06 -0700
Labels: app=nginx
Selector: app=nginx
Replicas: 3 updated | 3 total | 3 available | 0 unavailable
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge
OldReplicaSets: <none>
NewReplicaSet: nginx-deployment-1564180365 (3/3 replicas created
)
Events:
FirstSeen LastSeen Count From SubobjectPat
h Type Reason Message
36s 36s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deplo
yment-2035384211 to 3
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deplo
yment-1564180365 to 1
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-dep
loyment-2035384211 to 2
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deplo
yment-1564180365 to 2
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-dep
loyment-2035384211 to 0
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deplo

yment-1564180365 to 3

KAVT A B % K ATR] 45 ) 22 12 MDeployment# Bt 1% » ] T — 4 Replica
Set (nginx-deployment-2035384211) » J &4 % %] 7 3/ replica °



% KA1 F #73X 4A~Deployment# B 1Z » &€ 44 — A # 9 Replica Set (nginx-
deployment-1564180365) ° 4 €4 & 2114 replica » &G % % /% .89 Replica Set3]24
replica » sLit i R E J2/MPod AT ARA » Bl —B % &k % A4 MPodl TRIZH KA -

& 4k 4:1% R A8 F] 89rolling update R %4~ %2 41 89 Replica Setd= 4 % @ &) Replica Set ° &
% 5 5 & e #H9Replica Set¥ A 347 A #9replica » @ #Replica Set#replicaZk B % &,
0 (o]

Rollover ( % “~rollout#47)

# % Deployment controllers. 7 ] 4 #i &9 deploymentif 6 £ i » e RAH T A4 £ 69
Replica Setk 612 8% A~ 4 69 Pod#) 1% » st &6 & & — M #7 #9Replica Set kX #F o
€ % /£ #Replica Setd #llabel & . spec.selector 12&template

3R .spec.template T IZELAIPod%E % o k% » #6JReplica Set¥ 24 &

4 .spec.replicas 44 4k H #JPod ° & #Replica Seta 4 % %10 °

4o R AR B A7 T — A9 © A4 £ 5 E £ # 4T F 89 Deployment » 4k £ 37 Deployment#F 44!
#— Nty Replica Set#F 4 &€ @ Fl i @R X ATY & 89 Replica Set——¥ € ik n 2] @ 8
Replica Set?] & » ¥ 4% % o

Blde > B fREI T —NA 54 niginx:1.7.9 replica®yDeployment » 125 %3 A4 3
A nginx:1.7.9 #replicat] & & k89 812 R 3k A4 £ 3 4 A 54 nginx:1.9.1 replica
#Deployment ° /£ XA+ LT » Deployment4 s BP & 4% © 4l Z 8934~ nginx:1.7.9 #
Pod °» #/F4 413 nginx:1.9.1 #Pod ° € R &3 B FT A 8954 nginx:1.7.9 #Pod

#REI I ARG A T AT R B F A o

=] & Deployment

A BHEAR 7T 848 =138 — A Deployment » %142 > % Deployment &~ #4 & &t » 4= — Ecrash
looping °

KN ILT » kubernetes & /£ % 4. & 5 A1 & X 89 Deploymentégrollout/n .12 % » vAME
R AR B @& (ART A5 revision history limit sk & 2R 75 69revisiondL) -
0

Z% : REDeploymentgrolloutis ik & 3t 44 # — A revision ° #u3t A3 % HAX %
Deployment®Pod template (4= .spec.template ) # £ 2 » #]4= & Frtemplate 49
labelFr & & 64520 » 3k 401 2 B — N 8revision ©



HLtbtg & 37 5 e d ZDeployment T £ 4] Zrevision A b AT T AR 77 AR 8 F 5 2%,
FAFHY B o LFRA LIRIRE ) LrevisionZ » R A Deployment¥ #Pod template
ARyt orEik o

B% &A1 £ £ #Deployment# B 1218 T — ANHF B 451 » 4158608 F 5 &
T nginx:1.91 * mEAA L FREZA nginx:1.9.1

$ kubectl image deployment/nginx-deployment nginx=nginx:1.91
deployment "nginx-deployment" image updated

Rollout¥# & 1% -

$ kubectl rollout status deployments nginx-deployment
Waiting for rollout to finish: 2 out of 3 new replicas have been upda
ted. ..

41 Ctrl-C#3 £ E @ rolloutk A B 4% o

& 4% 2| w fyreplicas (nginx-deployment-1564180365 #= nginx-deployment-
2035384211) #=#78greplicas (nginx-deployment-3066724191) & A AR &£24 o

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1564180365 2 2 0] 25s
nginx-deployment-2035384211 (0] 0] 0] 36s
nginx-deployment-3066724191 2 2 2 6s

& T Al #Pod > R4 & 2| A & A3 #9Replica Setél & #9Pod 4 T ImagePullBackOffik
Ao PEIRFLBAREAR o



$ kubectl get pods

NAME READY STATUS REST

ARTS AGE

nginx-deployment-1564180365-70iae 1/1 Running 0
25s

nginx-deployment-1564180365-jbgqo 1/1 Running 0
25s

nginx-deployment-3066724191-08mng 0/1 ImagePullBackOff 0
6s

nginx-deployment-3066724191-eochy 0/1 ImagePullBackOff 0
6s

7% » Deployment controller & # 4% £ 37 89rollout » 7515 14 & #7 49 Replica Set °

$ kubectl describe deployment

Name: nginx-deployment
Namespace: default
CreationTimestamp: Tue, 15 Mar 2016 14:48:04 -0700
Labels: app=nginx
Selector: app=nginx
Replicas: 2 updated | 3 total | 2 available | 2 unavailable
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge
OldReplicaSets: nginx-deployment-1564180365 (2/2 replicas created
)
NewReplicaSet: nginx-deployment-3066724191 (2/2 replicas created
)
Events:

FirstSeen LastSeen Count From SubobjectPath

Type Reason Message

im 1m 1 {deployment-controller }

Normal ScalingReplicaSet Scaled up replica nginx-deploy

ment-2035384211 to 3

22s 22s 1 {deployment-controller }

Normal ScalingReplicaSet Scaled up replica nginx-deploy

ment-1564180365 to 1
22s 22s 1 {deployment-controller }



Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-2035384211 to 2

22s 22s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-1564180365 to 2
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-2035384211 to 0
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-1564180365 to 3
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-3066724191 to 1
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-1564180365 to 2
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy

ment-3066724191 to 2
A TR XA » &A1F & =38 5] 44 2 9 Deployment revision ©
# & Deployment #4269 7 £ 12 %

\ & 0 4% & T Deploymentf9revision :

$ kubectl rollout deployment/nginx-deployment
deployments '"nginx-deployment":
REVISION CHANGE - CAUSE

1 kubectl create -f docs/user-guide/nginx-deployment.yaml -
-record

2 kubectl image deployment/nginx-deployment nginx=nginx
:1.9.1

3 kubectl image deployment/nginx-deployment nginx=nginx
:1.91

A A &A418] ZDeployment#y i 42 1% 1 T —recored 4T vAig f o4 » RATT AR 7
1% 89 & & # Krevison g TAL o



&% % Arevision®yiF m iz B

$ kubectl rollout deployment/nginx-deployment --revision=2
deployments "nginx-deployment" revision 2
Labels: app=nginx
pod-template-hash=1159050644
Annotations: kubernetes.io/change-cause=kubectl image deployme

nt/nginx-deployment nginx=nginx:1.9.1

Containers:
nginx:
Image: nginx:1.9.1
Port: 80/TCP
QoS Tier:
cpu: BestEffort
memory: BestEffort
Environment Variables: <none>

No volumes.

D ECEIDE N

WA RATT VAR T EEE % A 6 rollout®) Z AT 69 AR A

$ kubectl rollout undo deployment/nginx-deployment
deployment "nginx-deployment" rolled back

LI VAE R --to-revision HHART XA FRRK

$ kubectl rollout undo deployment/nginx-deployment --to-revision=2
deployment "nginx-deployment" rolled back

Hrolloutta % #9441 ta L% Wkubect! rollout °

% DeploymentilL £ &2 G R 2] T J AT 8948 @ iR A o %= 4R A7 L » Deployment controller
4 T —/ ik 2lrevison 249 DeploymentRollback #Jevent °

$ kubectl get deployment
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 3 3 3 3 30m


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/user-guide/kubectl/v1.6/#rollout

$ kubectl describe deployment

Name: nginx-deployment
Namespace: default
CreationTimestamp: Tue, 15 Mar 2016 14:48:04 -0700
Labels: app=nginx
Selector: app=nginx
Replicas: 3 updated | 3 total | 3 available | 0 unavailable
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge
OldReplicaSets: <none>
NewReplicaSet: nginx-deployment-1564180365 (3/3 replicas created
)
Events:
FirstSeen LastSeen Count From SubobjectPath
Type Reason Message
30m 30m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-2035384211 to 3
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-1564180365 to 1
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-2035384211 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-1564180365 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-2035384211 to O
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-3066724191 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy
ment-3066724191 to 1
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica nginx-depl

oyment-1564180365 to 2



2m 2m 1 {deployment-controller }

Normal ScalingReplicaSet Scaled down replica nginx-depl
oyment-3066724191 to O
2m 2m 1 {deployment-controller }
Normal DeploymentRollback Rolled back deployment '"nginx-depl
oyment" to revision 2
29m 2m 2 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica nginx-deploy

ment-1564180365 to 3

# ¥ Policy

R VAB L% E . spec.revisonHistoryLimit *f k4% T deployment& % % & % &
revison’s £.12 % ° BN &R G BT A d9revision 5 %= R ¥ %A% & A0 » Deploymentst
FARVFEERT o

Deploymentd %
AR =T AL A AT 4 43~ % Deployment :

$ kubectl scale deployment nginx-deployment --replicas 10
deployment "nginx-deployment" scaled

B%AR 69 %2 F 2 A T horizontal pod autoscaling » 48 7T ¥A4-Deployment % & — /4
autoscaler » & T % aTPod 89 CPUA| A £ it 4% &V #= 5x % 9Pod 4k °

$ kubectl autoscale deployment nginx-deployment --min=10 --max=15 --c
pu-percent=80
deployment "nginx-deployment" autoscaled

e 4

RollingUpdate Deployment X ¥ Fl Bf 47—~ Al 69 % MR o B4R S #autoscalerd” &
—ANEZrollout® (#ATF A C4L%1F) 8 RollingUpdate Deployment#) Bt 4% » 4 7
4% R % > Deployment controllerd% & -F# € 7 /£ #9active #9ReplicaSets (A Pod#9
ReplicaSets) #=#7 /e X\ #9replicas o X WAR A Ll I & o


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/tasks/run-application/horizontal-pod-autoscale-walkthrough.md

Bl4e o 4R E {2 3247 F 2 A 104 replicaty Deployment ° maxSurge=3 »
maxUnavailable=2 -

$ kubectl get deploy
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 10 10 10 10 50s

REFHT — AR o fe RFF NS K ARAT o

$ kubectl image deploy/nginx-deployment nginx=nginx:sometag
deployment "nginx-deployment" image updated

1% %75 5 T — A &4 ReplicaSet nginx-deployment-1989198191 45 %7 & rollout » 12
AECHKMEET » B4 &N L@ 9maxUnavailable °

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1989198191 5 5 0] 9s
nginx-deployment-618515232 8 8 8 im

KRG Z AT —AF B9 Deploymentd” 1% K o autoscaler#4 Deployment&grepllicaZk B 3% /v
2] 7154 - Deployment controller & 23| 7 72 7F 238 /e 1% 5497 t9replica © 4 R KA1 R A
1% R el 2 BT A 695 replica#l & /m 3| — A~ #7 8 ReplicaSet F o 4o AL A el 2 »
#7 s Jm By replicaté 1% 4 2| AT A 89 ReplicaSet ¥ o K 8938 5 Jw AreplicaZki & % 8

ReplicaSet¥ » #5349 A Elreplica®t ¥ #9ReplciaSet ¥ - 0/ replica®yReplicaSet

ARM E@EHIT+ > 34 replicatd #iim 2] @ HyReplicaSett » 24 replicat ke 21 4 £
ReplicaSet ¥ - rollouti# #2 & £4-3 B A #9replica#®$ #h 2| #7 # ReplicaSet ¥ » 18.1% #7 49
replicas 4 2 K A& o

$ kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 15 18 7 8 7m
$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1989198191 7 7 0] 7m

nginx-deployment-618515232 11 11 11 7m



#4242 1% & Deployment

RT AL AR R —RX S R EHAH 15— MDeployment » RE B E E - IHERKE S K
# 1% F2 1& 8 Deployment » £ st A i 47— 245§ TAF » & R & AR T oL & frollout ©

%14 1% B B 1] 6] ZDeployment :

$ kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx 3 3 3 3 Im
[mkargaki@dhcp129-211 kubernetes]$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-2142116321 3 3 3 im

o

1% ] VAT 4 4% 1% Deployment :

$ kubectl rollout pause deployment/nginx-deployment
deployment "nginx-deployment" paused

KRG 2 #Deplyment ¥ 894514 :

$ kubectl image deploy/nginx nginx=nginx:1.9.1
deployment "nginx-deployment" image updated

EERA R FHHrollout :

$ kubectl rollout deploy/nginx
deployments "nginx"

REVISION CHANGE-CAUSE

1 <none>

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-2142116321 3 3 3 2m

PR ABATIEZE S R > 4o L3748 A 6 KR



$ kubectl resources deployment nginx -c=nginx --limits=cpu=200m,m
emory=512Mi
deployment '"nginx" resource requirements updated

Deployment# 12 AT 8 45 K B ¥ 4k 42 € 89 3h 48 » f 7 & *t Deployment#y & #7 7 A £
#°A » R ZDeployment < #1549 o

)z kB X ADeployment » IR X & & #7 fReplicaSet L E QI Bk T ¢

$ kubectl rollout resume deploy nginx

deployment "nginx" resumed

$ KUBECTL get rs -w

NAME DESIRED CURRENT READY AGE

nginx-2142116321 2 2 2 2m

nginx-3926361531 2 2 (0] 6s

nginx-3926361531 2 2 1 18s
nginx-2142116321 1 2 2 2m

nginx-2142116321 1 2 2 2m

nginx-3926361531 3 2 1 18s
nginx-3926361531 3 2 1 18s
nginx-2142116321 1 1 1 2m

nginx-3926361531 3 3 1 18s
nginx-3926361531 3 3 2 19s
nginx-2142116321 0 1 1 2m

nginx-2142116321 0 1 1 2m

nginx-2142116321 0 (0] 0] 2m

nginx-3926361531 3 3 3 20s
NC

$ KUBECTL get rs

NAME DESIRED CURRENT READY AGE
nginx-2142116321 0 (0] 0] 2m

nginx-3926361531 3 3 3 28s

% £ 8 DeploymentZ A7 1k £ % ©1i& — A~ % 1% T A~Deployment °

DeploymentiX &

Deploymentiz 24 B A& % #k & o 6|2 — /37 69 ReplicaSet#9 B 12 € 7T A &
progressing ® & » complete k& » X Ffail to progressk & o


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#progressing-deployment
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#complete-deployment
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#failed-deployment

Progressing Deployment

Kubernetes ¥ #4713 T 7]4E % X — &) Deploymentiz 12 4 progressingX & :

o Deployment.E 7 6] 2 #7 8 ReplicaSetiL #2 F ©
o Deployment:E 24 & — A 24 #ReplicaSet °
o Deployment.E /£ 4 & — A &4 #ReplicaSet °
o HFH T M #podt L o

R 4% B kubectl roullout status 44 ¥ 4ZDeployment&yit & o

Complete Deployment

Kubernetesi§ .45 xA T 45 # 69 Deploymenttz 12 % complete ik &

o Deploymentsx N A ° 3& N7 A &7k & Deployment 9 =T Freplica ™4 5% T X4 A2
T Deployment & % F #9312 4~ 3 o

o P& 5%Deploymentts X #replica#f & £ #7 2] T R348 E R A » LI 3 T o

e %Deployment¥ % A w #9Pod /4 & °

fR=T A kubectl rollout status 44 &% Deployment£ & T & o 4= %rollout/k %)
Z R * kubectl rollout status I§3&w—/~04489Exit Code °

$ kubectl rollout status deploy/nginx
Waiting for rollout to finish: 2 of 3 updated replicas are available.

deployment "nginx" successfully rolled out
$ echo $?
0

Failed Deployment

1% #9 Deployment /& & iX 3 £ #7 #9 ReplicaSet#d i 42 T F4E » KBL R A Z R © X THE
REAUT LR E 5l A8

o LzKHy 3] A

e 1713 f9probe failure
o HARITELAE IR

o IR

o JEERA



o A7 IBATHY FC B 45 4%

M X AL — A 7 X2 0 1R 89 Deployment spec ¥ 45

% spec.progressDeadlineSeconds ° spec.progressDeadlineSeconds & 7~
Deployment controller¥ 4§ % ¥4y 4 4t #4 € (i it Deployment status) Deploymentit #2
a ~

A FAEEY o

’Ftﬁlﬁﬁ kubectl 4% & progressbDeadlineSeconds 4%controller/t Deploymenti
BFAE10940 5 R4

$ kubectl patch deployment/nginx-deployment -p '{"spec":{"progressDea
dlineSeconds":600}}'
"nginx-deployment" patched

% #3334 E 18 & » Deployment controller4 72 Deployment#) status.conditions ¥
3 /e — % DeploymentCondition » & &L454= T & %

e Type=Progressing
e Status=False
e Reason=ProgressDeadlineExceeded

W&

#| % Kubernetes AP| conventions & & % T status conditions# # % 13 & -

2% : kubernetesfs 7 &% Reason=ProgressDeadlineExceeded K &13 &I T 4t
12 89 DeploymentB AEATRAE o & & & K 8918 & =T AF] € H RIARRAT ) » 4 4o >
=1 & Deployment®| Z A7 8 e A o

A& WwRARYAF T —~Deployment » £ % 15 89 X BB H] Akubernetnes & & #’zéﬁf%“é
% f9deadline ° 1% T ¥Af£ Deployment#Jrollouti& ¥ #2694 1€ » AEBKEE » B
2 hk 2 A8 deadlinefy R & ©

R 7T 842 4% Fl Deployment & Bt 1238 2] — 248 4 69452 » IETRAG THRLE T KE4H
timeout * LA T AT B A & Fp L4442 § A5 % 4% o Bldo o BRARAEA T £ 3889 5]
A o %4kDescribe Deployment#y i 4% 7T fE 22 E 2| T12 & ¢


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#progress-deadline-seconds
https://github.com/kubernetes/community/blob/master/contributors/devel/api-conventions.md#typical-status-properties

$ kubectl describe deployment nginx-deployment

<...>
Conditions:
Type
Available
Progressing
ReplicaFailure
<...>

#AT kubectl get deployment nginx-deployment -o yaml

TREAARBZIANHT

Status

Reason
MinimumReplicasAvailable
ReplicaSetUpdated
FailedCreate

» Deployement &4k &



status:

availableReplicas:

conditions:

- lastTransitionTime: -10-04T12:25:39Z
lastUpdateTime: -10-04T12:25:39Z

message: Replica set '"nginx-deployment-4262182780" is progressing

reason: ReplicaSetUpdated
status: "True"
type: Progressing
- lastTransitionTime: -10-04T12:25:427
lastUpdateTime: -10-04T12:25:42Z
message: Deployment has minimum availability.
reason: MinimumReplicasAvailable
status: "True"
type: Available
- lastTransitionTime: -10-04T12:25:39Z
lastUpdateTime: -10-04T12:25:39Z
message: 'Error creating: pods "nginx-deployment-4262182780-" is
forbidden: exceeded quota:
object-counts, requested: pods=1, used: pods=3, limited: pods=2'

reason: FailedCreate

status: "True"

type: ReplicaFailure
observedGeneration:
replicas:
unavailableReplicas:

{ S—

& % » — B & 13 Deploymentit # 9deadline » kuberentes 4 £ # k & = & Z Progressing
REGRA :

Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing False ProgressDeadlineExceeded

ReplicaFailure True FailedCreate



57T VAR 3T 4 Z Deployment ) 7r X ff 2 BLE < R 69 19 AR » X, 4 3 Ao iRk #9namespace 8 fic
2 oo e RARH AT BA &4 E » Deployment controllerst 2 7. A% 8 Deployment

rollout » %4 % % Deployment# X & £ # 4 sk A ( Status=True

H Reason=NewReplicaSetAvailable )

Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Type=Available ~ Status=True &%& 1R&Deployment® s =T A o & 7T
T £ Deployment R % 48 & 89 5 44 o

Type=Progressing » Status=True Z"&1R69Deployment RH £ E LA T »
RAECERAHE > KB TILOR VT Areplicatk & (&4 4 2 KA tYReason—
f£ &A189%]F F Reason=NewReplicaSetAvailable &% & Deployment& 2 7)) o

fR=T vA4& Ml kubectl rollout status 44 Z& & Deploymenti##2,Z % kK o %
Deploymentid #2#2 i 7 deadline * kubectl rollout status 4 :& = 3E08yexit code °

$ kubectl rollout status deploy/nginx

Waiting for rollout to finish: 2 out of 3 new replicas have been upda
ted. ..

error: deployment "nginx" exceeded its progress deadline

$ echo $?

1

¥AE %X K 89 Deployment

ﬁﬁ%‘ﬂﬂ‘%ﬁiﬁﬁDeploymentéﬁi%VF%‘l‘ié)ﬂ T % % #Deployment o RT At € /4% % »
BB LA AREZE TS R A5 € %k 2 A Deployment pod template °

# ¥ Policy

% 7T L% & Deployment ¥ 49 . spec.revisionHistoryLimit R k45 EHRE % a8y
ReplicaSet © KT #4256k SER B E o BKIN# » BT A Hrevisions £ 4R &A%
Bo ERRGMAT » F2EHA2o



Z2F 0 B ZEREAO IS BHPTA 9Deployment 12 kAR &2 BF & 0 %Deploynent
REZERHET o

J] 15

Canary Deployment

4o AR 48 %1% Fl Deployment st 3k 4~ Al P IR % % & Firelaese » R T A4 & % A
Deployment » &3t —Arelease * % B managing resources F *fcanaryt€ X 89 it o

’m 5 Deployment Spec

12 BT A 69Kubernetes® & F » Deploymentt. &
% apiVersion ° kind #* metadata X E A o B E U698 AL R LA & A& SR
FR o BRERE » FoiE Flkubeclts 32 7 Ja A% o

Deploymentt. & % spec section.

Pod Template

.spec.template & .spec PE—ZRKGFHK -

.spec.template & pod template. €3k PodA —#—# tschema’ IR T €A & £
FEREEZE apiversion F# kind FH o

% 9t 7 41 4-Pod#) f6 B - Deployment ¥ #pod template st 1 44 % i€ % #label (F %5k
HAcontrollerZ £ 7 » SFselector) A& G 8 F R R% o

.spec.template.spec.restartPolicy TWAXKEN Always , %2R T 48 69153k
ABKINEE o

Replicas

.spec.replicas AT AELFH » BT Z YpodZkZ » KL

Selector

.spec.selector Z£T#%FH » f k48 E label selector » B ZDeployment® X #pod
WHE o


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/cluster-administration/manage-deployment.md#canary-deployments
https://kubernetes.io/docs/tasks/run-application/run-stateless-application-deployment/
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/tutorials/object-management-kubectl/object-management.md
https://github.com/kubernetes/community/blob/master/contributors/devel/api-conventions.md#spec-and-status
https://kubernetes.io/docs/concepts/workloads/controllers/replicationcontroller/#pod-template
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/user-guide/pods
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#selector
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/pods/pod-lifecycle.md
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/overview/working-with-objects/labels.md

W RIS E > .spec.selector sLHILEL | spec.template.metadata.labels ° &
N EHMAPIEL - % .spec.selector KA MIET »

.spec.selector.matchLabels #iA& .spec.template.metadata.labels °

fPod#jtemplatesk .spec.template TRl RAHXFMLT .spec.replicas AEH
KZ 8 HILT > Deployment£ 4 ##label#kselector F F] #9Pod °

AR L R %A L flabel iR X selector & fic 89 pod 0 A i Lk
Deployment » 33 il it L #Controller » #]4=ReplicaSet#»ReplicationController » & ]
%Deployment& ik de €41 % s Af A B Tel 8 o Kubernetes T & FLIEARIX Z 4 o

4o ER A % /~controlleri Ml T & £ #9selector » controllerilst & Z 4371 £ # § K KR E#
BT o

e

.spec.strategy 15 # #9Pod#%# w #9Pod#) k% > .spec.strategy.type T VA
& "Recreate" .4 & "RollingUpdate" ° "RollingUpdate" & ZKiA {4 °

Recreate Deployment

.spec.strategy.type==Recreate i » ZQ|Z H#HHIPodI AT 2L AL A LHLH
Pod -

Rolling Update Deployment

.spec.strategy.type==RollingUpdate E&f * Deploymenti Flrolling update &7 &
¥ #Pod ° fR 7T ¥A$5§ £ maxUnavailable #= maxSurge *k#%Z#! rolling update #42 -

Max Unavailable

.spec.strategy.rollingUpdate.maxUnavailable & #BER » A k484
TP T APod R A E « BABTUAZE ML (Fl4e5) - AT AEHZ Podik
AL (Bl10%) o BETHH B 5 LA & TERE o 4
R .spec.strategy.rollingUpdate.maxSurge #OB » X /MNERT A0 o FKIAE L
1o

B4 » %4E % E R30% ° & #hrolling update & & ) ReplicatSetd% & < Bp 42 22 2| 1 % 49
Pod# £ 870% ° #749Pod ready/s ° 4 & #7 ¢ ReplicaSetty4 = » & #)ReplicaSet &
—F R > AR RGBT I %] T AR 9 Pod 2 £ A Z Pod 4k Z #970% ©


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/tasks/run-application/rolling-update-replication-controller.md

Max Surge

.spec.strategy.rollingUpdate.maxSurge £°T&EER » AR TURTRHZ
BPodEK E ) KNI o BT AAE—NENE (F4w5) RH AP Z HGPodE 9 & 5
o (#14210%) ° % MaxUnavailable A OB %AEFRTIAAQ o T & 4 bt H a4 2t
1l e EBUEE o BRIAAE A o

Bl4e » ZAE R E MR30% ° 7 Frolling update s #1 #9ReplicatSetis & L Br 4 & » #-£Pod
B SRR ENZ 9PodE £ 19130% ° W& 89Pod# A 426 » #it9ReplicaSets 4 4
% 0 @ 8yReplicaSeta# —F % % » AREF RGP A K 2] T A 9PodK Ef R A8
2 Pod#k Z4130% °

Progress Deadline Seconds

.spec.progressDeadlineSeconds & T itf &R » ki T /£ £ %4k 4 Deployment
f9failed progressing ——& L A resource #9 K &
¥ type=Progressing -~ Status=False *

Reason=ProgressDeadlineExceeded 7j I XA 3 £ 89 Deploymentit £ 6945 %% o
Deployment controller4 4k 4 & X% Deployment © Kk » £EZHAT A HHRE »
deployment controller/z JL& 2] X A4k A Bt sh & B #HEIR o

WwRZEZSIK  BIALM KT . spec.minReadySeconds °

Min Ready Seconds

.spec.minReadySeconds A&— AT &E &M » F kG T R A AT E X crash#gPod FF 4
WA AT RAREG AT E o KIAA0 (PodiEready s s &N A 27T AIRE) o #—
¥ T AT 2 81 Pod &Ik 4 Zreadyk & » 4 M Container Probes °

Rollback To

.spec.rollbackTo &—A T ALK &R > F kA8 Deployment® & &) i & o 1% & 4
HE IR R R BRERRRE 0 B AT IE o
Revision

.spec.rollbackTo.revision £—AN7 k& F A » F ki & =& 2| f9revision ° KA
&0 B A EERE 5 £ F A& frevision °


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/controllers/deployment.md#failed-deployment
https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/concepts/workloads/pods/pod-lifecycle.md#container-probes

Revision History Limit
Deployment revision history /% fi% £ & 42 #| 69 ReplicaSets F ©

.spec.revisionHistoryLimit Z—AN k& ZR » ki TUREG 6@ 8
ReplicaSet#k & - 1% 3 44 Bk T wDeploymentfy $fl FFaf @ M o 4o R ZAE R A X E 8
7% » BKIKPT A W@ B9Replicaset X &R & » ¥4 F R 51 £etcdF » 1488 kubectl get
rs &M & o &4 ~Deploymentty i% & & AR & /4 £ ReplicaSet ¥ » A > — EARM kb
& & RepelicaSet » 1% #9Deploymentzt . % H B & 2] A8 Arevison T ©

4o RARIE ZAE R E 40 » PTA £ A 04 replicatReplicaSet#f 24 M ik o £ X AHFILT »
#7 89 Deployment rollout & % 444 » & #revision history#F# iF #4£ T

Paused

.spec.paused A AT kA E R » booleantd o i kg T 4 4% %= & & Deployment °
Paused#r 3k paused # Deployment=X_ 4] 897 — X 3|3t & » BT A *tpaused deployment F
89 PodTemplateSpec £ 14 BCHR 1~ 4 Ak & #7 69 rollout © Deploymenti& ¢ 2 <& KA E JE
paused °

Alternative to Deployments

kubectl rolling update

Kubectl rolling update & &4 i £4189 7 X £ #7Pod#=ReplicationController ° 12 & 341
i %1% M Deployment » A €2 E AR » B P sl » LA Khmdlt » 54 Bp4E 2R 55 H
B4 R G AT VAR R BB SRR A o


https://github.com/kubernetes/kubernetes.github.io/blob/master/docs/user-guide/kubectl/v1.6/#rolling-update

Secret

Secretf@x T %5 ~ token ~ BAFHRBRFIENREFA > MAE Rl X R BBRIIERE
34214 X 4 Pod Spec¥ ° Secret™ A AVolume R F IR T €875 RNAE A o

Secret:Z

Secretf = AF £ A :

e Service Account : il k% FlKubernetes API > @1Kubernetes & # 41 & » 3 B4 &
# # 2/Podf /run/secrets/kubernetes.io/serviceaccount B & ¥ ;

e Opaque : base64% # # X 8 Secret » A K G55 F/A ~ B4HAF 3

e kubernetes.io/dockerconfigjson : A k7% fif# A docker registry 89k 1E45 & o

Opaque Secret

Opaque £ & 89 % #& & — 4 map X & » £ Kvalue £base64 % 5 & =\ :

$ -n "admin" | base64
YWRtaw4=
$ -n "1f2d1e2e67df" | base64
MWYyYZDF1MmU2N2Rm

secrets.ym|

apiversion: vi1i

kind: Secret

metadata:
name: mysecret

type: Opaque

data:
password: MWYyZDF1IMmU2N2Rm
username: YWRtaw4=

@& secret : kubectl create -f secrets.yml °

4o R I AF 4] Esecret » W 7T VAR & ] £ d9kubectl 4 0 tbte b st secret :



$ kubectl create secret generic helloworld-tls \
--from-file=key.pem \
--from-file=cert.pem

Secretil A

bl 2 4FsecretZ 6 » A AAF AKMERAE :

e VI\olume# &,
o VIR T &7 X,

¥4 Secretit # | Volume P

apiVersion: vi

kind: Pod

metadata:
labels:

name: db

name: db
spec:
volumes:
- name: secrets

secret:

secretName: mysecret
containers:
- image: gcr.io/my_project_id/pg:vl
name: db

volumeMounts:

- name: secrets
mountPath: "/etc/secrets"
readonly:

ports:

- name: cp
containerPort:
hostPort:

¥%Secrets & 2 IRFE T =P



apiVersion: extensions/vilbetal
kind: Deployment
metadata:

name: wordpress-deployment
spec:

replicas:

strategy:

type: RollingUpdate
template:
metadata:

labels:
app: wordpress
visualize: "true"

spec:

containers:

- name: "wordpress"
image: "wordpress"
ports:

- containerPort:
env:
- name: WORDPRESS_DB_USER
valueFrom:
secretKeyRef:
name: mysecret
key: username
- name: WORDPRESS_DB_PASSWORD
valueFrom:
secretKeyRef:
name: mysecret
key: password

kubernetes.io/dockerconfigjson
T vA B 3 A kubectl#r 4 %k €1 2 i T docker registry ik 1E #secret :

$ kubectl create secret docker-registry myregistrykey --docker-server
=DOCKER_REGISTRY_SERVER --docker-username=DOCKER_USER --docker-passwo
rd=DOCKER_PASSWORD --docker-email=DOCKER_EMAIL

secret "myregistrykey" created.



AT VA B B2 ~/ . dockercfg A & kA1 :

$ kubectl create secret docker-registry myregistrykey \
--from-file="~/.dockercfg"

4| ZPodiyit4% » i id imagePullSecrets k3l A RIGIZH myregistrykey :

apiVersion: vi
kind: Pod
metadata:
name: foo
spec:
containers:
- name: foo
image: janedoe/awesomeapp:vl
imagePullSecrets:
- name: myregistrykey

Service Account

Service Account/l k17 F]Kubernetes API » &Kubernetes Bl # &) » 7 B & A 42 & 3|

Pod#] /run/secrets/kubernetes.io/serviceaccount B & ¥ °

$ kubectl run nginx --image nginx

deployment "nginx" created

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
Nnginx-3137573019-mdiu2 1/1 Running 0] 13s

$ kubectl nginx-3137573019-md1u2 1ls /run/secrets/kubernetes.io/s
erviceaccount

ca.crt

namespace

token

7 % Jpa 58

V1.7+R A I3 ¥4 Secret 8 iE in & 441k Bleted ¥ » R & & /ZLapiservers s R E --

experimental-encryption-provider-config ° #e% & & #% X4



kind: EncryptionConfig
apiversion: vi
resources:
- resources:
- secrets
providers:
- aeschbc:
keys:
- name: keyl
secret: c2VjcmVOIG1zIHN1Y3VyZQ==
- name: key2
secret: dGhpcyBpcyBwYXNzd29yZA==
- identity: {}
- aesgcm:
keys:
- name: keyl
secret: c2VjcmVOIG1zIHN1Y3VyZzQ==
- name: key2
secret: dGhpcyBpcyBwYXNzd29yZA==
- secretbox:
keys:
- name: keyl
secret: YWJjZGVmZ2hpamtsbW5vcHFyc3R1dnd4eXoxMjMONTY=

i

e resources.resources-£Kubernetesy it /7 %
e resources.providers;£imE 7 & » LAFAT LA
o identity : RAe &
o aescbc : AES-CBCHn &
o secretbox : XSalsa20#=Poly1305#42 %
o aesgcm : AES-GCMe &

SecretZ & 5 ik 89 it i e B > B @ 7 A3t & A #secretdifTupdated 4F k #R1E BT A 49
secrets#T i 5§

kubectl get secrets -o json | kubectl update -f -

4o R BB secrethm & 6915 » A F £d2 identity 2 E|providersty F— ML & B T
(aescbcit & ¥ & vAME 15 ¥ & 75 f% 89 secret)



kind: EncryptionConfig
apiversion: vi
resources:
- resources:
- secrets
providers:
- identity: {}
- aeschbhc:
keys:
- name: keyl
secret: c2VjcmVOIGlzIHN1Y3VyZQ==
- name: key2
secret: dGhpcyBpcyBwYXNzd29yZA==



StatefulSet

StatefulSet= 4 T A2 2 A K &M %69 F & (2 2 Deployments##ReplicaSets & 4 £k &
MR % dmakit) o Rm A% F e

o BREHF ALK > BPPod E #7118 )G & L 5817 19 2] 48 F 89 45 A 1L 43 » A-FPVC
k£

o HTHMEBATE > BPPod T #718 E 5 L PodNamef HostName &~ % » % T Headless
Service (7% A Cluster IP#9Service) %k 527

o AFIEF  AFY R BIPod AR T8 » 230 F R AV oG i 1% BARYE & LAY
FARRAR T 4T (BPIKOEIN-1 » /£ T —ANPodi& 47 X 8T AT A X AT 89 Pod sk /1 4f &
Runningf?ReadyX & ) » % Finit containers %k 5 #L,

o HFK% » AFMMk (BFMN-1%10)

b 6 2 B 3% 5 T VA K 3L, » StatefulSetdr vA T JUASER 4~ 4 5%,

e MTEXM%izE (DNS domain) #9Headless Service
o T & ZPersistentVolumes#yvolumeClaimTemplates
o T L AR A 8 StatefulSet

StatefulSet ¥ % 41~Pod#DNS# X, 4 statefulSetName-{0..N-

1}.serviceName.namespace.svc.cluster.local * X ¥

e serviceName #Headless Service®).% ¥
e 0..N-1 APodFT 855 » MO 4 FIN-1
e statefulSetName 7 StatefulSetty % 5
e namespace #JR% FT &8 namespace * Headless Servic#= StatefulSets /il £ 48 F]
f9namespace
.cluster.local #Cluster Domain *

):—k N -
A 3 7~ 47
YA—A~ ] % #nginx Ik - web.yaml| A 4]

apiVersion: vi
kind: Service
metadata:



name: nginx

labels:
app: nginx
spec:
ports:
- port:
name: web

clusterIP: None
selector:
app: nginx
apiVersion: apps/vibetal
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
replicas:
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: gcr.io/google_containers/nginx-slim:
ports:
- containerPort:
name: web
volumeMounts:
- hame: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
annotations:
volume.alpha.kubernetes.io/storage-class: anything
spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: 1Gi



$ kubectl create -f web.yaml
service '"nginx'" created
statefulset "web" created

$ kubectl get service nginx

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE

nginx None <none> 80/TCP im

$ kubectl get statefulset web

NAME DESIRED CURRENT AGE

web 2 2 2m

$ kubectl get pvc

NAME STATUS VOLUME

CITY ACCESSMODES AGE

www-web-0 Bound pvc-d064a004-d8d4-11e6-b521-42010a800002
RwO 16s

www-web-1 Bound pvc-d06a3946-d8d4-11e6-b521-42010a800002
RwO 16s

$ kubectl get pods -1 app=nginx

NAME READY STATUS RESTARTS AGE
web-0 1/1 Running (0] 5m
web-1 1/1 Running (0] 4m

CAPA

161

1G1i

$ kubectl run -i --tty --image busybox dns-test --restart=Never --rm

/bin/sh
/
Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local

Name: web-0.nginx
Address 1: 10.244.2.10
/

Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local



Name: web-1.nginx

Address 1: 10.244.3.12

/ # nslookup web-0.nginx.default.svc.cluster.local

Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local

Name: web-0.nginx.default.svc.cluster.local
Address 1: 10.244.2.10

T A SAT L AL 24F

# TE
$ kubectl scale statefulset web --replicas=5

# Y%
$ kubectl patch statefulset web -p '{"spec":{"replicas":3}}"'

# B EH (BATZE T LFAEZHinage » F Epatchk A& xLN)

$ kubectl patch statefulset web --type='json' -p='[{"op": "replace",
"path": "/spec/template/spec/containers/0/image", "value":'"gcr.io/goo
gle_containers/nginx-slim:0.7"}]"

# MrxStatefulSet4"Headless Service
$ kubectl delete statefulset web
$ kubectl delete service nginx

# StatefulSetM R/EPVCE ARG A » #IB 1 AAR A 69754 F 2 M 4
$ kubectl delete pvc www-web-0 www-web-1

% #7StatefulSet

v1.7+ % % StatefulSet#) Bl ) £ #7 » e spec.updateStrategy % E L # R% o B A L
EERGE LS

e OnDelete : % .spec.template £ # A » H R LBIM 2w 89Pod » A F4H P F
M kX 2w Pod g B 31 6] ZHPod © & E KNG B3 R% » FEVI.GIRAGITA

e RollingUpdate : % .spec.template Z# & » & 3h M k@ 89PodF 6] ZH Pod#
oo £ BHTA » X EPodAIRE A 7 N#AT o RRM TR ~ 8] 227 FH5Pod T A&



Readyk & F #4177 F —/~Pod#y £ 3 o

Partitions

RollingUpdateiz % #Partitions » i
i .spec.updateStrategy.rollingUpdate.partition k% & ° % partitionk &5 °
AA 5 KT X% Tpartition®Pod4 /£ .spec.template E#HJEIZR s 4 » ML
REYGPodMARF T T (B AM R E AL AR AT R R A EH Q1) o

# R Epartition#3

$ kubectl patch statefulset web -p '{"spec":{"updateStrategy":{"type"
:"RollingUpdate", "rollingUpdate": {"partition":3}}}}"'
statefulset "web" patched

# ¥ #StatefulSet

$ kubectl patch statefulset web --type='json'

"path":

"/spec/template/spec/containers/0/image",

gle_containers/nginx-slim:0.7"}]"'

statefulset "web" patched

# Io1E F 37

$ kubectl delete po web-2

pod "web-2" deleted

$ kubectl get po -lapp=nginx -w

NAME READY
web-0 1/1
web-1 1/1
web-2 0/1
web-2 1/1
Pod & 3% R %

STATUS RESTARTS
Running 0]
Running 0]

ContainerCreating 0]
Running (0] 18s

_p=l [{llopll:

"replace",
"value":"gcr.io/goo

AGE
4m
4m
11s

v1.7+ T Ailid | spec.podManagementPolicy % EPod%® X R% » LAy

o OrderedReady : ik 8 K% » & B Pod ) K51k Xl & 4~Pod i+ ¥ #ReadyZ &

7 €| # 5 & 49 Pod

o Parallel : #474| & XM RPod (FF 4571 @ 69Pod Readyst 7+ 4 €| Z FT A #9Pod )

Parallel =%



apiversion: vi
kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port:
name: web
clusterIP: None
selector:
app: nginx
apiVersion: apps/vibetal
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
podManagementPolicy: "Parallel"
replicas:
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: gcr.io/google_containers/nginx-slim:
ports:

- containerPort:
name: web
volumeMounts:
- name: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
spec:



accessModes: [ "ReadwWriteOnce" ]
resources:
requests:
storage: 1Gi

TAA 3| » BT A Pod A& FFAT01 89
$ kubectl create -f webp.yaml
service '""nginx" created

statefulset "web" created

$ kubectl get po -lapp=nginx -w

NAME READY STATUS RESTARTS AGE

web-0 0/1 Pending 0] 0s

web-0 0/1 Pending (0] 0s

web-1 0/1 Pending 0] 0s

web-1 0/1 Pending 0] 0s

web-0 0/1 ContainerCreating 0] 0s
web-1 0/1 ContainerCreating 0] 0s
web-0 1/1 Running (0] 10s

web-1 1/1 Running 0] 10s

zookeeper

7 b — A 2 8L 9 StatefulSet5& K o &89 7 %] A zookeeper.yaml e

apiVersion: vi
kind: Service
metadata:
name: zk-headless
labels:
app: zk-headless
spec:
ports:
- port:
name: server
- port:
name: leader-election
clusterIP: None



selector:
app: zk
apiVersion: vi
kind: ConfigMap
metadata:
name: zk-config
data:
ensemble: "zk-0;zk-1;zk-2"
jvm.heap: "2G"

tick: "2000"
init: "10"
sync: "5"

client.cnxns: "60"
snap.retain: "3"
purge.interval: "1"
apiVersion: policy/vilbetal
kind: PodDisruptionBudget
metadata:
name: zk-budget
spec:
selector:
matchLabels:
app: zk
minAvailable:
apiVersion: apps/vibetal
kind: StatefulSet
metadata:
name: zk
spec:
serviceName: zk-headless
replicas:
template:
metadata:
labels:
app: zk
annotations:
pod.alpha.kubernetes.io/initialized: "true"
scheduler.alpha.kubernetes.jio/affinity: >

{



"podAntiAffinity": {
"requiredDuringSchedulingRequiredDuringExecution": [{
"labelSelector": {
"matchExpressions": [{

"key": "app",
"operator": "In",
"values": ["zk-headless"]
;1
I
"topologyKey": "kubernetes.io/hostname"
1
by
¥
spec:
containers:

- name: k8szk
imagePullPolicy: Always
image: gcr.io/google_samples/k8szk:vi
resources:
requests:
memory: "4Gi"

cpu: "1"
ports:
- containerPort:

name: client
- containerPort:
name: server
- containerPort:
name: leader-election

env:
- name : ZK_ENSEMBLE
valueFrom:

configMapKeyRef:
name: zk-config
key: ensemble
- name : ZK_HEAP_SIZE
valueFrom:
configMapKeyRef:
name: zk-config
key: jvm.heap
- name : ZK_TICK_TIME
valueFrom:



configMapKeyRef:
name: zk-config

key: tick
- name : ZK_INIT_LIMIT
valueFrom:
configMapKeyRef:
name: zk-config
key: init
- name : ZK_SYNC_LIMIT
valueFrom:
configMapKeyRef:
name: zk-config
key: tick
- name : ZK_MAX_CLIENT_CNXNS
valueFrom:
configMapKeyRef:

name: zk-config
key: client.cnxns
- name: ZK_SNAP_RETAIN_COUNT
valueFrom:
configMapKeyRef:
name: zk-config
key: snap.retain
- name: ZK_PURGE_INTERVAL
valueFrom:
configMapKeyRef:
name: zk-config
key: purge.interval
- name: ZK_CLIENT_PORT
value: "2181"
- name: ZK_SERVER_PORT
value: '"2888"
- name: ZK_ELECTION_PORT
value: '"3888"
command:
- sh
- -C
- zkGenConfig.sh && zkServer.sh start-foreground
readinessProbe:
exec:
command:
"zkOk.sh"



initialDelaySeconds:

timeoutSeconds:
livenessProbe:

exec:

command:

- "zkOk.sh"
initialDelaySeconds:
timeoutSeconds:

volumeMounts:
- name: datadir
mountPath: /var/lib/zookeeper
securityContext:
runAsuUser:
fsGroup:
volumeClaimTemplates:
- metadata:
name: datadir
annotations:
volume.alpha.kubernetes.io/storage-class: anything
spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: Gi

kubectl create -f zookeeper.yaml

¥ tm 69 1% 1 5LBA N.zookeeper stateful application °

StatefulSetx & F 0

i febetak A 0 F Fkubernetes v1.50 A L4 X

Bt A Pod # Volume 54 7 1% /| PersistentVolume 3, # & & 2 i F %61 45

A T AR FAE = A 0 M 2 StatefulSet?t R 4 #] I Volume
StatefulSet % % — /~Headless Service k & LDNS domain > % % & StatefulSet=_a]
ok 353

> 0N~


https://kubernetes.io/docs/tutorials/stateful-application/zookeeper/

StatefulSet

140



DaemonSet

DaemonSetf& i £ % /~Node LA EIT— A BB A > FHRREF—LEHORE K
ERFEELAZAALEERN - AR 1

o B.EUKE > tdefluentd > logstash %

o A% MiiE » tudePrometheus Node Exporter * collectd * New Relic agent * Ganglia

gmond%¥
o A% » Hudekube-proxy, kube-dns, glusterd, ceph#F

1% F Fluentd & B & 894 F



apiVersion: extensions/vilbetal
kind: DaemonSet
metadata:

name: fluentd

spec:
template:

metadata:
labels:

app: logging

id: fluentd

name: fluentd

spec:

containers:
- name: fluentd-es
image: gcr.io/google_containers/fluentd-elasticsearch:
env:
- name: FLUENTD_ARGS
value: -qq
volumeMounts:
- hame: containers
mountPath: /var/lib/docker/containers
- name: varlog
mountPath: /varlog
volumes:
- hostPath:
path: /var/lib/docker/containers
name: containers
- hostPath:
path: /var/log
name: varlog

R A
v1.6+ X FDaemonSett & 3 £ 37 » T A3 | spec.updateStrategy.type % & £ #F
R o B AT X AR R 9%

e OnDelete : TR % > EHIERE » RAFH Mk T @ tyPod)s 4 & €] 12 % 69 Pod
e RollingUpdate : £ # DaemonSetiZ ks » B 3 M| 14 @ 69 PodJF£1 2 #7 49 Pod

#£ 1% F RollingUpdate & %-BY » i& T A% &



e .spec.updateStrategy.rollingUpdate.maxUnavailable , #Kik1
e spec.minReadySeconds °* k0

=] %

v1.7+3% L #FEiR
$ kubectl rollout daemonset <daemonset-name>

$ kubectl rollout daemonset <daemonset-name> --revision=1

$ kubectl rollout undo daemonset <daemonset-name> --to-revision=<revi
sion>

$ kubectl rollout status ds/<daemonset-name>

5 ©Node 7 &

DaemonSet4£ Z "% Node®unschedulabledX & » A & At 7 X k18 TPod R EITAFE T 19
Node ¥ & L :

e nodeSelector : R A K 3| It e 45 £ label 9 Node L
e nodeAffinity : 158 & F & #9Nodeit1F 5 - e LHHF R S4R1E
o podAffinity : & 2] % & & 69Pod 7 & 89 Node £

nodeSelector T #|

b 4 Nodedr EAx &

kubectl label nodes node-01 disktype=ssd

X & #£daemonset ¥ 4% E nodeSelector 4 disktype=ssd



spec:
nodeSelector:
disktype: ssd

nodeAffinity 7 4|

nodeAffinity B T X # A # : requiredDuringSchedulinglgnoredDuringExecution#=
preferredDuringSchedulinglgnoredDuringExecution » %1 X & 5677 i# & & #Hfe 1k i &
o tbde T @ A0 TR EARE S L8424 kubernetes.io/e2e-az-name # H 444 e2e-
az13e2e-az2%Node L » 7 BAL#% L F A 422 another-node-label-key=another -
node-label-value #JNode °

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/e2e-az-name
operator: In
values:
- e2e-azl
- e2e-az2
preferredbDuringSchedulingIgnoredDuringExecution:
- weight:
preference:
matchExpressions:
- key: another-node-label-key
operator: In
values:
- another-node-label-value
containers:
- name: with-node-affinity
image: gcr.io/google_containers/pause:



podAffinity = %]

podAffinity 2 T Pod #9147 2 %k 4% Node » R & 2| i & & #FPod AT £ #9Node L » X 4%
podAffinityF= podAntiAffinity o iX /> 48 ruix 4% » VATF @ 894 F A 4]

o R —/1“NodefiZonet &2 EF—HA security=S1 A& & HBITTH
Pod” » A8 4 =T ¥A7R £ 2| %Node
o THEROAEEV—ANWA security=S2 17%& Hiz47 ¥ Pod”#Node k

apiVersion: vi
kind: Pod
metadata:
name: with-pod-affinity
spec:
affinity:
podAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security
operator: In
values:
- S1
topologyKey: failure-domain.beta.kubernetes.io/zone
podAntiAffinity:
preferredbDuringSchedulingIgnoredDuringExecution:
- weight:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: security
operator: In
values:
- S2
topologyKey: kubernetes.io/hostname
containers:
- name: with-pod-affinity
image: gcr.io/google_containers/pause:

# A Pod



% 7 DaemonSet » i 7T VA% A ## ZPodk £ 4 & 8 L4748 © #9Pod » X & Zkubelet
12 2 #h B9 B2 35 € manifest B %

kubelet --pod-manifest-path=/etc/kubernetes/manifests

RGBT E ZPod T L LA 2] 38 & 9manifestB &+ °

& # APod AR i API Server sk My o 429 vA3A i M| Memanifest ST & B 3 M) Fe
k2 #3Pod °



Service Account

Service account® # T #1&Pod E @ # # 42 78 l Kubernetes API3X, 2/t 938 AR % & 7+
89 o & 5User account 7]

e User account-& A A& 7t49 » fmservice account™| & # Pod ¥ #9 i 42 18 F
Kubernetes API# 1% 1t ;
o User account-&£ ¥ namespace® » fservice accountt] & 12 &y [k € BT 12 69
namespace ;
e A/ namespace#k & B 4| & — Mdefault service account
 Token controllerts Mservice account®y 61 2 » 3+ 4 €414 Esecret
e 7t ServiceAccount Admission Controller/z
o #/APodR|ZEE A4 B #H1% E spec.serviceAccount #default (Fx3E4 <
T H-HServiceAccout)
o 31EPod3] Ml #9service account& 2 4 £ > T RAEL 41
o 4= R Pod& A 15 ZImagePullSecrets * ] {&service account#yImagePullSecrets
JmE|Pod
o # - containers # & 4 44 & % service account®token

#2 ca.crt % /var/run/secrets/kubernetes.io/serviceaccount/

$ kubectl nginx-3137573019-md1u2 1ls /run/secrets/kubernetes.io/s
erviceaccount

ca.crt

namespace

token

4] 3 Service Account



$ kubectl create serviceaccount jenkins
serviceaccount "jenkins" created
$ kubectl get serviceaccounts jenkins -o yaml
apiversion: vi
kind: ServiceAccount
metadata:
creationTimestamp: 2017-05-27T14:32:25Z
name: jenkins
namespace: default
resourceVersion: "45559"
selfLink: /api/vl/namespaces/default/serviceaccounts/jenkins
uid: 4d66eb4c-42e9-11e7-9860-ee7d8982865f
secrets:
- name: jenkins-token-19v7v

B #h 4] Z 69 secret :

kubectl get secret jenkins-token-19v7v -0 yaml
apiVersion: vi
data:
ca.crt: (APISERVER CA BASE64 ENCODED)
namespace: ZGVmYXVsdA==
token: (BEARER TOKEN BASE64 ENCODED)
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: jenkins
kubernetes.io/service-account.uid: 4d66eb4c-42e9-11e7-9860-ee7d89
82865f
creationTimestamp: 2017-05-27T14:32:25Z
name: jenkins-token-19v7v
namespace: default
resourceVersion: "45558"
selfLink: /api/vl/namespaces/default/secrets/jenkins-token-19v7v
uid: 4d697992-42e9-11e7-9860-ee7d8982865f
kubernetes.io/service-account-token

#~/mImagePullSecrets



apiversion: vi
kind: ServiceAccount
metadata:
creationTimestamp: -08-07T22:02:39Z
name: default
namespace: default
selfLink: /api/vl/namespaces/default/serviceaccounts/default
uid: fbOf4-3d50-11e5-b066-42010af0d7b6
secrets:
- name: default-token-uudge
imagePullSecrets:
- name: myregistrykey

AL

Service Account ) AR %124 T —AF Z AR B9 IAEALE] 0 128 R X IZALEG P RE o T VAKL
A RBAC 3k 4 Service Account 542 :

e FLE --authorization-mode=RBAC #° --runtime-
config=rbac.authorization.k8s.io/vlalphal

e ME --authorization-rbac-super-user=admin

e L Role ~ ClusterRole ~ RoleBinding 2 ClusterRoleBinding

P e


https://kubernetes.io/docs/admin/authorization/#a-quick-note-on-service-accounts

# This role allows to read pods in the namespace "default"
kind: Role
apiVersion: rbac.authorization.k8s.io/vlalphal
metadata:
namespace: default
name: pod-reader
rules:
- apiGroups: [""] # The API group "" indicates the core API Group.
resources: ["pods"]
verbs: ["get", "watch", "list"]
nonResourceURLs: []
# This role binding allows "default" to read pods in the namespace "d
efault"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vlalphal
metadata:
name: read-pods
namespace: default
subjects:
- kind: ServiceAccount # May be "User'", "Group" or "ServiceAccount"
name: default
roleRef:
kind: Role
name: pod-reader
apiGroup: rbac.authorization.k8s.1io



ReplicationControlleri=ReplicaSet

ReplicationController (L& #Arc) M RARREE 2 68| KM LRIF AR P 2L
BAZ M RAZREFFRE > 28 FHEHYPodRBENR: MAF S HRNERL
4 B # =L - ReplicationControllerty S 2 5 F 3% % 6,45 #4474 B Pod 89 #k & ~ 38 M AP
Yo ~ BANTFERARL B % BRAE A IR 5 o

F #7RA HgKubernetes F & iL4% Jil ReplicaSet (4 & Ars) A
ReplicationController - ReplicaSetsk ReplicationController’x & A 69 R Fl » A &% F 1
—# » # HReplicaSet X ¥ & 4 X #selector (ReplicationControllerfz L &% X,) o

& R {LReplicaSet ™ WA 3% 4% A » 122 4% Al Deployment % 8 # & # ReplicaSet » &
AL L F 2 SR EAAUH 89 R A A (hdeReplicaSet T % #Frolling-updatef2
Deployment X #) » 3 Hi& L HFmRARE ~ BE ~ Hi57H 2% 5 %45 - Deployment
By iFm - B AR A 7y Bk X E

ReplicationController= |

apiVersion: vi
kind: ReplicationController
metadata:
name: nginx
spec:
replicas:
selector:
app: nginx
template:
metadata:

name: nginx

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx
ports:

- containerPort:



ReplicaSet T %

apiVersion: extensions/vilbetal
kind: ReplicaSet
metadata:
name: frontend
# these labels can be applied automatically
# from the labels in the pod template if not set
# labels:
# app: guestbook
# tier: frontend
spec:
# this replicas value is default
# modify it according to your case
replicas: 3
# selector can be applied automatically
# from the labels in the pod template if not set,
# but we are specifying the selector here to
# demonstrate its usage.
selector:
matchLabels:
tier: frontend

matchExpressions:
- {key: tier, operator: In, values: [frontend]}
template:
metadata:
labels:

app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google_samples/gb-frontend:v3
resources:
requests:
cpu: 100m
memory: 100Mi
env:
- name: GET_HOSTS_FROM
value: dns
# If your cluster config does not include a dns service,

th



ReplicationControllerf=ReplicaSet

en to
# instead access environment variables to find service host
# info, comment out the 'value: dns' line above, and uncomm
ent the
# line below.
# value: env
ports:
- containerPort: 80

153



Job

Job fi Ft #F 4L 4 H 89 — K HE4E % (short lived one-off tasks) » B AR AT — R #91E % »
CARIEILE ME 58— AR % MPod R4 R -

Kubernetes X # A T JL#+Job :

o 3FH4TJob : WG E —MPod B E L RS L R
o EIT4 R X%HMJob : % E .spec.completions * 4lE % APod: &
3| .spec.completions “~Podm& %4
o HH TAEMZ| 8 H4TJob : X E .spec.Parallelism 12 7%
& .spec.completions °* ZATAPod% RHBLE S —DNRIE > JobhIA A &R

#%¥E .spec.completions #7 .spec.Parallelism #91%E » =T A& JobR| 4 A A T JL
At pattern :

Job £ 7 1& R =) 1A completions  Parallelism
— R I B T Bl —/MPod & £ H A& 1 1
Job #% HE R
T4 1RR 4] 3 — AMPod & 4T

, T : \
R I 6 ii;ﬁé‘]l{fod B % completions /> &, 2+ 1
Job R
B4R  %2AMPodRl  RAGIHE % MPodiE 4T
R b9+ Bf 4L 3 T # % completions /™ &, 2+ 2+
#7Job (13’87 bk

% APod Fl A A A

#4% Job B AL T T e —/ & % ~Pod A

B b AX b sk 1 2+
'ﬁ;&ﬁj —3"—%]_ /I\ﬁk(.#]gaﬁ

Job Controller

Job Controller fi 77 %4 Job Spect|ZPod » #F# 4 B #FPodf K& » BELRIHLE R -
4o R KW > M ARErestartPolicy (R X #FOnFailuref#Never » &~ X #FAlways) kR E £ &
| Z# 89Pod B R ZRES ©



Scheduler 4 Node

pod e
pod binding  ,*
/f
job ' e
client » APlServer {---------—1 Node
A
. \\
job pod .
Job h .
G by
Controller Node

Job Spec#& &\

e spec.templatet X F] Pod

RestartPolicyfx % #Never# OnFailure

% ANPodBt » BKIAPod 13 47 /E Job Br 4 &

e .spec.completions #&&Job% R & E MR EATHPod NI » EKIAA 1

e .spec.parallelism 4% & H4TiEAT9Pod 8y N4k » BRI A1

e spec.activeDeadlineSeconds ##.& kM Pod&) £ X & K& » A2 d X ANEY /] R

— AN A BT



apiversion: batch/v1
kind: Job
metadata:
name: pi
spec:
template:
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: Never

$ kubectl create -f ./job.yaml
job "pi" created

$ kubectl describe job pi

Name: pi
Namespace: default
Selector: controller-uid=cd37a621-5b02-11e7-b56e-76933ddd7f55
Labels: controller-uid=cd37a621-5b02-11e7-b56e-76933ddd7f55
job-name=pi
Annotations: <none>
Parallelism: 1
Completions: 1
Start Time: Tue, 27 Jun 2017 14:35:24 +0800
Pods Statuses: © Running / 1 Succeeded / 0 Failed
Pod Template:
Labels: controller-uid=cd37a621-5b02-11e7-b56e-76933ddd7f55
job-name=pi
Containers:
pi:
Image: perl
Port:
Command:
perl

-Mbignum=bpi



-wle

bpi(2000)
Environment: <none>
Mounts: <none>
Volumes: <none>
Events:
FirstSeen LastSeen Count From
Reason Message
2m 2m 1 job-controller
ccessfulCreate Created pod: pi-nltxv

$ kubectl get pod --show-all -1 job-name=pi
NAME READY STATUS
pi-nltxv 0/1 Completed 0] 3m

RESTARTS AGE

SubObjectPath

Normal

Type

Su

$ pods=$(kubectl get pods --selector=job-name=pi --output=jsonpath={.

items..metadata.name})
$ kubectl logs $pods
3.141592653589793238462643383279502. ..

T4 R R E A Job w1



apiversion: batch/v1
kind: Job
metadata:
name: busybox
spec:
completions:
template:
metadata:

name: busybox

spec:

containers:

- name: busybox
image: busybox
command: ["echo", "hello"]

restartPolicy: Never

Bare Pods

P18 Bare Pods & 15 & # l PodSpeck 2] Z #9Pod ( B & £ ReplicaSets &, #
ReplicationCtroller®) & # 2 T #9Pods) ° X &PodENode€ 2B R4 A EE » 12Job
M 28] #3709 Pod 4k S 4E % o AT VA > 4t %1% M Job sk % X Bare Pods * FPAZZ & A R & &
—Pod °

DU

e Jobs - Run to Completion


https://kubernetes.io/docs/concepts/workloads/controllers/jobs-run-to-completion/

CronJob

CronJobBr @ Bt £ % » 3R WL -TLinux A 489 crontab @ /248 & 69 & 7] Bl B 12 4748 & 69 4%
% o #£Kubernetes 1.5 » 1 fICronJob® %7 & batch/v2alphal API> B --

runtime-config=batch/v2alphal °

CronJob Spec

e .spec.schedule ¥ EE%E4 A » #% X FCron
e .spec.jobTemplate #&% F Z&4T89/E% » # X FlJob
e .spec.startingDeadlineSeconds & 1% % 145 69 2R

e .spec.concurrencyPolicy 48 @1t %6974 % K% » Z4FAllow ~ Forbidf*Replace
AR

apiVersion: batch/v2alphail
kind: CronJob
metadata:
name: hello
spec:
schedule: "*/1 * * * *n
jobTemplate:
spec:
template:
spec:
containers:
- name: hello
image: busybox
args:
- /bin/sh
- -C
- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure

$ kubectl create -f cronjob.yaml
cronjob "hello" created


https://en.wikipedia.org/wiki/Cron

%R o T LA kubectl run k42 —4Crondob :

kubectl run hello --schedule="*/1 * * * *" ._restart=OnFailure --imag
e=busybox -- /bin/sh -c "date; echo Hello from the Kubernetes cluster

$ kubectl get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST-SCHEDULE
hello /1L oFo R False (0] <none>

$ kubectl get jobs

NAME DESIRED SUCCESSFUL AGE
hello-1202039034 1 1 49s

$ pods=$(kubectl get pods --selector=job-name=hello-1202039034 --outp
ut=jsonpath={.items..metadata.name} -a)

$ kubectl logs $pods

Mon Aug 29 21:34:09 UTC 2016

Hello from the Kubernetes cluster

# E% > MRcronjob® &R 8 M Rjob > X Ejob T A Mkubectl delete jobk
) 4

$ kubectl delete cronjob hello

cronjob "hello" deleted



Security Context

Security Contextty B 69 Z[R&| R TIZ R B ITH » RY AL REE TR LA -
Kubernetes#® #t 7 =4+ fic. & Security Context#) 7 i% :

o Container-level Security Context : 12 A 2|48 T 89 & &
e Pod-level Security Context : & Jil #]|Pod M BT & % % A ZVolume
e Pod Security Policies (PSP) : & i %] &#% M 3% BT A Pod A & Volume

Container-level Security Context

Container-level Security Contextft &z Fl 8|38 € 69 % & £ » B AR 23 *AVolume © e
B} EEEETEFREN

apiVersion: vi
kind: Pod
metadata:
name: hello-world
spec:
containers:
- name: hello-world-container

securityContext:
privileged:

Pod-level Security Context

Pod-level Security Contexts A 21Pod A AT A % & » B & &% AVolume ( &45fsGroup
#2selinuxOptions) °


https://kubernetes.io/docs/api-reference/v1.6/#securitycontext-v1-core
https://kubernetes.io/docs/api-reference/v1.6/#podsecuritycontext-v1-core

apiversion: vi
kind: Pod
metadata:

name: hello-world
spec:

containers:

securityContext:
fsGroup:
supplementalGroups: [ ]
seLinuxOptions:
level: "s0:c123,c456"

Pod Security Policies (PSP)

Pod Security Policies (PSP) & &8 % ¢Pod& 4 K% » B # 4 &£ A 69Pod#=Volume
1% & Security Context °

1% FIPSP % &API Server/t & extensions/vibetal/podsecuritypolicy °  H &
& PodSecurityPolicy admissioni®#| % o

A 8 P2 A R



&0 WA

privileged BATHRE B
defaultAddCapabilities 7T e 8| & % 89 Capabilities
requiredDropCapabilities SN 3 F Mk 89 Capabilities
volumes R & B 7T v R 8 Evolume
hostNetwork host™ £

hostPorts A Bhostss @ 71 &

hostPID 1% Flhost PID namespace
hostIPC 1% Flhost IPC namespace
seLinux SELinux Context

runAsUser user ID

supplementalGroups REFOFN L P 4E

fsGroup volume FSGroup
readOnlyRootFilesystem RERIH LA

1

R & % & #9hosts & 3¢ B 4 8000-8080 :



apiVersion: extensions/vilbetal
kind: PodSecurityPolicy
metadata:
name: permissive
spec:
seLinux:
rule: RunAsAny
supplementalGroups:
rule: RunAsAny
runAsuUser :
rule: RunAsAny
fsGroup:
rule: RunAsAny
hostPorts:
- min:
max:
volumes:

- %1

SELinux

SELinux (Security-Enhanced Linux) & —# 7% %] 17 9] 42 % (mandatory access control )
By 2L o g e AR A AR AR M (principle of least privilege) # &#&% » £ Linux#
&4 A Linux & 4423 (Linux Security Modules) ° SELinux £%&w £ K& 4oy I+
& 0 #-T2000F12 A 22 B ZRATS A 2R AR 6 F ZALR o

T i@ runconsk A # 2% B R AR 0 Ishrpsty-ZA KT AE R LA RB RO RZER
o o

I+ 5 5 % H SELinux

1% 2 Jetc/selinux/config ST #F 77 i :

e & : SELINUX=enforcing
e X H] : SELINUX=disabled

i 33 ol B A5

e JI 5 : setenforce 1
e XM : setenforce O



Z9SELinuxk A :

$ getenforce

45

apiVersion: vi
kind: Pod
metadata:

name: hello-world

spec:

containers:

- image: gcr.io/google_containers/busybox:
name: test-container
command:

- sleep
"6000"
volumeMounts:
- mountPath: /mounted_volume
name: test-volume
restartPolicy: Never

hostPID:
hostIPC:
securityContext:
seLinuxOptions:
level: "s0:c2,c3"
volumes:

- name: test-volume
emptyDir: {}

X 4 B #h¢bdockers & £ 4= T 89 HostConfig.Binds :

/var/lib/kubelet/pods/f734678c-95de-11e6-89b0-42010a8c0002/volumes/ku
bernetes.io~empty-dir/test-volume:/mounted_volume:Z
/var/lib/kubelet/pods/f734678c-95de-11e6-89b0-42010a8c0002/volumes/ku
bernetes.io~secret/default-token-88xxa:/var/run/secrets/kubernetes.io
/serviceaccount:ro,Z
/var/lib/kubelet/pods/f734678c-95de-11e6-89b0-42010a8c0002/etc-hosts:
/etc/hosts



2t &2 89 volumeL AR 4 i #4% & SELinux :

$ 1s -Z /var/lib/kubelet/pods/f734678c-95de-11e6-89b0-42010a8c0002/vo
lumes

drwxr-xr-x. root root unconfined_u:object_r:svirt_sandbox_file_t:s@:c
2,c3 kubernetes.io~empty-dir

drwxr-xr-x. root root unconfined_u:object_r:svirt_sandbox_file_t:s0:c
2,c3 kubernetes.io~secret



Resource Quotas

wikE.4 (Resource Quotas) & A kIR&I A P TR A 68— hubl o
B AR 3 A

o IR ELH ] Z£Namespace L » i B & MNamespace®& % R 4EH —
A~ ResourceQuota *t %

o FRTHERREHE » QIERBSLMEEHHE FTRFRKRAF (T WA
F LimitRange& & il 44 )

o P ARG H LA H7 8 TR

R B AR G 2

B % » Z£API Server 2 # Bt B & ResourceQuota adminssion control ; A& &
namespace ¥ €12 ResourceQuota *f £ A7 o

R il

o HH TR > BicpuFmemory
o cpu, limits.cpu, requests.cpu
o memory, limits.memory, requests.memory
o kTR 0 QLIEHE T IR EE AR T storage class® & F
o requests.storage : %% it R .& € » 42500Gi
o persistentvolumeclaims : pvc#) /~%k
o .storageclass.storage.k8s.io/requests.storage
o .storageclass.storage.k8s.io/persistentvolumeclaims
o X FH 0 BPIT R AY 2T F A9 AN
o pods, replicationcontrollers, configmaps, secrets
o resourcequotas, persistentvolumeclaims

o services, services.loadbalancers, services.nodeports

T+ H TR R


https://kubernetes.io/docs/tasks/administer-cluster/cpu-memory-limit/

apiversion: vi
kind: ResourceQuota
metadata:
name: compute-resources
spec:
hard:
pods: "4"
requests.cpu: "1"
requests.memory: 1Gi
limits.cpu: "2"
limits.memory: 2Gi

2 R AT

apiVersion: vi
kind: ResourceQuota
metadata:
name: object-counts
spec:
hard:
configmaps: "10"
persistentvolumeclaims: "4"
replicationcontrollers: "20"
secrets: "10"
services: "10"
services.loadbalancers: "2"

LimitRange

KINE LT » Kubernetes P71 A & & 4F & A AEATCPUA= W /4 R4 © LimitRange i %k %
Namespaceg v — A F R IRF] » SR ~ RRFFIRNTR o Hode



apiversion: vi
kind: LimitRange
metadata:
name: mylimits
spec:
limits:
- max:
cpu: "2"
memory: 1Gi
min:
cpu: m
memory: 6Mi
type: Pod
- default:
cpu: m
memory : Mi
defaultRequest:
cpu: m
memory: Mi
max:
cpu: "2"
memory: 1Gi
min:
cpu: m
memory: 3Mi
type: Container



$ kubectl create -f https://k8s.io/docs/tasks/configure-pod-container

/limits.yaml --namespace=

limitrange "mylimits'" created

$ kubectl describe limits mylimits --namespace=

Name: mylimits

Namespace: -example
Type Resource Min
ult Limit

-example

Max

Max Limit/Request Ratio

Pod cpu 200m
Pod mem;ry 6Mi
Container cpu_ 100m
Container mem;ry 3Mi

i

e 20 e B

FANRFALZR T AT — 42850 H

L E
Terminating
NotTerminating
BestEffort
NotBestEffort

161

Default Request

200m

100Mi

A

podSpec.ActiveDeadlineSeconds>=04jPod

podSpec.activeDeadlineSeconds=nil &) Pod

BT A 7 3 H9requestsFelimits R % A % 69Pod (Best-Effort)

5 BestEffort4a &

-example

Defa

300m

200M



Horizontal Pod Autoscaling

Horizontal Pod Autoscaling™ »A & #& CPU% A & R =2 A B & L metrics & # 3 kPod4 &
( X #replication controller ~ deployment#=replica set) °

o EHIEHRAHIE30s (TIXi@iE --horizontal-pod-autoscaler-sync-period 1§
) &igmetrics# % Ak A
o X =#rmetrics £ A
o A% sLmetrics (Ft4=Pod#CPU) A#| Al £ 7 X5
o BT L#Pod metrics * YA/R4 14 (raw value) 87 N1HHE
o B & 3L #object metrics
o X I MArmetricsE 147 X : Heapsterfs & & LH9REST AP
o 3 4F % metrics

T~ 15

$ kubectl run php-apache --image=gcr.io/google_containers/hpa-example
--requests=cpu=200m --expose --port=80

service '"php-apache" created

deployment "php-apache" created

$ kubectl autoscale deployment php-apache --cpu-percent=50 --min=1 --
max=10

deployment "php-apache" autoscaled

$ kubectl get hpa

NAME REFERENCE TARGET CURRENT MINPOD
S MAXPODS AGE
php-apache Deployment/php-apache/scale 50% 0% 1

10 18s

$ kubectl run -i --tty load-generator --image=busybox /bin/sh

Hit enter for prompt

$ while ; do wget -g -0- http://php-apache.default.svc.cluster.lo
cal; done



$ kubectl get hpa

NAME REFERENCE TARGET CURRENT MINPOD
S MAXPODS AGE
php-apache Deployment/php-apache/scale 50% 305% 1

10 3m

$ kubectl get deployment php-apache
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
php-apache 7 7 7 7 19m

$ kubectl get hpa

NAME REFERENCE TARGET CURRENT MINPOD
S MAXPODS AGE
php-apache Deployment/php-apache/scale 50% 0% 1

10 11m

$ kubectl get deployment php-apache
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
php-apache 1 1 1 1 27m

B Z sLmetrics
18 F 7 ik

o EHE®E B --horizontal-pod-autoscaler-use-rest-clients
o PEHIEHEEH --apiserver ¥ BAP| Server Aggregator
e ZAPI Server Aggregator ¥ /Z#t & & X #ymetrics API

i 1 7T LA F#Kk8s.io/metics T+ & A & L #metrics APl server °

4= HorizontalPodAutoscalerf® it & ~Pod & H150% CPU ~ 1000pps A £ 100004
Kls :

HPA 7 4]


https://github.com/kubernetes/kube-aggregator
https://github.com/kubernetes/metrics

apiVersion: autoscaling/v2alphail
kind: HorizontalPodAutoscaler
metadata:
name: php-apache
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vilibetal
kind: Deployment
name: php-apache
minReplicas:
maxReplicas:
metrics:
- type: Resource
resource:
name: cpu
targetAverageUtilization:
- type: Pods
pods:
metricName: packets-per-second
targetAveragevValue: 1k
- type: Object
object:
metricName: requests-per-second
target:
apiVersion: extensions/vilbetal
kind: Ingress
name: main-route
targetValue: k
status:
observedGeneration:
lastScaleTime: <some-time>
currentReplicas:
desiredReplicas:
currentMetrics:
- type: Resource
resource:
name: cpu
currentAverageUtilization:
currentAverageValue:



REFH

v1.7+7T WL B P % & ¥l Kubernetes # HorizontalPodAutoscaleri% & 9k & &

# status.conditions
(AbleToScale)
(ScalingLimitted) -

$ kubectl describe hpa cm-test
Name :
Namespace:
Labels:
Annotations:
CreationTimestamp:
Reference:
Metrics:

"http_requests" on pods:
Min replicas:
Max replicas:
ReplicationController pods:

Conditions:
Type Status
AbleToScale True

> J{ % ¥| BT HorizontalPodAutoscaler& & T WA &
s Z# L H B Y & (AbleToScale) AR E T % 5| R4

cm-test

prom

<none>

<none>

16 Jun 2017 18:09:22 +0000
ReplicationController/cm-test

Fri,

( current / target )
66m / 500m

1

4

1 current / 1 desired

Reason Message

ReadyForNewScale

e time was sufficiently old as to warrant a new scale

ScalingActive True
equests

ScalingLimited False

ValidMetricFound

DesiredwithinRange

eplica count is within the acceptible range

Events:

the last scal

the HPA was a
ble to successfully calculate a replica count from pods metric http_r

the desired r



Network Policy

Network Policy# #t 7 & T & %8 M 95#?:%‘] AT R xRS SEE o g AiFE
BB BRAE LG EM % > AT RBIER NI 8GR AR K AINEREGIRE o

12 4% A Network PolicyZ. a7 » & %2 &

o V1.6VAB VAT 8 R A F & f= apiservert
J& extensions/vibetal/networkpolicies
e v1.7+iR ANetwork Policy & 42GA » APIJR A4 networking.k8s.io/v1
o % 3E M % X ¥ Network Policy » %=Calico ~ Romana ~ Weave Net#etrireme %

o

Namespace& &

KINE LT » BTA PodZ 8 Z A3 69 o & /MNamespace ™ VABL B 1k 5 69 Pl %4 1% > %
#PodZ A 6 R E °

v1.7+R8 K38 i 4] 22 IT B2 AT A Pod 89 Network Policy sk 78 4 BRIk 69 M 2 w5 > phde BKIAJE
%%ﬁﬁ#iPodillﬂ z

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector:

1 BIA AL BT A Pod il A3 69 5k 4



apivVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all
spec:
podSelector:
ingress:

- {}

fv1.6A8 & ] 38 iF Annotation %k 2 % namespace #) T A PodZ_ 8] 9 A& » L3 A Sh2R 2]
Znamespace ¥ F7 & Pod 9 i€ vA Znamespace M St Pod#48 ZZ 7 ) A & :

kubectl annotate ns <namespace> 'net.beta.kubernetes.io/network-polic
y={\"ingress\": {\"isolation\": \"DefaultDeny\"}}"

/Z : B Al > Network Policyfx X #FIngressii 424 o

Podl &

Wi MAr 5148 % ( E4EnamespaceSelectorfrpodSelector) k4% #Pod=X 4] & %
o th4e T @ 49 Network Policy

ke

e A P¥rdefault namespace ¥ # A role=frontend #%% #Podi7 IFdefault
namespace ¥ # A role=db 4% &Pod#63795% o

o AWWHHA project=myprojects %% #namespace ¥ A7 A Podiz Fldefault
namespace ¥ # & role=db &% Pod#16379% &



apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: tcp
port:

oyl

vAcalico # % & — T Network Policy#y B4kl % (4% Flkubernetes v1.6/R A& ) o

B B B kubeletf I CNI K 2546 4

kubelet --network-plugin=cni --cni-conf-dir=/etc/cni/net.d --cni-bin-
dir=/opt/cni/bin

2 ¥ calioM %4

kubectl apply -f http://docs.projectcalico.org/v2.1/getting-started/k
ubernetes/installation/hosted/kubeadm/1.6/calico.yaml

B E —Anginx IR %



$ kubectl run nginx --image=nginx --replicas=2
deployment 'nginx" created

$ kubectl expose deployment nginx --port=80
service '"nginx" exposed

SeBE 0 i i B APod & T A5 Finginx B £ #9

ﬂ—
st

\=4

I

$ kubectl run busybox --rm -ti --image=busybox /bin/sh
Waiting for pod default/busybox-472357175-yOm47 to be running, status
is Pending, pod ready:

Hit enter for prompt

/

Connecting to nginx (10.100.0.16:80)

/

/& default namespace 9 DefaultDeny Network Policy & » £ 4#Pod ( &45namespace

) AT FInginx T

$ kubectl annotate ns default "net.beta.kubernetes.io/network-policy=
{\"ingress\": {\"isolation\": \"DefaultDeny\"}}"

$ kubectl run busybox --rm -ti --image=busybox /bin/sh
Waiting for pod default/busybox-472357175-yOm47 to be running, status
is Pending, pod ready:

Hit enter for prompt

/

Connecting to nginx (10.100.0.16:80)
wget: download timed out

/

J ARl —ANEITH A access=true #Podi5 7] 89 M % R e

$ cat nginx-policy.yaml
kind: NetworkPolicy



apiVersion: extensions/vilbetal
metadata:
name: access-nginx
spec:
podSelector:
matchLabels:
run: nginx
ingress:
- from:
- podSelector:
matchLabels:
access: "true"

$ kubectl create -f nginx-policy.yaml
networkpolicy "access-nginx" created

$ kubectl run busybox --rm -ti --image=busybox /bin/sh
Waiting for pod default/busybox-472357175-yom47 to be running, status
is Pending, pod ready:

Hit enter for prompt

/

Connecting to nginx (10.100.0.16:80)
wget: download timed out

/

$ kubectl run busybox --rm -ti --labels="access=true" --image=busybox
/bin/sh

Waiting for pod default/busybox-472357175-yOm47 to be running, status
is Pending, pod ready:

Hit enter for prompt
/

Connecting to nginx (10.100.0.16:80)
/



& FF B nginx/R % 69 783835 19
$ cat nginx-external-policy.yaml

apiVersion: extensions/vilbetal
kind: NetworkPolicy
metadata:
name: front-end-access
namespace: sock-shop
spec:
podSelector:
matchLabels:
run: nginx
ingress:
- ports:
- protocol: TCP
port: 80

$ kubectl create -f nginx-external-policy.yaml



Ingress
K&

AR S T 2 Bl — 2 5 AT SR B KB A T Bk P L 5 &
HARREAT -

. : Kubernetes &2 ¥ 89 IR % %

. %i% : Kubernetes & ¥ #9 — 8 /R % 35 &£ &

o L FHE 1 A BB FeInternet & K iE éﬁ%rh s PAT I KGRI B3k M 4

o EFM % : i fEKubernetes M %4 7 52 BLEE S A 693813 69 BAR 2 AL 5 edeflannel Fe
OVsS -

o R% 4% Az ZdF H 518 — Apod R A B9Kubernetes Service o I3k 5 A LA o
T MR % 89 JE IUPAR T £ A MR35 9] o

+ 4 ZlIngress ?

BE LT 0 servicefrpod 89 IPAT /2 B A 3017 1] o FAFINERE9F R F Rl 6 83
4% & 3l service£Node L & % #9NodePort £ » & & A d kube-proxyt§ 3 4% & 448 % 69
Pod °

flngressit & A # A R BE 65 R N 09 £ & 0 4o T B AT =

internet

[ Ingress ]

[ Services ]

Ingress ¥T VA service#2 B £ £ 930 15 B 69URL ~ i #3947 ~ SSLL .k ~ HTTPE & % o
71 7 Be 3 HingressA N o BB E I R F ZE — 4 Ingress controller » € % ¥ Ingress
Faservice# Tt » FAREIM B B R B HEHAREF AL o

Ingress#& =\,


https://kubernetes.io/docs/admin/networking/
https://github.com/coreos/flannel#flannel
https://kubernetes.io/docs/admin/ovs-networking/
https://kubernetes.io/docs/user-guide/services/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-controllers

apiVersion: extensions/vilbetal
kind: Ingress
metadata:

name: test-ingress

spec:
rules:
- http:
paths:
- path: /testpath
backend:

serviceName: test
servicePort:

# AN Ingress#f F £ B E rules ° B ATKubernetes{t X #Fhttp# | o L@ &g = H] & 71F
K /testpath B # X F|IR% test £9803% 7 o

R IEIngress Speche & &9 1 F| » Ingress™ A5~ A VAT JUAF XA :

¥ /R %Ingress

# IR % Ingress Br IngressAx 48 & — AN & A AR AN 69 )5 5% IR 5 o

apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name: test-ingress
spec:
backend:
serviceName: testsvc
servicePort:

E D EANRSE T AZ R E Service. Type=NodePort X,

# Service.Type=LoadBalancer kMR E o

¥%-w1 %) % IR % 49Ingress

w3 %R % 89Ingress B AR B 15 REA2 9 TR 4 KB AR 89 B sk MR % L » e



foo.bar.com -> 178.91.123.132 -> / foo

/ bar

T A T @ 89 Ingress sk & 3L :

apiVersion: extensions/vilbetal

kind: Ingress
metadata:
name: test
spec:
rules:
- host: foo.bar.com
http:
paths:
- path: /foo
backend:

serviceName:
servicePort:

- path: /bar
backend:

serviceName:
servicePort:

sl

s2

1% kubectl create -f &|Z Ringress)s :

$ kubectl get ing
NAME RULE
foo.bar.com
/foo
/bar

& $L EMIngress

JE L EMIngress P AR VB & F- 69 KR Fl 4% K 5| R Fl 69 )5 3 IR % £ > b1 35 A Bl — -89 1P 3

3t o 4o T AR

BACKEND

s1:80
s2:80

ADDRESS

$1:80
$2:80



foo.bar.com --| | -> foo.bar.com s1:80
| 178.91.123.132 |
bar.foo.com --| | -> bar.foo.com s2:80

T @ & —AM & FTHost header® 17 K #9Ingress :

apiVersion: extensions/vilbetal
kind: Ingress
metadata:

name: test
spec:

rules:

- host: foo.bar.com

http:

paths:

- backend:
serviceName: si
servicePort:

- host: bar.foo.com
http:

paths:

- backend:
serviceName: s2
servicePort:

E R T LIM G )G IR S AR A BANIG IR % o T VAR R A ARG 4L FRA04 T @ o

TLS Ingress

TLS Ingressif it Secret R ITLSAAAfniE #(& A tls.crt #= tls.key )’ RIMATTLS
%k o e RIngress T M9 TLSE B 248 2 T F R 89 4L > M EA15ARIEAZLSNI TLSH
FAs w8y Mm% (fB4eIngress controller X #4SNI) £ % MaFlst o L#ATE A -

L —NE4 tls.crt # tls.key #9secret :


https://tools.ietf.org/html/rfc7230#section-5.4

apiversion: vi
data:
tls.crt: base64 encoded cert
tls.key: base64 encoded key
kind: Secret
metadata:
name: testsecret
namespace: default
type: Opaque

Ingress F 5] i secret :

apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name: -rules-map
spec:
tls:
- secretName: testsecret
backend:
serviceName: s1
servicePort:

Z%& » R Flingress controller L #TLSH RE R RARF o 5 4 A Knginx » GCERAEAT
H tbingress controllerty LA » vA T ARTLS ) 1L ©

¥ #rlngress

i@ kubectl edit ing name #9 7 %k € #ingress :

$ kubectl get ing

NAME RULE BACKEND ADDRESS
- 178.91.123.132
foo.bar.com
/foo s1:80

$ kubectl edit ing


https://github.com/kubernetes/ingress/blob/master/controllers/nginx/README.md#https
https://github.com/kubernetes/ingress/blob/master/controllers/gce/README.md#tls

& a5 B —/ 84 A IngressSpec yamI L9 R 48 & » B BOH R B RS B 33
kubernetes API server » # ik & Ingress Controller < #7 g & i 839 # :

spec:
rules:
- host: foo.bar.com
http:

paths:

- backend:
serviceName: si
servicePort:

path: /foo
- host: bar.baz.com
http:

paths:

- backend:
serviceName: s2
servicePort:

path: /foo

HE

$ kubectl get ing

NAME RULE BACKEND ADDRESS
- 178.91.123.132
foo.bar.com

/foo s1:80
bar.baz.com
/foo s2:80

LR T A kubectl replace -f new-ingress.yaml 4k % » £ Fnew-
ingress.yaml 2 & it 89 Ingress yaml °

Ingress Controller

o ftraefik ingress##t 7 —AMtraefik ingress#9 5 ¥k £ )

e kubernetes/ingress®#t 7 £ % &9Ingress T 4!


https://github.com/kubernetes/ingress/tree/master

Ingress

52 A

o Kubernetes Ingress Resource

e Kubernetes Ingress Controller

o £ AINGINX Plus fi # 33 #Kubernetes/t %

o 1% A NGINX = NGINX Plus # Ingress Controller i 4T Kubernetes 9 #i # 35 #r
e Kubernetes : Ingress Controller with Treefik and Let's Encrypt

e Kubernetes : Traefik and Let's Encrypt at scale

e Kubernetes Ingress Controller-Traefik

e Kubernetes 1.2 and simplifying advanced networking with Ingress

187


https://kubernetes.io/docs/concepts/services-networking/ingress/
https://github.com/kubernetes/ingress/tree/master
http://dockone.io/article/957
http://www.cnblogs.com/276815076/p/6407101.html
https://blog.osones.com/en/kubernetes-ingress-controller-with-traefik-and-lets-encrypt.html
https://blog.osones.com/en/kubernetes-traefik-and-lets-encrypt-at-scale.html
https://docs.traefik.io/user-guide/kubernetes/
http://blog.kubernetes.io/2016/03/Kubernetes-1.2-and-simplifying-advanced-networking-with-Ingress.html

ConfigMap

ConfigMap /I TR 5 Bt & 2k 32 6948482t » TURA R kR AN > WT AR KRG R E
XA o ConfigMap#ksecretik £ 4L » 12E T A & 7B F R O EHBEIE LY FHFE o

ConfigMap 4! &

T A4 Fl kubectl create configmap M LA ~ B %X #key-value F A 4 1 5 4l 2
ConfigMap ° #.7 ¥Aif i kubectl create -f file &|# -

Jkey-value 5 /f % €] &

$ kubectl create configmap special-config --from-literal=special.how=
very

configmap '"special-config" created

$ kubectl get configmap special-config -o go-template='{{.data}}'
map[special.how:very]

Menv 4] #
$ -e "a=b\nc=d" | tee config.env
a=b
c=d

$ kubectl create configmap special-config --from-env-file=config.env
configmap "special-config" created

$ kubectl get configmap special-config -o go-template='{{.data}}'
map[a:b c:d]

JN B F A



$ mkdir config
$ a>config/a
$ b>config/b
$ kubectl create configmap special-config --from-file=config/
configmap "special-config" created
$ kubectl get configmap special-config -o go-template='{{.data}}'
map[a:a
b:b
]

A S Yaml/Json U4 22

apiVersion: vi
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

$ kubectl create -f config.yaml
configmap "special-config" created

ConfigMap1£ /A

ConfigMap =T ¥4l & =# 7 X/ZPod ¥4 A » #5257 XA : REFLE
B AT SRR A Nolume T B3R B UAF 3B % o

v

[warning] = &

e ConfigMapss /i £ Pod 5] Al & Z AT 4] 1&
e 1 envFrom B » &2 B 3 Bk Kk by
o Pod R #gft A Fl — -4 % % I8 1 8 ConfigMap

B S8 # ConfigMap :



$ kubectl create configmap special-config --from-literal=special.how=
very --from-literal=special.type=charm
$ kubectl create configmap env-config --from-literal=1log_level=INFO

RV &

apiVersion: vi
kind: Pod
metadata:
name: test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
envFrom:
- configMapRef:
name: env-config
restartPolicy: Never

% Pod%4 R Jg 24 i

SPECIAL_LEVEL_KEY=very
SPECIAL_TYPE_KEY=charm
log_level=INFO

FIAE 4 24T 5 30



¥ ConfigMap M 1 & 447 5 3k Bt » & 2 sdeConfigMap @ ERB AT EF » KB
# it $(VAR_NAME) #7 X3l AIRF T &,

apiversion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "echo $(SPECIAL_LEVEL_KEY) $(SPECIA
L_TYPE_KEY)" ]
env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
restartPolicy: Never

% Pod%4 RJg 24 i

very charm

1% Flvolume-4 ConfigMap/E % L4k B F BEHE A -

¥ 4] 2 69 ConfigMap A %4 & £ Pod#/etc/config B & T » & ¥ & — M key-valuesZ 14 21 AT
S AR key A XL 0 valuey A&



apiversion: vi
kind: Pod
metadata:
name: vol-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat /etc/config/special.how" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
restartPolicy: Never

L Pod% RJa &4 i

very

¥ €] 2 69 ConfigMap F special.howiZ 4 key# # % /etc/config B & T 49— /~48 2 %
iz /keys/special.level e W R G EFl & X4 » iR & o LHbikey T it &,



apiversion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh","-c","cat /etc/config/keys/special.level"”

volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
items:
- key: special.how
path: keys/special.level
restartPolicy: Never

YPod4 £z 2HH

very



PodPreset

S

PodPreset/] k 438 Az 2 HIPodiEAFA SN EG15 8. » IR T o ~ BHAF o

AR F & A HEANMPod#r 2 XX EEF 98 -

7+ 2 PodPreset

e 7FBAPI settings.k8s.io/vlalphal/podpreset
o B AEAIEH PodPreset

T~ 17
3% o IR3F T & A0 45 ik & 89 PodPreset

kind: PodPreset
apiVersion: settings.k8s.io/vlalphal
metadata:

name: allow-database

namespace: myns

spec:
selector:
matchLabels:
role: frontend
env:

- name: DB_PORT
value: "6379"
volumeMounts:
- mountPath: /cache
name: cache-volume
volumes:
- hame: cache-volume
emptyDir: {}

A P # X Pod

A% 2 Pod



apiversion: vi
kind: Pod
metadata:
name: website
labels:

app: website

role: frontend
spec:
containers:

- name: website
image: ecorp/website
ports:

- containerPort:

2t fE AIEH PodPreset /& ° Pod4 B #3 mIRE T Efe it A



apiversion: vi
kind: Pod
metadata:
name: website
labels:
app: website
role: frontend
annotations:
podpreset.admission. kubernetes.io/allow-database: "resource versi
on"
spec:
containers:
- name: website
image: ecorp/website
volumeMounts:
- mountPath: /cache
name: cache-volume
ports:
- containerPort:
env:
- name: DB_PORT
value: "6379"
volumes:
- name: cache-volume
emptyDir: {}

ConfigMap = %

ConfigMap



apiversion: vi

kind: ConfigMap

metadata:
name: etcd-env-config

data:
number_of_members: "1"
initial cluster_state: new
initial_ cluster_token: DUMMY_ETCD_INITIAL_CLUSTER_TOKEN
discovery_token: DUMMY_ETCD_DISCOVERY_TOKEN
discovery_url: http://etcd_discovery:
etcdctl_peers: http://etcd:
duplicate_key: FROM_CONFIG_MAP
REPLACE_ME: "a value"

PodPreset



kind: PodPreset
apiVersion: settings.k8s.io/vlalphal
metadata:
name: allow-database
namespace: myns
spec:
selector:
matchLabels:
role: frontend
env:
- name: DB_PORT
value:
- name: duplicate_key
value: FROM_ENV
- hame: expansion
value: $(REPLACE_ME)
envFrom:
- configMapRef:
name: etcd-env-config
volumeMounts:
- mountPath: /cache
name: cache-volume
- mountPath: /etc/app/config.json
readonly:
name: secret-volume
volumes:
- nhame: cache-volume
emptyDir: {}
- name: secret-volume
secretName: config-details

A P # 3 #9Pod



apiversion: vi
kind: Pod
metadata:
name: website
labels:

app: website

role: frontend
spec:
containers:

- name: website
image: ecorp/website
ports:

- containerPort:

%3 fEAIEH PodPreset & ° Pod4 B #3% /eConfigMap3frit & €



apiversion: vi

kind:

Pod

metadata:

name: website
labels:
app: website

role: frontend

annotations:

podpreset.admission. kubernetes.io/allow-database:

Onll
spec:

containers:

name: website
image: ecorp/website
volumeMounts:
- mountPath: /cache
name: cache-volume
- mountPath: /etc/app/config.json
readonly:
name: secret-volume
ports:
- containerPort:
env:
- name: DB_PORT
value: "6379"
- name: duplicate_key
value: FROM_ENV
- name: expansion
value: $(REPLACE_ME)
envFrom:
- configMapRef:
name: etcd-env-config

volumes:

name: cache-volume
emptyDir: {}

name: secret-volume
secretName: config-details

"resource versi



ThirdPartyResources

ThirdPartyResources (TPR) Z—#% & & 2 % R4 3% 7T A9 & Kubernetes API# AL#]
TR R EEA T LN L o HAThirdPartyResource#T 24 VAT &

e metadata : Hkubernetes metadata—#%

o kind: B X FRER > KA <kind mame>.<domain> &94&
e description : R4k

e versions : A7 &

o A BT AR EM A T LAY B

[warning] ThirdPartyResources = v1.7 # Fl

ThirdPartyResources & £v1.7# M » 334 £v1.8 A T Mk o BILMV. 74 » i
# #| CustomResourceDefinition (CRD) -

T @ 8B F 20—

A~ /apis/stable.example.com/vl/namespaces/<namespace>/crontabs/... #API

$ cat resource.yaml
apiVersion: extensions/vilbetal
kind: ThirdPartyResource
metadata:
name: cron-tab.stable.example.com
description: "A specification of a Pod to run on a cron style schedul
e
versions:
- name: vl

$ kubectl create -f resource.yaml
thirdpartyresource "cron-tab.stable.example.com" created

API&| 2247 )5 » 3T el & B IR 69CronTabaxt £ 7



$ cat my-cronjob.yaml
apiversion: "stable.example.com/v1"
kind: CronTab
metadata:

name: my-new-cron-object
cronSpec: "* * * * /5"
image: my-awesome-cron-image

$ kubectl create -f my-crontab.yaml
crontab "my-new-cron-object" created

$ kubectl get crontab

NAME KIND
my-new-cron-object CronTab.vl.stable.example.com

ThirdPartyResources 5RBAC

Z & ThirdPartyResources T~ &namespace-scoped 9 # & » f& L8 ] P 4% f X 7] & 247
% ClusterRolet [k °



$ cat cron-rbac.yaml
apiVersion: rbac.authorization.k8s.io/vlalphal
kind: ClusterRole
metadata:

name: cron-cluster-role
rules:
- apiGroups:

- extensions

resources:

- thirdpartyresources

verbs:

.

- apiGroups:

- stable.example.com

resources:

- crontabs

verbs:

nmxn

$ kubectl create -f cron-rbac.yaml

$ kubectl create clusterrolebinding userl --clusterrole=cron-cluster-
role --user=userl --user=user2 --group=groupl

1t 4% ] CustomResourceDefinition
1. BARBTPRER T E L ACRDF R » ke T & X AN ThirdPartyResource 7 77

apiVersion: extensions/vilbetal
kind: ThirdPartyResource
metadata:
name: cron-tab.stable.example.com
description: "A specification of a Pod to run on a cron style schedul
e
versions:
- name: vl

FEEHK LA



apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: crontabs.stable.example.com
spec:
scope: Namespaced
group: stable.example.com
version: vi
names:
kind: CronTab
plural: crontabs
singular: crontab

1. &) CustomResourceDefinition € L& » % #CRD# Established & # :

$ kubectl get crd -o 'custom-columns=NAME:{.metadata.name}, ESTABLISHE
D:{.status.conditions[?(@.type=="Established")].status}'

NAME ESTABLISHED

crontabs.stable.example.com True

1. KRB » 1#1E14E ATPR# & P 5542 TPR Controller » 2 # # #)CRD Controller °

2. &tk

$ kubectl get crontabs --all-namespaces -o yaml > crontabs.yaml
$ kubectl get thirdpartyresource cron-tab.stable.example.com -o yaml
--export > tpr.yaml

1. MLTPRE L » TPRE R A A 7 8 %) 4 CRD % /&

$ kubectl delete thirdpartyresource cron-tab.stable.example.com

1. BIECRD#IBEZ T AR AT » to B2 H KRR E A » TUUAE 9 TPREIE k£

$ kubectl create -f tpr.yaml

1. TREP#Fof X IER S RUFTET » CNOEIERS A FHWHRIICRD (BPi5 17
TPR&API4 B # 4 4 A <t CRD &% 9] )



CustomResourceDefinition

CustomResourceDefinition (CRD) &v1.7+#3& 8 £ & s TR T LY K
Kubernetes API&8ALAl » IR E AT X% - LR ER
ThirdPartyResources (TPR) ##F%&h& A& » TPRAG £v1.8F M4 o

CRD 1]

T @h T el —

A~ /apis/stable.example.com/v1l/namespaces/<namespace>/crontabs/... #API

apiVersion: apiextensions.k8s.io/vilbetal
kind: CustomResourceDefinition
metadata:
# name must match the spec fields below, and be in the form: <plura
1>.<group>
name: crontabs.stable.example.com
spec:
# group name to use for REST API: /apis/<group>/<version>
group: stable.example.com
# version name to use for REST API: /apis/<group>/<version>
version: vi
# either Namespaced or Cluster
scope: Namespaced
names:
# plural name to be used in the URL: /apis/<group>/<version>/<plu
ral>
plural: crontabs
# singular name to be used as an alias on the CLI and for display
singular: crontab
# kind is normally the CamelCased singular type. Your resource ma
nifests use this.
kind: CronTab
# shortNames allow shorter string to match your resource on the C
LI
shortNames:
- ct



AP 45 )5 » LT AR Bk CronTabxt £ 7

$ cat my-cronjob.yaml
apiversion: "stable.example.com/v1"
kind: CronTab
metadata:
name: my-new-cron-object
spec:
cronSpec: "* * * * /5"
image: my-awesome-cron-image

$ kubectl create -f my-crontab.yaml
crontab "my-new-cron-object" created

$ kubectl get crontab
NAME KIND
my-new-cron-object CronTab.v1l.stable.example.com
$ kubectl get crontab my-new-cron-object -o yaml
apiVersion: stable.example.com/v1
kind: CronTab
metadata:

creationTimestamp: 2017-07-03T19:00:56Z

name: my-new-cron-object

namespace: default

resourceVersion: "20630"

selfLink: /apis/stable.example.com/vl/namespaces/default/crontabs/m
y-new-cron-object

uid: 5c82083e-5fbd-11e7-a204-42010a8c0002
spec:

cronSpec: '* * * * /5!

image: my-awesome-cron-image

Finalizer

Finalizerl T £ 342 4] 55 69 75 M 449 F » T4 metadata.finalizers (k48
Finalizer °



apiversion: "stable.example.com/v1"
kind: CronTab
metadata:
finalizers:
- finalizer.stable.example.com
spec:
group: stable.example.com
version: vi
scope: Namespaced
names:
plural: crontabs
singular: crontab
kind: CronTab
shortNames:
- ct

Finalizert§ € /& » & P s# Mtk xt % 6942 4E 2 2% & metadata.deletionTimestamp

AABEMG o XAAREEALKTCRDGIEH £ > FEH] 5 WAT— LM sp AT 69 75 2 H1E »

T & M % B Tdfinalizer » ARG A E AT R AL — MM RARAE o SLBS » BM ke 4 &
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Master Node
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API| Server *( Kubelet —>» Docker
i ) 5

E : Node

. | Scheduler Controllor” | ¢ Kubelet —>»{ Docker
! Manager '
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apiserver it 5t etcd 74 i &9 PT A 4% 4F » AR %‘aplserverﬁ B 333 Fetcd £ 5
aplserveriﬂ‘ﬂﬂ (%?ﬂ’ é‘J LH2ath) Foxtsh (AP ) REEL—REST APl » At
284439 38 W apiserveri#t 471813

o controller manager ~ scheduler ~ kube-proxy#7kubelet % ¥ i it apiserver

watch AP 3 3% R A R, » 3 28 RV 4R & 69 42 4%

o FTA &% R4 KRR A IR IA 2 apiservertIREST API# 47
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b $2 70 69 £ 32 Pod #) IRLAZ A

i API Server etcd Scheduler Kubelet Docker
create Pod __
3 -L write -
S femn i
' watch(néw pod) N
. bind:pod
write o :
S, i
e >
watch(bound pod) > .
P ' update pod status | (o U
write ' | |
1. B p i@ T REST APl # —/~Pod
2. apiserverds & 5 Aetcd
3. scheduluer#: M| % z“:Q%F;aNodeé’JPod F+44 8 7 & #Pod I Node 4T &
4. Kkubeletis: ] ®| & #7 49Pod 8 & i &k » 18 i container runtimeiZ 1T %Pod
5. kubeletid i container runtimedt 2| Pod Ik & » 7 £ #7 2| apiserver ¥
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Master-Node communication


https://kubernetes.io/docs/concepts/architecture/master-node-communication/

3. As A

e Core Kubernetes: Jazz Improv over Orchestration
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https://blog.heptio.com/core-kubernetes-jazz-improv-over-orchestration-a7903ea92ca
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Etcd V2 Store

worldLock
-

currentindex
Startindex
Root

l

/

eventQueue

/

n
Odes key1 watch list
/ \ key2 watch list
key3 watch list
1 2 3 L d

name ip

node1




Etcd v2 %4\%#]@% I, HARZHIEHE B AR #E  FRALMERE £ A
store # &5 L mjson B AT o KB AN A FE—ANRLGMEN o e AT RIEH
fit 2| Etcd “Fé'J LM Ao B TR o

/nodes/1/name nodel
/nodes/1/ip 192.168.1.1

store P A — 44 B #currentindex * #X T £ 5 index2 1. R B F Meventdh & % Bk %

currentindex.
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Etcd V3 Store

WatchableStore

worldLock currentRev

kvindex(btree)

watcherGroup change
backend
watcherGroup
keyWatchers blotdb ¢ backend
rangeWatchers leaseMap

Etcd v3 HFwatchFestored7 7 £ 3, » &A1 %9 # T storedy LI o
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Btk > % A74% A 89boltdb © boltdb A —AEALE) L3 F Fe9kvA % » Eted 89 F 5245 T
boltdb &7 ¥ % 5 .49 o Etcd /£ boltdb F 74 i 49 key £ reversion » value-& Etcd & T #key-
valuefL4& » Wik AL Eted & £ boltdb F e MR AR AE T » WA EIT % RAM

H o

AT 0 FetcdotiA E e EHE 2 EAHFICE
etcdctl txn <<<'

put key1l "vi"
put key2 "v2"



AALPTH B HIAFICEK

etcdctl txn <<<'
put key1l "vi2"
put key2 "v22"

boltdb ¥ 2 52 A T 4 4 %1 ¥k :

rev={3 0}, key=keyl, value="v1"
rev={3 1}, key=key2, value="v2"
rev={4 0}, key=keyl, value="vi2"
rev={4 1}, key=key2, value="v22"

reversion L& o A AR 0 F—H o mainrev’ HBRFLZHTH— > F =5 sub
rev: Bl —ANF &Pyl — o o L7l » F—REEOmainrevE3 F =% &
4 o B ARIZAPHAH KRR 09 5 — AR A=A T E B AL » BTk Eted #4874 4F 1% 2 %
k24 compact » Fl Bt X HrputdR4F 89 5 Bk M A8 42 4 ANkey 89 I R AR ZK o

TMT Eted 89m & G 6% > T A 4 R Z A boltdb F &9 445 » 5477 3@ Freversion » 12
B P kAR A8 i key k & Hvalue » FT VA Eted #9 A Fkvindex k74 89 3k Z key#»reversion
ZATBGBRAT X A 0 kAmik & o

KRG ZAT A 9H T watchdusl 89 52 30, o Eted v3 #gwatchiu#] X FHFwatch X 4~ E 2 #key »
o E Frwatch—ANe B (TR TAEPL B F 694 89watch) » AT ¥4 watchGroup &2 A
#watcher » —#% & key watchers * #KIE 45 #) £ & A-key 2t 2 — Awatcher » 5 Sh—F+ &
range watchers, 2L £ # £ —4 IntervalTree ( FHRAB A F L L R4H) » 71
I 18] & 3% %) «f &2 B9watcher °

Fl & » &/~ WatchableStore .4 % # watcherGroup * —#+Zsynced » —#F &
unsynced @ AT# & T &groupfgwatcherf A AR F 74 » EFFHOTE » BH %
Tgrouptywatcherf#E Al %56 T S Al AT L £ » LA BAE o

% Etcd M2 % P 3% tgwatchis R » 4o R 5 R A T revision£ 2t > M i1k K #)revision
Festore & AT 8 revision » %= & KT % Alrevision » M A Asynced A ¥ » & WA A
unsynced4l o F| B} Etcd & & 3 — A& & 89 goroutinedd 4 F] #Funsynced #watcher » A&
Ja 45 H it Blsynced A o LA X MM T 0 Eted v3 X I MAEZIR A dbwatch » B A
V2691000 % 77 Levent& (R4 69 19 2 ( & 2R X E 48 % A compactfy 1F LT ) o



A IR AT DR E| 89 > Eted V22 MBI B P S# Bt 0 e R MBS TIFRA K P onin LR g -
ZATHEE NeAHEXAEMERE  BPaFR2EdAAEK - Etedv3h T RN
BIRR s H TR T — AN R R fwatcher A 2 ¢ /£ 5 #h g goroutine E# 4T 4K o

Etcd v3 xF s BAALHRI LT st - LR 1% B £ lease b © A JGkeyFrlease K Ek o A
TASLH % key R BBl —Mease id » Z &% EL— 9 BB HE » AR ZABELY -

#8 tbEted v2, Eted v389 — 3k £ # 5 1b, ¢

1. ol dgrpcittirpcEm » A F Tv2ighttpdE D o MH A KEZXERAAL » 5

B AAE ) T de VAR 77 4% A R K E P o

BEFRTREGB ZEM > TRT otftdkv > AP TABE AT IR XA E o

A B F IR AERBGvalue > R A B TAXLFGMEE %S tkey o

watchAuh] 442 » KK LT vl dwatchiuh) 52 2438 89 7.4 Fl

'f;( THEREARF SZAH - AP Tl d 4 F F 5% Kk £ IEted v289CASHL
| (BEF S LFIFEEH W) o

o bk~ 0N

Etcd °* Zookeeper °* Consul iz

o Etcd #» Zookeeper %4 89 46 77 JE % A0l » AR &8 F 69 — BOME UAZ B 5 F 0 ATAR 4
watcht#l A T E filidnfop & » UHBESHXNAGCAREA L ZREEEMHE > EK
HAXIFARNEERLILFA—HE » TAELABHRY o 5% TERET » &
T BB LR 0 KGR F LR L ESE o Zookeeper £apache T 4 »
Fjava’s & » #4krpcdt o » &-FMhadoop i B ALk » £ 504 X A 4% P15 3

I iz4% A (hadoop, solr, kafka, mesos % ) ° Etcd A& coreos’ 8] T 897 R = & »
P 0 AR LI restiE O AR ESR M A RAE R T —H A P 0 EHH—HE
B PAFEML A (edekubernetes) © &AV3A T ML R =#FrpciEn T 5 21
% R M E b Zookeeper & A4 — &k o

e mConsul 8 B 4z £ 4 Btk—& > Etcd #= Zookeeper 1244 89 & 9 A X — Bt 75 %

s BRI L SR EFERA P ATEN bl REEI » thlwB T E - &
Consul M AR % X MAB B R & A LR B A7 > FIEHH T kv o

Etcd 9B 2 T A

1. Confd

ErHRNAGE T BEAFATAL AT BHEF Eted XHEYORFLIA/BE PO
Z s i@ B Eted 2 mllikﬁfux&&a;xi EENTAES L RGOR
ForMEEXMARERERSHARL T EHRELH#ITHY o Eted A 89 4L EE F



tkv A g > PTVAF Z A 1% Consul AARRE 2B E T & t9hu4 A= T A » @ Confd
AR R ENIANE ARG T L o

Confd il i watchAL#] %797 Etcd 892 & » RBEKLIER T2 A T — N RBGA -
R P TALERE R LA TRiEANLkeyt) T £ » Bl — AN Ee & LHREAR ©
Confd — 2. % JL4k I8 F F #hAe B R 7488 SRR A RECE L > wRFw e E
PR TAG > MBATH S Rl ARR R P =R 8reloadr A » 1k )ﬂﬁ/%ﬁ%ﬁﬁvﬁﬁa
o

Confd #8 % T 52 3L T 3f & Consul #9agent¥A Zconsul-template 8 % & » 1% %
kubernetes#yKelsey Hightower > 12 Kip e iR 1= » B K S B R X ZRZXARA T »
IRAXBHEAREA » RAVE E R » BiAfork T —m A T EHEY » T8 T -2
F7 69 BLAR % FOA B st metad & 5% 69 X4 © confd

Metad

JR G M8 MR R — G A AAE s —F 2 BAERARAEMN > —FT AR5 A
TEM o BEE %iﬁ%&%%%%T’ﬁmﬁéamé%%ﬁﬂﬁm%ﬁﬁmﬁﬁ
Foif THAM] » ABRIAL B LA AN EFAR A THEE - Metad RAE A — 4
HEl 0 B P mE R Metad 89— B E 893 2 self » &1 Metad 4 4= 52 Al 42 5 3L BT &,
Tl E MILTEP BB ERXAIRE T EFTHE -

Metad il i R 4 — ANip 2l 7U1E BB A2 B9 B4t % A& R B X — & » % A1 )G 3% X Eted
v3 o RBE T E4FH 89 hitp rest #2 o B4 de Eted 89 23 3 Fwatchdusl B 4 2] &
WA HTP > ST Eted 89— MRE o BPALT AL € S Eted B9 RE R A » &
T AR 7 424% A Eted v38rpctE v 4 B I%54& Eted /£ /7693 % o metad

Etcd 1# H iz & F 0

1.

Etcd cluster #7451t 69 9] 22

o REBE —RBALB AR » F—&F A RRB 7 > B tv38 8 0 ij e 6 it
1% » 448 % Error: Etcdserver: not capable %1% > X & A kR MH & » £# 2 it
BHINBIAPIRAZ23 > AA % %ﬁ‘# B BT A ¥ RAR AT o NPT A F AR L3
BFor s FRIAEFHMAIIVI c INRAE B —RBICEBEYTIEL S » R E
HLameit o  BRERT A A EHXMER (XM T L KRS MM XL
e Fim B ERFAPIRAR) » AR SH oA o

Etcd 1521 K 89 HL

v2 quorum=true 8 & 4% » 152 BUE A Hraft# 4769 » @ clith K 0 B ALK Atrue ©


https://github.com/yunify/confd
https://github.com/yunify/metad

v3 —consistency="1" 89 & 1% (BKI\) @ draftiEI o G R AHESE o sdk KD E
W] &8 3 A& Z 4T ¢ WithSerializable option k32 4] o

~ﬁ&ﬁm%%%T’&&ﬁ&&%$i~mwmﬂ» §ARIE — BUME 5 {2 AE A AR
Ko RBAMES R » BEG TR A TR —BE BRI o (2R TR E
HAL s N Eﬁ%%}}\i\i&ééstoreg‘fiwﬂl s IMHRMET —KME o R IZE 2
ERELADFREEINS > £ —HMA TR R #TRA o

Etcd 8 compact Ll

Etcd ZKik T4 B 3 compact * & Z % E B # A5 4k » RA @4 # fTcompact » 4=
REEZRHZDRE > TWEFHZRAFfA G R T ALEIE © Eted v3 89BN

backend quota 2GB » %= &~ compact * boltdb U # K A X NRFE » a4k
4% . "Error: etcdserver: mvcc: database space exceeded” * FHFKIELEF A ©

etcd 7] &2

E O

LA Etcd #raftEIAMIET A% AFBER éﬁﬂ‘}‘ {2 B8 — DN FRARAY LT AR

AR RBEEFA - ZRMAZEEA » AR#ATHH > 25 R BTt AraftFl ¥ £4E ? A4

i

£ —A multiple group raft: A5 K %A mli\iﬂﬁk"/l\ﬁi%ﬁﬁraft group » i

Hraft EWEIERF o BAr£ A Tmultiple group rafté A TikVv ## Cockroachdb
e R — AR LA A o g LR 0 wRATRZE multiple group raft BE@iEA

B 2L kv 2 — Ao Akv A » ARGV E S A RE G > M 1lucenest 29/ R ig
KR E o BAXREZE L ZEFAELXELTLR ] o

4-% B jolestarf=infoq.

R

o Etcd website

e Etcd github

e Projects using etcd

¢ http://jolestar.com/etcd-architecture/

o etcdAi 3% B & 52 IR 32 6 & 75 4 fif 15


http://jolestar.com/etcd-architecture/
http://www.infoq.com/cn/articles/etcd-interpretation-application-scenario-implement-principle
https://coreos.com/etcd/
https://github.com/coreos/etcd/
https://github.com/coreos/etcd/blob/master/Documentation/production-users.md
http://jolestar.com/etcd-architecture/
http://www.infoq.com/cn/articles/etcd-interpretation-application-scenario-implement-principle

API Server

kube-apiserver-tKubernetesix € £ 69 S A4 — » TRZREUAT L

o R EHLZHHYRESTAPIED » 30BN ~ KIERB AR EHRATESF
o RUELAMIRZ A 6HIERX ZA@Z 0 a (A8 2 API Server& 1 315 2
¥ IE » R A AP| Server# H 4R feted)

REST API

kube-apiserver X # F] i #2 #https (B IA K97 £64435% 2 ) F=http AP ( ZKik Ko7 /£
127.0.0.14980805% @) » L Phitp APLZ 24T » RUIEFTIEILALE » R
4IRS E R o A ANE D IR AGREST API#E X48 Fl » 4% Kubernetes AP| Reference &
% T A APIEG 8 R 4 3, o

£ EIRE R F o " kubect| k77 ¥ apiserver » 4.7 ¥4 i i Kubernetes & 4~& 5 89
client% k7 P apiserver 1% flkubectl® » 47 X B &AL T vUF 3] AAPIE A 694
E VI

$ kubectl --v=8 get pods

OpenAPIl#=Swagger

it /swaggerapi T A& A& Swagger APl * /swagger.json & 7%&OpenAPI °

& --enable-swagger-ui=true /&i& 7 Lilxd /swagger-ui 7% [F]Swagger Ul °

1% 9] 3% 4|

Kubernetes API18) 4k RA A%t % B G5 FIEHR 26 + 22 » X EII0IE ~
AL B A AFEH (Admission Control) % o


https://kubernetes.io/docs/api-reference/v1.6
https://kubernetes.io/docs/user-guide/kubectl-overview/

Human User
D——’ -
o= e
Authentication Authorization Admission
Control

Gl & &

Kubernetes
Api Server

TATE

B TLSE » P74 891k KA & 28 &1k o Kubernetes 3L 4% % A LA » FF X 45 B B
FB 5NN (REA—ANAEALEIT) o e RIAERTT > WA P

8 username A E AR —F AT IE 5 ot T KM A 1E RN R EHTTP
401 »

[warning] Kubernetes &~ & ¥ f| 7

% AKubernetesiA iE A2 3% A2 A 2] T username ° 12Kubernetes# ~ A4 52 H 7 >
T el user % » &R G fikusername °

B %A EAR SR 694F A 77 ik 7T YA A Kubernetes il 1E 46 4 o

A

INTEZ G 0915 R E] T AL o RIAIE £ » Kubernetesdu 3 # % M3 A usl » # X
BRRARL Z M IEF (REA AR ERALET) o e R AmRD » WA P 15K
SR AP IR A G —F 09E R - mxt TR R KA E R N R EIHTTP 403,

B % RARAE SR 694% A 77 % 7T A Kubernetes 42 AL dd 4 o

VN

FAAEH (Admission Control) Ji &k ad ik Kt —F 69 31 SR m BN A H - R R T
AFRINIE R ks ih REG R P An itk » AAEHZLEFHRGAR » FERTGIE -~ &
o MreREE (WKL) FHZ > A ERE LK o AR L IFR T B AN
B CATRRER » RH ARGHANA LG F RS TUAREHAANARL -



%M ANIE R IR 0948 A 77 75T A S E Kubernetes /2 A 42 4] o

Je Zhapiserver T 17

kube-apiserver --feature-gates=AllAlpha= --runtime-config=api/all=

\

--requestheader-allowed-names=front-proxy-client \

--client-ca-file=/etc/kubernetes/pki/ca.crt \

--allow-privileged= \

--experimental-bootstrap-token-auth= \

--storage-backend=etcd3 \

--requestheader-username-headers=X-Remote-User \

--requestheader-extra-headers-prefix=X-Remote-Extra- \

--service-account-key-file=/etc/kubernetes/pki/sa.pub \

--tls-cert-file=/etc/kubernetes/pki/apiserver.crt \

--tls-private-key-file=/etc/kubernetes/pki/apiserver.key \

--kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubele
t-client.crt \

--requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca
.crt \

--insecure-port=8080 \

--admission-control=NamespacelLifecycle, LimitRanger, ServiceAccount
,PersistentVolumelLabel, DefaultStorageClass, ResourceQuota, DefaultToler
ationSeconds \

--requestheader-group-headers=X-Remote-Group \

--kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client
.key \

--secure-port=6443 \

--kubelet-preferred-address-types=InternallIP,ExternalIP, Hostname

\
--service-cluster-ip-range=10.96.0.0/12 \
--authorization-mode=RBAC \
--advertise-address=192.168.0.20 --etcd-servers=http://127.0.0.1:
2379

{ —




kube-apiserver 1 J& 32

kube-apiserverit £ T Kubernetes#JREST APl » 52 3L T IATE ~ 34X ~ FEAIEH F 22K
Bohfe o RIE 4L 0 T BRI G HEE (Bideted) o

i /api/vi /apis /healthz || /logs /ui /swaggerapi | | /metrics i
Lo| #DAPL || SEAP || ZRIEE A& Dashboard OpenAPI HHEEE :
e AP |
i Authentication i
i v |
i Authorization i
s ; 5
i Admission Control ‘ i
i %ﬁﬁﬂi
i Pod Namespaceg Service

i apps storage

. Core Registry

Registry

etcd cluster




17 12 API

H % # 7 X, 7T L7 FlKubernetes#2 4t #REST API :

o kubecti4pr 41T A
o SDK:* £ #¥ %427

o

o

o

Go

Python

Javascript

Java

CSharp

A AOpenAPI X %8955 » T i@ dgen T B 4 a2 B client

W

e v1.5 API Reference
e v1.6 API Reference
e v1.7 API Reference


https://github.com/kubernetes/client-go
https://github.com/kubernetes-incubator/client-python
https://github.com/kubernetes-client/javascript
https://github.com/kubernetes-client/java
https://github.com/kubernetes-client/csharp
https://www.openapis.org/
https://github.com/kubernetes-client/gen
https://kubernetes.io/docs/api-reference/v1.5/
https://kubernetes.io/docs/api-reference/v1.6
https://kubernetes.io/docs/api-reference/v1.7/

API Aggregation

API Aggregation #. ¥ £ T~ 15 P Kubernetes#% & XA 89 F] B & & Kubernetes API °

7 & APl Aggregation

kube-apiserver3g sn A T B &

--requestheader-client-ca-file=<path to aggregator CA cert>
--requestheader-allowed-names=aggregator
--requestheader-extra-headers-prefix=X-Remote-Extra-
--requestheader-group-headers=X-Remote-Group
--requestheader-username-headers=X-Remote-User
--proxy-client-cert-file=<path to aggregator proxy cert>
--proxy-client-key-file=<path to aggregator proxy key>

4R kube-proxy XA f£Master L@ &4 » & F LA E

--enable-aggregator-routing=true

e 72y EAPI

1. #4RH B APIService APl (BKiAF B > TTH kubectl get apiservice @ 4%1E)

2. A1ZRBACH M

3. &l#—/namespace * B kBT EYAPIR %

4. &1 CAFIL 4 » A Thttps

5. &l —/~7fk1E b 89 secret

6. AZE—NIHREY EAPIUR % #9deployment » #11& Al £ —F t9secretf E1E +5 > B
https /. 4

7. €% —/ClusterRole#=ClusterRoleBinding

8. &z — 3knamespaceJapiservice * E &% E spec.caBundle

9. i£4T kubectl get <resource-name> * iE% %R T No resources found.

T YA4% M apiserver-builder T B & #h 1t L @ 69 F #k o


https://github.com/kubernetes-incubator/apiserver-builder

$ GOPATH/src/github.com/my-org/my-project
$ apiserver-boot init repo --domain <your-domain>
$ apiserver-boot init glide

$ apiserver-boot create group version resource --group <group> --vers
ion <version> --kind <Kind>

$ apiserver-boot build executables
$ apiserver-boot build docs

$ apiserver-boot run

$ apiserver-boot run in-cluster --name nameofservicetorun --namespace
default --image gcr.io/myrepo/myimage:mytag
$ kubectl create -f sample/< >, yaml

oyl

J.sample-apiserverf=apiserver-builder/example °


https://github.com/kubernetes/sample-apiserver
https://github.com/kubernetes-incubator/apiserver-builder/tree/master/example

kube-scheduler

4 BNode®Pod » KRG ARIE R E Rk K X EPod4 B & ( £ #Pod# NodeName
) o

kube-scheduler ft 5t -8 Z Pod 3] &7 A 897 & L » & % 9Tkube-apiserver » £191F &
_'?—'

MEERERTERESOE L

o TR

TR =5 2R

e QoS

affinity #= anti-affinity

A A HAL (data locality )

M-3R i & T 4L (inter-workload interference )
deadlines

15 ©Node ¥ =8
H =45 X35 £ Pod R & 47245 £ #9Node ¥ & L

e nodeSelector : R JE 5| It 4% & label #7Node £
e nodeAffinity : 2748 £ * & 89Nodeit i & » toude L HFF 5421
o podAffinity : /& 2] i# & & 2 69Pod A7 & 89 Node £

nodeSelector T 1]
b % Nodedr EAr &

kubectl label nodes node-01 disktype=ssd

X & f£daemonset ¥ 4% € nodeSelector 4 disktype=ssd

spec:
nodeSelector:
disktype: ssd



nodeAffinity 7 4|

nodeAffinity B T X # A # : requiredDuringSchedulinglgnoredDuringExecution#=
preferredDuringSchedulinglgnoredDuringExecution » %1 4K & 5677 i# & & #Hfe 4k i &
o tbde T @ A0 TR ARE S L8424 kubernetes.io/e2e-az-name # H 444 e2e-
az1xe2e-az2®Node L » 7 EAL#3E # A 422 another-node-label-key=another -
node-label-value #JNode °

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/e2e-az-name
operator: In
values:
- e2e-azl
- e2e-az2
preferredbDuringSchedulingIgnoredDuringExecution:
- weight:
preference:
matchExpressions:
- key: another-node-label-key
operator: In
values:
- another-node-label-value
containers:
- name: with-node-affinity
image: gcr.io/google_containers/pause:

podAffinity =« %]

podAffinity & T Pod#) 4% % %k %t 4% Node » 1218 & 2| i#% & % #Pod T £ #INode £ » I 4%
podAffinityF= podAntiAffinity o X A2y A8 Fuik 42 > LATF @ 694 T A 4] -



o R —/“NodePT£ZoneF &4 EF—/FH security=S1 ZEHEZTFHE
Pod” » A8 4 T vA7A & % %Node
o TNRAEIOEEY—AWH security=S2 1x%& Hiz47 ¥ Pod” 4 Node L

apiVersion: vi
kind: Pod
metadata:
name: with-pod-affinity
spec:
affinity:
podAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security
operator: In
values:
- S1
topologyKey: failure-domain.beta.kubernetes.io/zone
podAntiAffinity:
preferredbDuringSchedulingIgnoredDuringExecution:
- weight:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: security
operator: In
values:
- S2
topologyKey: kubernetes.io/hostname
containers:
- name: with-pod-affinity
image: gcr.io/google_containers/pause:

Taintsf~tolerations

Taints#=tolerations /Al T ki Pod T~ #% 18 /& | 1~ &-i& #9Node L » & ¥ Taint= A TNode
E > @mtoleration™ & A -FPod.L -

B A7 L 4F ftaint X A



e NoSchedule : #7 8 Pod 7 & 3] %Node Lt » %A .E £ £ 478 Pod

o PreferNoSchedule : softik #NoSchedule * &% 7 % 2] %Node E

o NoExecute : # #Pod 7~ & #| %Node £ » 7+ ELM % (evict) € E41789Pod e
Pod ™ VA3 im—A~BF 18] (tolerationSeconds) °

K+ % Pod# Tolerations It B2 Node # BT A Taints & Bt 4% =T vA 98 & #| ZNode L ; % Pod
X LR EBEATHAE » TR 2WHM L (evicted) o # bt TNoExecute » 4= RPod3g e T
— AMtolerationSeconds » M & 42 % B 7] 2 & 7 M| 2 Pod °

e s B 1% node1 L& A VAT JL4taint

kubectl taint nodes nodel keyl=valuel:NoSchedule
kubectl taint nodes nodel keyl=valuel:NoExecute
kubectl taint nodes nodel key2=value2:NoSchedule

T @ 89X MPod W T & A tolerate key2=value2:NoSchedule % %7AE %Inode1

tolerations:

- key: "key1"
operator: "Equal"
value: "valuel"
effect: "NoSchedule"

- key: "key1"
operator: "Equal"
value: "valuel"
effect: "NoExecute"

71 aE & 35 47 B 4% 7 tolerationSeconds #Pod ] £ 72 600s /5 M| 4



tolerations:

- key: "key1"
operator: "Equal"
value: "valuel"
effect: '"NoSchedule"

- key: "key1"
operator: "Equal"
value: "valuel"
effect: "NoExecute"
tolerationSeconds:

- key: '"key2"
operator: "Equal"
value: "value2"
effect: "NoSchedule"

2% » DaemonSeté| & t¢9Pod 2 & 3 /e £
*} node.alpha.kubernetes.io/unreachable ## node.alpha.kubernetes.io/notRe
ady #NoExecute Toleration » vA# %, © A1 E sbAL M 4 o

~ hY v
2RE R
o R T R T ETAREL R LR E o AH BB G ET

w

i#i$ podSpec.schedulerName kit A —AR K &

34#
e
= o
& -

AR BT 3E4T % MR B 5
(KU RAANBHRER) o

apiVersion: vi
kind: Pod
metadata:
name: nginx
labels:
app: nginx
spec:
# 1w M A E UK BEmy-scheduler
schedulerName: my-scheduler
containers:
- name: nginx
image: nginx:



kube-schedulerit ¥ #51# Bl --policy-config-file &% —MRAE KRB L4k 8 & SURA
R Pode

{
"kind" : "Policy",
"apiVersion" : "v1",
"predicates" : [
{"name" : "PodFitsHostPorts"},
{"name" : "PodFitsResources"},
{"name" : "NoDiskConflict"},
{"name" : "MatchNodeSelector"},
{"name" : "HostName"}
1
"priorities" : [
{"name" : "LeastRequestedPriority", "weight" : 1},
{"name" : "BalancedResourceAllocation", "weight" : 1},
{"name" : "ServiceSpreadingPriority", "weight" : 1},
{"name" : "EqualPriority", "weight" : 1}

1

"extenders":[

{
"urlPrefix": "http://127.0.0.1:12346/scheduler",
"apiVersion": "vlbetal",
"filterVerb": "filter",
"prioritizeVerb": "prioritize",
"weight": 5,
"enableHttps": false,
"nodeCacheCapable": false
}
]

AN RSN

o 4 %Node Condition4 T MemoryPressure » ] A7 A BestEffort#9 #Pod ( &1& %
resources limitsfrrequests) 418K 2| %Node L
e %% Node Condition4: T DiskPressure * 1] 7 A #7Pod4F + 18 & | %Node L



o # TARiECritical Podst EF E47 > S EMNATAFTRANLAHEH ALK -
Critical Pods & 1%
o annotation &45 scheduler.alpha.kubernetes.io/critical-pod=""
o tolerations &4 [{"key":"CriticalAddonsOnly", "operator":"Exists"}]

& #kube-scheduler 7 1]

kube-scheduler --address=127.0.0.1 --leader-elect= - -kubeconfig=/
etc/kubernetes/scheduler.conf



kube-scheduler -1 7 32

kube-scheduleri® & J& 3 :



For given pod:

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e maaa
| Schedulable nodes:
I
| +-------- + Fooccocoooc + Fooccocoooc +
| | node 1 | | node 2 | | node 3 |
| +-------- + Fooccocoooc + Fooccocoooc +
I
Pooccococcoocoocooooooooa Focoocoooooocoooocoo0oo0o0000
I
I
\Y;
Pooccococcoocoocooocoooooa Focoocoooooooooocoo0o00000 00

ooooooooooooonoooos ooooooooooooo0oo0o000oooC
|
|
v

ooocooooooooonoooos ooooooonooooo0oo00000oooC

remaining nodes:

>
o
o
D
[IRY
>
o
Qo
D
N

e + T +
e R

I

I

%
foocococococooooocoooooo focoocococococoocoooocooooooo
Priority function: node 1: p=2

node 2: p=5

fooccococococooooocoooooo focoocococococoocoocoocooooooo

I

I

v

select max{node priority} = node 2



kube-scheduleri® B 4~ 4 M A~MB » predicatefe priority

o predicate : & TAFE KT &
o priority : (R RRBEF » BFR AR K ST A

predicates & %

e PodFitsPorts : FlPodFitsHostPorts

e PodFitsHostPorts : # % & % A Host Ports/+ %

e PodFitsResources : # #Node#y # KL & AL » B AFHPoddE ~ CPU ~ K
% ~ GPUA %A & 3489 OpaquelntResources

e HostName : # % pod.Spec.NodeName & & 5% T &—%

e MatchNodeSelector : # &% ¥ &4 pod.Spec.NodeSelector &% ITH

e NoVolumeZoneConflict : % #Zvolume zone& & it ¥

e MaxEBSVolumeCount : % #AWS EBS Volume# €2 % it % (KIATABiE39)

e MaxGCEPDVolumeCount : % 4GCE PD Volume#% & 2%t % (Hik~A8i116)

e MaxAzureDiskVolumeCount : # % Azure Disk Volume# £ & % (izﬁ}\u\?ﬁ;&z;
16)

o MatchinterPodAffinity : & & & & It BePod #) % A= M & K

o NoDiskConflict : % & & & # £ Volume+ % » 4 [R-FTGCE PD ~ AWS EBS -~ Ceph
RBD A Z|SCSI

e GeneralPredicates : % # noncriticalPredicatesf»EssentialPredicates °
noncriticalPredicates ¥ &4 PodFitsResources * EssentialPredicates F .4
PodFitsHost * PodFitsHostPorts##PodSelectorMatches °

e PodToleratesNodeTaints : # &Pod-& % % ZNode Taints

e CheckNodeMemoryPressure : # &Pod & % 7T 418 & 2] MemoryPressure 8 ¥ & L

e CheckNodeDiskPressure : # &Pod£ % 7T VL 1f /& 2| DiskPressure#y ¥ & L

e NoVolumeNodeConflict : # & ¥ = & & i#% 2 PodF7 5] H 8Volume#) & 1+

priorities & %-

o SelectorSpreadPriority : £ stk ¥ ¥ & & T F —4-Service & Replication
Controller#yPod % £

o InterPodAffinityPriority : £ /&4 Pod 8 & 3] 48 Fl 69464 £ (4w F] —A~F & ~ Rack »
Zone%¥)

o LeastRequestedPriority : #L 2B E 2 H K TR V¥ & L

o BalancedResourceAllocation : £ 7 F# & & 89 5% Ak F

o NodePreferAvoidPodsPriority : alpha.kubernetes.io/preferAvoidPods 5~ £ #] B, A
F 410000 > # %, AL B R0 %ol

o NodeAffinityPriority : £ %78 /& 2| It B NodeAffinity 8 7 & L



e TaintTolerationPriority : 4£ 5t 18 & 3| It At TaintToleration 89 ¥ & E

e ServiceSpreadingPriority : K& Fl — 4 servicet®JPod 4 2| R F ¥ & L » & 44%
SelectorSpreadPriority & K[ ZK A & 1E A

o EqualPriority : 5 AT A ¥ & 694K 8% B A 1[I A4 ]

e ImagelocalityPriority : XA Z44& Al KGO E R HEICE T T RGBT 2L
[BRINARAE H ]

o MostRequestedPriority : X Z & 3] & 44 H & 49Node L » 45 5| :& A T cluster-
autoscaler[FK ik & 1% ]

[warning] & A 0 %42

5Kubernetes - 484 89 A\ v R B (R ALAT 42T emd/ B %) ° kube-schedularég
AU plugin/cmd/kube-scheduler e



Controller Manager

Controller Managerd kube-controlIer-managerfrﬂcloud-controlIer-manageréﬂﬁi *
Kubernetes®) X iz » 18 dapiserver 4z ¥ N &8GR A& » Ak B4 T 69 T4
KA o

kube-controller-managerd — & 7] 69 42 %] 25 48 %,

¢ Replication Controller

e Node Controller

e CronJob Controller

e Daemon Controller

e Deployment Controller

e Endpoint Controller

e Garbage Collector

e Namespace Controller

e Job Controller

e Pod AutoScaler

e RelicaSet

e Service Controller

e ServiceAccount Controller
o StatefulSet Controller

e Volume Controller

e Resource quota Controller

cloud-controller-manager# Kubernetes & i Cloud Providert9 8t 4 & & » fl ke b=
MR 3R 69424 » WEE— AT IERE > &

e Node Controller
e Route Controller
e Service Controller

JV1.67F% » cloud provider& 24/ T JLRXE R EH » YMEE T 5 B Kubernetest & X,
MR E A XX ZRGE L o 5F L L E R W fTAH TR H 4 Cloud
Provider °

Metrics



=2

Controller manager metrics#2#t T £ E A EZ H G MEE F » G0 3 ETHEE ~
etcdi# RIEB ~ /R HAPIE RER ~ =5 6%15 KL 8 3 o Controller manager
metrics®KIA ¥ 9T £ kube-controller-manager #9102523% 2 » 2 4tPrometheust4 &
B MR R 2 4B 0 T http://localhost:10252/metrics k7 9] o

$ curl http://localhost:10252/metrics

# HELP etcd_request_cache_add_latencies_summary Latency in microsecon
ds of adding an object to etcd cache

# TYPE etcd_request_cache_add_latencies_summary summary
etcd_request_cache_add_latencies_summary{quantile="0.5"} NaN
etcd_request_cache_add_latencies_summary{quantile="0.9"} NaN
etcd_request_cache_add_latencies_summary{quantile="0.99"} NaN
etcd_request_cache_add_latencies_summary_sum 0
etcd_request_cache_add_latencies_summary_count 0

# HELP etcd_request_cache_get_latencies_summary Latency in microsecon
ds of getting an object from etcd cache

# TYPE etcd_request_cache_get_latencies_summary summary
etcd_request_cache_get_latencies_summary{quantile="0.5"} NaN
etcd_request_cache_get_latencies_summary{quantile="0.9"} NaN
etcd_request_cache_get_latencies_summary{quantile="0.99"} NaN
etcd_request_cache_get_latencies_summary_sum 0
etcd_request_cache_get_latencies_summary_count 0

kube-controller-manager/z 3/ 7« %



kube-controller-manager --enable-dynamic-provisioning= \
--feature-gates=AllAlpha= \
--horizontal-pod-autoscaler-sync-period=10s \
--horizontal-pod-autoscaler-use-rest-clients= \
--node-monitor-grace-period=10s \
--cluster-signing-cert-file=/etc/kubernetes/pki/ca.crt \
--address=127.0.0.1 \
--leader-elect= \
--use-service-account-credentials= \
--controllers=*,bootstrapsigner, tokencleaner \
- -kubeconfig=/etc/kubernetes/controller-manager.conf \
--insecure-experimental-approve-all-kubelet-csrs-for-group=system
:bootstrappers \
--root-ca-file=/etc/kubernetes/pki/ca.crt \
--service-account-private-key-file=/etc/kubernetes/pki/sa.key \
--cluster-signing-key-file=/etc/kubernetes/pki/ca.key



Controller Manager = 1F 7 2

kube-controller-manager

kube-controller-managerd — % 2| 69 32 %] 25 20 1%, =4

1. obos #h ey FER B

o

o

o

o

o

EndpointController
ReplicationController :
PodGCController
ResourceQuotaController
NamespaceController
ServiceAccountController
GarbageCollectorController
DaemonSetController
JobController
DeploymentController
ReplicaSetController
HPAController
DisruptionController
StatefulSetController
CronJobController
CSRSigningController
CSRApprovingController
TTLController

2. kB HTRENE > TR ENRELSH B

o

o

o

o

o

o

TokenController
NodeController
ServiceController
RouteController
PVBinderController
AttachDetachController

FRNF L TR E > TEAIBRARERGH R

o

o

BootstrapS|gnerControIIer
TokenCleanerController

AT AR] 5

A=



cloud-controller-manager

cloud-controller-manager Kubernetes & Jil Cloud Providerty 8t & 4 & & » fl ke b=
MR G369 dEH] » e tE— AT 09IEH B

e CloudNodeController
e RouteController
e ServiceController

o fa] PR 1E 5 7T F

B #HitX E --leader-elect=true J& * controller manager&1% M % ¥ & it .69 7 X,
BBFLIFE RALY AL LA StartControllers() BHATHIEHR S » Mtk
oM AR AT Rk o

% Bk 289 £ I % ik Nleaderelection.go ° € £ I T A KR4 (Endpointsk
ConfigMap * kube-controller-manager##cloud-controller-manager#r 1% i Endpoint
4) - @it &% % JR &9 Annotation ( control-
plane.alpha.kubernetes.io/leader ) * kT I X% °

Jo 7T PR TE 5P AR

MKubernetes 1.774% » FT A & & %42 TR TA0H LGB A 3[4 54E A Informer ©
Informer#e it T A T EFi@ 4009 R % G AUH] » TVUEM TR TG SR KL > H T A
KRBT APIE A o

Informer®y4& A 7 % T VA 5 # i 2


https://github.com/kubernetes/kubernetes/blob/master/pkg/client/leaderelection/leaderelection.go
https://github.com/kubernetes/client-go/blob/master/tools/cache/shared_informer.go
https://github.com/feiskyer/kubernetes-handbook/blob/master/examples/client/informer/informer.go

Kubelet

BAF B _EARE 4T — A kubelet/B % # 42 » Bk K7 102505% 2 » B ATmaster X &
#is 4 » I PodAPod¥ 8% £ o & 4Mkubeleti# 42 & £ APl Server L iE M ¥ 5 8 & 13
& T Emaster¥ AL/ T A FRALAE L o il LcAdvisorhiEF AR BT

I oE e

T

TATEIZRET R EMT RS 4

o

o Kubelet™ »Ai@ 1% & & 3 5 4k --register-node k #4 T & & @ API| ServeriZ#t 8 T ;

o 4R Kubelet® A #4% E] EMAERX o MEZA P A R ENode TR E 0 RN FE
& smKubelet £ 7 L9 AP| Servertg 4 & ;

. Kubeletii st il AP ServeriZ At ¥ 545 & » I 2 i G API Server & i 7 & # K
B > API Serverit 30k 3 #7174 & )& » %13 BB Aetcd

Pod % 3%

I PodiF %

Kubelet¥APodSpec#) 7 A, LAk - PodSpec& 44 it — 4A~Pod & YAML S JSON*f £ o
kubelet& Al — 438 & &-# ALH] #2469 PodSpecs ( £ %3 L apiserver) » 45 R &
PodSpecs F 4 it 69 PodE # & & 4T ©

mKubeleti2 4 7 & L F £i5 {7 69PodiF £ 69 77 %

o UM : B A5 %k --config 48 & 09 BL B B R T 89 U (K
ik/etc/kubernetes/manifests/) ° % X204 E# L —K (TRE) °
e HTTP endpoint (URL) : & 3 % %k --manifest-url & & o 5204/ # & — K& s &
(THE) o
e API Server : i X API Serveri¥iJretcd B % » F] F PodiF % -
e HTTP server : kubeletffl 5T HTTP15 K » Hom 2 i £ 69 APIDVAFR 337 69 PodiF & o

i@ 1T API Server it B Pod i % & 4| 2 Pod 8 iT 42



Kubeleti® it API Server Client(Kubelet/z b B €] 2 )% il Watch e List#) 7 X %
7t "/registry/nodes/$ & 7 ¥ & & "F"Iregistry/pods” B & » ¥ RIS &R P B KWL 5
& o

Kubelet ¥ "retcd » FT A 4 2t Pod #9345 41 % 2tk Kubelet S o 3| o 4o % & ILA 3 69 41 € 3|
AF A #gPod » W& BPodiF # 89 & K612 % Pod o

do B & I KK Pod A5 2L 0 M Kubelet2 & & 48 2 69157 » tede M ePod P X ANE R
Bt » W38 it Docker ClientMl B2 & & o 4o R XM R KT & 69Pod » W M & 48 k69
Pod » #i& it Docker Client#| ixPodF 89 & % -

Kubeletis B % 77 3| 6912 B » 4o R 24| E o5 2 PodfE % » MATe TR :

o A %Podel & — M4k B X
o JMAPI Serveriz B iZPodi& #£
o A %Podi: HIMEE A
e T #Pod/l 3| #)Secret ;
o BT BEY J::‘éﬁé‘JPod » 4o R1ZPod A A B % APause® & XA B # 0 M i%
WPOdEATA B EWNRAE o WwRAEPoAT A &M IR E > MMEZLETE
o« A kubernetes/pause”/%m%ﬁ HMPodbl E—NEH o Pause® & Al T4 % Pod T A7
HEMER G o 4|2 —N69Pod » Kubeletft & 4] 2 — MPause & & » A
GAlER AR o
e #Pod*¥ é’]ﬂ‘/\”' B TRAE
1. AR BTHH—"hashih » KB A 5 % 694 F%KDocker& 9 24 & % % #hash i o
EERINES > BAFhashtd 7 F » W45 .EDocker P & % 69 # 42 » #1552
kB tgPause B & 9 HAL s X RmAAE 0 W FBAEATL L
2. WwREBMLIET » BE R RA G T HrestartPolicy » M REAEFTLIE
3. A Docker Client T # % & 4t1% » 18 Docker Clienti& 472 &

Static Pod

BT A& vAJEAPI Server7r X 4| 2 69 Pod4T ™ Static Pod ° Kubelet4 Static Pod 89 & & iC 4& %
API Server * API Server /] i Static Pod€] Z — /~Mirror Pod#= 348 It & o Mirror Pod %)
KA B 5 R BkStatic Pod#9R & o % Static Pod# M| Ik B » &5 48 24 &2 9 Mirror Pod+.
LA 4 o

Podil A X IKAREE SR ERS:



e (1) LivenessProbe ¥4t : FI THI W& & & G4t fk » & 7FKubelet— /% S+ 2 B3 4%
2T T E IR E o 4o R LivenessProbedR 4K M B 5 & T & 0 M Kubelet¥ #] ik
GER O TRERBNER REHMALGLE c R —-ANAEET LA
LivenessProbeif 4t » A8 2 Kubeletih # 1% % % #LivenessProbedf 41 & = &) {4 /K &
A&"“Success” ;

e (2)ReadinessProbe : A TH B ZE AL E B 3 TR A E &M F R o 2R
ReadinessProbed® 4t 1K M 2] & K » M Pod 9K A& ¥ #4145 7 - Endpoint Controllers¥
M Service #3Endpoint F #| & 6, 41% & & BT /£ Pod 89 P33k 8 Endpoint & B ©

Kubelet® #118 F % % F #9LivenessProbeix 41 & 4 W1 2 % 69/ & K 3L ° LivenessProbe
84 T A L7 ¢

o ExecAction : £& & AFPAT— MG 4 > WwREFSOGBEHREL A0 NANE
E 9 B

e TCPSocketAction : i# & 2 3 69 IP3#b ik fo g @ 5 HATTCPA & » 4o Rk v G617
j¥] s MR BA B AR

o HTTPGetAction : i & & 69IP# it fesg 0 5 AR Z B AHTTP GETZ &% » R A
B KA KT 4 -T200E1F400 » MAkAFE SRS -

2

LivenessProbeif 4 ¢4 £ Pod € 3L #9spec.containers { £ MN&E &} F o

cAdvisor it & I5 3%

Kubernetes &8+ » & AL F 69 PAT I SU-T A TR g 28 %] L W M 2] > X228 5] 6,45
%% ~ Pod ~ Servicefs ¥ AN E#F o

Heapster®l B 4 Kubernetes#2#t 7 —MNEA K K12+ & > A LR LA 69 Bisfe F &
2 4 M 3 (Aggregator) ° HeapsterAPod#) 7 X & 47 /£ £ #f F » Heapsterid i Kubelet &
RITHBITEERFFOY & tEA kB ZXEY &6 FRAEAHFL - Kubeletid i
cAdvisor ik BUIL AT 2 & A F B 69438 - Heapsteril it # & X B A7 & 69Pod 4 413X #43
B WHFIERMIER] —ANTERENE® » M THEATRICRET o LIF0E#% 045
InfluxDB (1% ] Grafana 52 #L = #.1%)4» Google Cloud Monitoring ©
cAdvisorE — N R 6 AT E B T IRAL A R AR AR AF O RE LA » LR
Kubernetes X% F o cAdvisor & sh &AM A L LT AT A ELHEE > A5 RKRECPU~ A
B~ XM A G Ao B %A% R 69 47142 & » cAdvisorifi it AT ¥ EMEIRootE % » REFF
DA% BALEY A @A RO o

cAdvisorifl i L AT 2 ¥ B ALEI41945% 0 R E — A £ 65U

& s kubelet T 7]



/usr/bin/kubelet --kubeconfig=/etc/kubernetes/kubelet.conf \
--require-kubeconfig= \
--pod-manifest-path=/etc/kubernetes/manifests \
--allow-privileged= \

--network-plugin=cni \
--cni-conf-dir=/etc/cni/net.d \
--cni-bin-dir=/opt/cni/bin \
--cluster-dns=10.96.0.10 \
--cluster-domain=cluster.local \
--authorization-mode=Webhook \
--client-ca-file=/etc/kubernetes/pki/ca.crt \
--feature-gates=AllAlpha=



kubelet Z1£ J& 32

4o Tkubelet A <8 24+ 45 4 B BT = » Kubelet® ¥ % R S8 40444 5%,

o Kubelet API » .3#102505% 2 697 1EAP| ~ 41943% v &5cAdvisor APl ~ 102555% 1 9
REAPIA B 1024855 © 891 B s £ API

e syncLoop : API&# manifest B &3 Pod & #7 » & % % podWorkersX 3 » K&
1% J channel#t 32 & 4 32 7 F 15 R

e ZHBhtImanager ° 4=cAdvisor ~ PLEG ~ Volume Manager# ° & #syncLoop A 919
H e TAE

o CRI: ZEMAT5 HEH 2 » i 57 Hcontainer runtime shimi@ {3

o BEREMATIE » dodockershim ~ rkt¥F (iZ : rkt¥ & T ACRI# T4 )

o M ZIEMF o B A X FHCNIF=kubenet



110250 4194 110255 .
i e :10248/healthz
Kubelet API cAdvisor HZAPI Kubelet AP
PLEG DiskSpaceManager Image GC
: synclLoo
cAdvisor Y P StatusManager Container GC
GPUManager EvictionManager ImageManager
OOMWatcher PodWorker
Volume Certificate
ProbeManager Manager Manager
Container Runtime Interface
CRI gRPC server
Network Plugin Remote
etwo g rkt manager Container Runtime

CNI kubenet

dockershim

Docker

Rkt




TBf (Container Runtime) &Kubernetesmm & #6442 — > i 7 HE L5 E 5%

Fo g 35 09 A Bl A o Kubeletid i Container Runtime Interface (CRI)5 & & &478 X
Lo AREHREE -

CRI

Container Runtime Interface (CRI)>2Kubelet 1.5/1.6F L& i T 49—k B » CTH T
LT Kubelet Container Runtime API » ¥ J& %k 7.4 @ #)Pod % 5| 89 AP1¥F 5~ a%, & 1]
Sandbox#=ContainerfJAPIl » 34 & 418 B2 fe R R 51 E 3| R R 89 R % o

CRI
protobuf

container J/L

Docker

Docker runtime # 4z & XA £ kubelet M &F » 2 42 € Ao 451 I & 47 49 Runtime °

F R T (DockerM A% 525%) Adocker Al Fe 52 3%, 44 69 S % o

Hyper

Hyperﬂz—*/\%nypemsoré’J K47 > AKubernetesH kT &% » E AT S M
PRI R TR ERZNHFT -

Hyper iz Kubernetes#y & m&*ft B 4 frakti » https://github.com/kubernetes/frakti » B A1 & %
#Kubernetes v1.6+ °

Rkt

rkt>& 5 — A~ & A2 kubelet P 3R 69 & £ 2478 » {240E £ L £ CRI#) %
L » https://github.com/kubernetes-incubator/rktlet °


https://yeasy.gitbooks.io/docker_practice/
http://hypercontainer.io
https://github.com/kubernetes/frakti
https://github.com/kubernetes-incubator/rktlet

Runc

Runc# @ A% #, » cri-o#=cri-containerd

e cri-containerd » & f£ 7 & P
e cri-o° & X ¥ Kubernetes v1.6


https://github.com/kubernetes-incubator/cri-containerd
https://github.com/kubernetes-incubator/cri-o

kube-proxy

# & LB LA E 4T — A kube-proxy R % » & % 9T API server ¥ service##endpoint#y £ 1t
R i diptables¥ k AR 4B E i 8398 (R LHTCPAUDP) -

kube-proxy =T VA B 24T £ AL E » 47T vl hstatic pod & # daemonsetty 7 X & 4T o
kube-proxy % A X # — T JUH# £ 3,

e userspace : R ABY#HFE > CER P ZREF—4#o ﬁﬁ%‘}]ﬁk' i
iptables#t X 2| & ANsx v » KRB AL AR R KIHHF] LR Pod ° % & Nk L& 6917
RAGE R RAK » A R AP ARARAN o

e iptables : B Al #5897 £ » LA YAiptables# N 89 7 X 5k 52 Hservice fi &K ¥ #r - %
FARAREZOFEALMRSE 5 9HE 7~ £ K % tiptables#LN] (R A ARE L ILA
&) 0 KAET A MEEE A

e winuserspace : Fluserspace * 124X T/ Z£windows Lt

A9k K Tipvst 7 RaEA£ 6T (L#H44063F7slide) » RAARRFILT T A KRR
At > tudoslide Z @3 B89 T4 4R R RN G5 B BAT 4R o

Iptables


https://github.com/kubernetes/kubernetes/issues/44063
https://docs.google.com/presentation/d/1BaIAywY2qqeHtyGZtlyAp89JIZs59MZLKcFLxKE6LyM/edit

-A KUBE-MARK-DROP -j MARK --set-xmark Ox8000/0x8000

-A KUBE-MARK-MASQ -j MARK --set-xmark 0x4000/0x4000

-A KUBE-POSTROUTING -m comment --comment "kubernetes service traffic
requiring SNAT" -m mark --mark 0x4000/0x4000 -j MASQUERADE

-A KUBE-SEP-55QZ6T7MF3AHPOOB -s 10.244.1.6/32 -m comment --comment "d
efault/http:" -j KUBE-MARK-MASQ

-A KUBE-SEP-55QZ6T7MF3AHPOOB -p tcp -m comment --comment "default/htt
p:" -m tcp -j DNAT --to-destination 10.244.1.6:80

-A KUBE-SEP-KJZJRL2KRWMXNR3J -s 10.244.1.5/32 -m comment --comment "d
efault/http:" -j KUBE-MARK-MASQ

-A KUBE-SEP-KJZJRL2KRWMXNR3J -p tcp -m comment --comment "default/htt
p:" -m tcp -j DNAT --to-destination 10.244.1.5:80

-A KUBE-SERVICES -d 10.101.85.234/32 -p tcp -m comment --comment "def
ault/http: cluster IP" -m tcp --dport 80 -j KUBE-SVC-7IMAZDGB20ONQNK4Z
-A KUBE-SVC-7IMAZDGB20NQNK4Z -m comment --comment "default/http:" -m

statistic --mode random --probability 0.50000000000 -j KUBE-SEP-KJZJR
L2KRWMXNR3J

-A KUBE-SVC-7IMAZDGB20ONQNK4Z -m comment --comment "default/http:" -j

KUBE-SEP-55QZ6T7MF3AHPOOB

e #1kube-proxy i |
kube-proxy --kubeconfig=/var/lib/kube-proxy/kubeconfig.conf

kube-proxy =~ <

kube-proxy B A {x X #TCP#2UDP » & X HHTTPH &1 » # LA XA (2 B Hhh] - &
T LA i B 2 sLingress Controllerty 7 i sk f# & o



kube-proxy T 1F 7 2

kube-proxy % 9T AP| server ¥ serviceF7endpointfy £ 1t 3L » 7 T userspace -

iptables < proxierk A R % B & §i #3948 (R XHFTCP#UDP) -

Userspace

servicelnformer

110256 110249
healthz metrics API
: Sync ()
ProxyProvider SyncLoop()
OnEndpointsAdd ()
. OnEndpointsUpdate()
endpointinformer OnEndpointsDelete()

OnEndpointsSynced()

Iptables

OnServiceAdd ()
OnServiceUpdate()

OnServiceDelete()
OnServiceSynced()

Winuserspace




kube-dns

kube-dns # Kubernetes £ #£ 12 & % IR % » — A% i@ daddon® 7 X3 F » Mv1.3m KA
o RAT—ANAEGARHRS o

X FYDNSH R,

e Service
o Arecord : & & my-svc.my-namespace.svc.cluster.local °* f#HTIP4 A A
Gt
» il Service #2477 Cluster IP
» Headless Service 47 4 4§ & 69Pod IP7] &
o SRV record : £ & _my-port-name._my-port-protocol.my-svc.my-
namespace.svc.cluster.local
e Pod
o Arecord: pod-ip-address.my-namespace.pod.cluster.local
o 1% T hostname#f*subdomain : hostname.custom-
subdomain.default.svc.cluster.local ° %= T AT

apiVersion: vi
kind: Pod
metadata:
name: busybox2
labels:
name: busybox
spec:
hostname: busybox-2
subdomain: default-subdomain
containers:
- image: busybox
command:
- sleep
- "3600"
name: busybox

X ¥ fe B A A DNSIR 5 £ A= L5 DNS/R % &



JKubernetes 1.67F% » =T L3l i A kube-dnsi2 #: ConfigMap sk 52 3 ad 4 AR A & L%
LAAREBNAELIRE o Bl > TEOREFEANT — L RGHARDNSR S EFo A
AN EHDNSIR % & o

apiVersion: vi
kind: ConfigMap
metadata:
name: kube-dns
namespace: kube-system
data:
stubDomains: |
{”acme.local”: [“1.2.3.4"]}
upstreamNameservers: |
[“8.8.8.8", “8.8.4.4"]

1R Lty w B 0 &9 KRB k4 K % Flkube-dns ¥ DNS % 4 2 (Dnsmasq k%
%) DnsmasqR % % &kt dE ReYE% > A E#E % (Hl4= : ".clusterlocal”) #
iH R K fEkube-dns » K A ARRE 469 4R (B4 @ ”.acme.local”) & & & £ 5|
BB A A DNSIE 5 £[1.2.347] « B » Tt RALAT I 6 5 403% KI5 24k & £ B Lot
DNS [“8.8.8.8”, “8.8.4.4" & -

kube-dns
upstream DNS ':.“: ::g |DD;? kube-dns

(8.5.8.8, 8.8.4.4) i “_2_3'__4] * cluster.local.
DNS cache Fi
{dnsmasq) 82

Pod
dnsPolicy: ClusterFirst
Je #kube-dns 7 %

—fx i taddon®y F R EDNSIK % » X & AKubernetest B s — A~ 848 =A%
Pod * =47 #DNS#H X9 = MR % -

k]

3|


https://github.com/kubernetes/kubernetes/tree/master/cluster/addons/dns

kube-dns --domain=cluster.local. --dns-port=10053 --config-dir=/kube-
dns-config --v=2

dnsmasg-nanny -v=2 -logtostderr -configDir=/etc/k8s/dns/dnsmasq-nanny
-restartDnsmasq= -- -k --cache-size=1000 --log-facility=- --serv
er=127.0.0.1

sidecar --v=2 --logtostderr --probe=kubedns,127.0.0.1:10053, kubernete
s.default.svc.cluster.local.,5,A --probe=dnsmasq,127.0.0.1:53, kuberne
tes.default.svc.cluster.local.,5,A

525 AL

e dns-pod-service /-4


https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/

kube-dns Z1E /7 3%

4o T B BT 7 » kube-dns®1 =AM & B H A& -

e kube-dns : DNS/E % 89 4% 204 » % %t KubeDNS#»SkyDNS 4L &
o KubeDNS fi 5t % %7 Servicef»Endpoint®) AL HF 5L » H4§ 48 X 6913 & £ 37 5|
SkyDNS
o SkyDNS fi % DNSAEH » U5 % £ 100533% 2 (tcp/udp) * Fl B¢ 4L % £ 1005554 0
& Htmetrics
o kube-dnsiZ Yo7 T 80813% 0 » VAL B A &1
e dnsmasg-nanny : ft it B hdnsmasq * JF /& B & & 4 T iLEt £ 5 dnsmasq
o dnsmasq#yupstream 4 SkyDNS » Bp &% A 3 69 DNS 247 &1 SkyDNS fi 3¢
e sidecar : i & B4 AR EDNS metrics ( %97 £100543% @)

tcp:53
tcp:8081/readiness udp:53
tcp:8081/cache KubeDNS
tcp:10053
udp:10053 SkyDNS HESieam dnsmasq
http:10055/metrics
kube-dns dnsmasg-nanny
probe=kubedns,127.0.0.1:10053 probe=dnsmasq,127.0.0.1:53
dnsProbe
http:10054/metrics otes
sidecar

TR D 5 AT

kube-dns &) X5 & 22 Jkubernetes 2@ 4~ & &4k » 25| T
https://github.com/kubernetes/dns °


https://github.com/kubernetes/dns

[info] %25 kR A
A R &AL TKubernetes DNS 1.14.258 & o

kube-dns ~ dnsmasq-nanny#=sidecar#y X443 £ A cmd/<cmd-name>/main.go 14 *
2 %18 pkg/dns ~ pkg/dnsmasq A7 pkg/sidecar AR EGTEE o f IR A%
DNS/###H N Z B3] M T github.com/skynetservices/skydns/server #/&XA5 » £
52 3, Wskynetservices/skydns ©


https://github.com/kubernetes/dns/tree/ff416ee2481f2cfa811645d403f596060f8f69ab
https://github.com/skynetservices/skydns/tree/master/server

Federation

EEHERBET o RS9 RE R CE ML B & —MKTAA : Bl 24 (Host » Node) ~

% EHE TAR (Available Zone) ~ %5 TR F3R (Region) ~ %5 3RFR %
(Cloud Service Provider) ~ % =-F & o K8sty1k 1t @ n T % — A £ Fl — A A -
B A Bl —ANHy R 69 B 28-ME 58 4 A8 R K8s B9 R B Fe it B G ik B 2 K o M FAF B
(Federation) %t & %4 £t %5Region® /R % H K8s £ #F Mk % Mm% 1H9 o

#/~Federation& & T4 4% X /&% ~ API Serverf=Controller Manager ° J 7 7 ¥Ail
Federation#JAPI| Server iz #t % Federation 9 & 5 K8s Cluster - % M 7 i i¥ Federation é’J
API Server@| & ~ # APIxt %8 » Federation API Server&- & & T A7 A i M 49 -FK8s
Cluster#t 6 2 — 2t &2 89 API st % o £ 3R 4k 1k 435 RIR %8 » K8s Federation4 4o /& El
T 69 & A -FCluster 8] # fi #3447 » faf T & % 5] XA B 4RK8s Clustert 1 %45 K »

1R B8 31X ANK8s Clusterik .42 Bk % BF — 4% 6918 A% X 2 #K8s Cluster A 3f &9 ?3?43"74??
7 Cluster 18] &9 i 235 #1238 3R % MR 5 69 R RGBTk 269 o

Federation DNS lookup table

mysgl
redis " ‘
mysql svc redis svc
Mew York ! San Francisco
Cluster DNS lookup table Cluster DNS lookup table
mysgl mysql
redis —_— redis | —

BT A 691% TH4R R 2 % *IK8s ClusterfL A & TAE A4 » XA 3t T HA-FK8s F A k1L »
F R EEF IR A —/NK8s Federation » L3k & &ok & BT A LA K8 R Fe L] R &
% A A Federation ¥ 88 A 1£4T T 1L o



3.8 Federation

kubectl @
U San Francisco
——
U New York
. ’ Berlin
v
Rt Federation Controller Manager
API server
San Francisco New York Berlin
eted eted eted
° .
L] L]
L] L] L]
API server Controller RElseren Controller RPllserver Controller
Manager Manager Manager

=

Federation £ % 6135 = /> 404+

‘OOO LOO

Federation Control Plane

Kubernetes Control Plane

Distributed Workers

« federation-apiserver : %X kube-apiserver » 12424 &9 & 35 £ 2 9REST API
o federation-controller-manager : % fkube-controller-manager » 1242 #t % £# K &

#) Bl 4 AL H]

e kubefed : Federation % ¥ 4447

Federation % 7 %

T # kubefedF=kubectl

kubefed T #

A

261



curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/kubernetes-client-1linux-amd64.tar.gz
tar -xzvf kubernetes-client-linux-amd64.tar.gz

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/kubernetes-client-darwin-amd64.tar.gz
tar -xzvf kubernetes-client-darwin-amd64.tar.gz

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/kubernetes-client-windows-amd64.tar.gz
tar -xzvf kubernetes-client-windows-amd64.tar.gz

kubect!#) T 8 Tk A% X Z o

At £ & BF

HF—OIHEAF9Kubernetes EFFRAE ) 2 B8 > VB AR IR T @ 0 BB
A¥tkubeconfig ° ABE4T kubefed init 4 ki i £ &3 :
$ kubefed init fellowship \
--host-cluster-context=rivendell \

--dns-provider="google-clouddns" \

--dns-zone-name="example.com." \

--apiserver-enable-basic-auth= \
--apiserver-enable-token-auth= \
--apiserver-arg-overrides="--anonymous-auth=false, - -v=4"

$ kubectl config use-context fellowship

B < 3L DNS

coredns & & %38 F — Letcd £5 > T L A helmk3 % :



$ helm install --namespace my-namespace --name etcd-operator stable/e
tcd-operator

$ helm upgrade --namespace my-namespace --set cluster.enabled= et
cd-operator stable/etcd-operator

R G 2} & coredns

$ cat Values.yaml
isClusterService:
serviceType: '"LoadBalancer"
middleware:
kubernetes:
enabled:
etcd:
enabled:
zones:
"example.com."
endpoint: "http://etcd-cluster.my-namespace:2379"

$ helm install --namespace my-namespace --name coredns -f Values.yaml
stable/coredns

1% Kl corednsit » 3% & 4% A coredns ) & &



$ cat $HOME/coredns-provider.conf

[Global]

etcd-endpoints = http://etcd-cluster.my-namespace:2379
zones = example.com.

$ kubefed init fellowship \
--host-cluster-context=rivendell \

F*

R F LA ekubeconfighie & 4 AR
--dns-provider="coredns" \ # DNSIR % #EL7 » & X Fraws-rout
e533google-clouddns
--dns-zone-name="example.com." \ # ORLEYE LR G
--apiserver-enable-basic-auth=true \ # Jribasicilit
--apiserver-enable-token-auth=true \ # 7t/ tokenihit
--dns-provider-config="$HOME/coredns-provider.conf" \ # corednsft i

--apiserver-arg-overrides="--anonymous-auth=false, --v=4" # federa
tion API server B & 4%k

A S— T

4 T2 HLER F

KIHALT » kubefed init £ 4]# —“~LoadBalancer & #federation API serverfk
% » 3 % £Cloud Provider®) X # o 2 F0 » TA@E --api-server-
service-type 4§ 3 2 s NodePort :

$ kubefed init fellowship \
--host-cluster-context=rivendell \ R F EAF tkubeconfighc & % AR
--dns-provider="coredns" \ # DNSIR % #EL7 » & X Fraws-rout
e532google-clouddns

By

--dns-zone-name="example.com." \ # BELEHE S LM G
--apiserver-enable-basic-auth=true \ # JFiZbasicilit
--apiserver-enable-token-auth=true \ # JF 2 tokenilit
--dns-provider-config="$HOME/coredns-provider.conf" \ # corednsft &

--apiserver-arg-overrides="--anonymous-auth=false, --v=4" \ # fede
ration API server 8 & L5 %

--api-server-service-type="NodePort" \

--api-server-advertise-address="10.0.10.20"




8 7 L etcd 5 fiz

KINE LT » kubefed init A X AIZEPVE) 7 XA etcd bl ZFH XL G4 o 2R
kubernetes &2 1~ X &3 A1 2PV » W T A kb 2PV » 2 EPVEILE kubefed #)
PVC:

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
annotations:
volume.alpha.kubernetes.io/storage-class: "
labels:

app: federated-cluster

yeS”

name: fellowship-federation-apiserver-etcd-claim
namespace: federation-system
spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: Gi

E A
M £ BRI 0 EAtkubernetes £ AT A1l kubefed join @ 4-Ae N EBFFE AR ¢

$ kubefed join gondor --host-cluster-context=rivendell --cluster-cont
ext=gondor_needs-no_king

Y L)
%14 = Mt ®| Federation #7kubernetes & # 7| &

$ kubectl --context=federation get clusters

ClusterSelector



v1.7+ % 3 1& Mlannotation federation.alpha.kubernetes.io/cluster-selector #
# 2t £ #4Fkubernetes £ #f ° %annotation 8914 & — 4N json#L 4 0 Hate

metadata:
annotations:
federation.alpha.kubernetes.io/cluster-selector: '[{"key": "pci
", "operator":
"In", "values": ["true"]}, {"key": "environment", "operator":
"NotIn", "values":
["test"]}]'

FERILFOES A4

o key : %%t #)label % T
e operator : £.4&In, NotIn, Exists, DoesNotExist, Gt, Lt
e values : %% #)labelfd

xK N >
RIS

E ARV T+ XA RSB o
T+ B R B 7 ik

(1) 4l#ConfigMap

kubectl create -f https://raw.githubusercontent.com/kubernetes/kubern
etes.github.io/master/docs/tutorials/federation/scheduling-policy-adm
ission.yaml

(2) %#ifederation-apiserver
kubectl -n federation-system edit deployment federation-apiserver
3 e R

--admission-control=SchedulingPolicy
--admission-control-config-file=/etc/kubernetes/admission/config.yml

3% Aavolume :



- hame: admission-config
configMap:
name: admission

3¢ jmvolumeMounts:

volumeMounts:
- name: admission-config
mountPath: /etc/kubernetes/admission

(3) 3rEsM3r K %51 % » 4wOpen Policy Agent (OPA)

kubectl create -f https://raw.githubusercontent.com/kubernetes/kubern
etes.github.io/master/docs/tutorials/federation/policy-engine-service
.yaml

kubectl create -f https://raw.githubusercontent.com/kubernetes/kubern
etes.github.io/master/docs/tutorials/federation/policy-engine-deploym
ent.yaml

(4) €©l#namespace kube-federation-scheduling-policy ¥A#EIN3R R 5] %4k
A

kubectl --context=federation create namespace kube-federation-schedul
ing-policy

(5) €1 =%

wget https://raw.githubusercontent.com/kubernetes/kubernetes.github.i
o/master/docs/tutorials/federation/policy.rego

kubectl --context=federation -n kube-federation-scheduling-policy cre
ate configmap scheduling-policy --from-file=policy.rego

(6) BiE R %


http://www.openpolicyagent.org

kubectl --context=federation annotate clusters cluster-name-1 pci-cer
tified=true

kubectl --context=federation create -f https://raw.githubusercontent.
com/kubernetes/kubernetes.github.io/master/docs/tutorials/federation/
replicaset-example-policy.yaml

kubectl --context=federation get rs nginx-pci -o jsonpath='{.metadata
.annotations}'

£ B % 4% T

EREFA XFATEHER TR » XL F RS A LA ZMGkubernetes £ 5 4] & :

e Federated ConfigMap

e Federated Service

e Federated DaemonSet

e Federated Deployment

e Federated Ingress

e Federated Namespaces

e Federated ReplicaSets

e Federated Secrets

e Federated Events ({2 # /& federationd# #|-F @ )

tb4e1% Fl Federated Service® 7 4= T :



$ kubectl --context=federation-cluster create -f services/nginx.yaml

$ for CLUSTER in asia-eastl-c asia-eastl-a asia-eastli-b \
europe-westl-d europe-westl-c europe-westil-b

us-centrall-f us-centrall-a us-centrall-b us-

centrall-c \
us-eastl-d us-eastl-c us-eastl-b
do
kubectl --context=$CLUSTER run nginx --image=nginx:1.11.1-alpine --
port=80
done

$ kubectl --context=federation-cluster describe services nginx

VLA T DNS 5 BB IRIR % 0 35 A& X, 645 L T LAY

e nginx.mynamespace.myfederation.
e nginx.mynamespace.myfederation.svc.example.com.

e nginx.mynamespace.myfederation.svc.us-centrall.example.com.
e R: 4
Ml i SR A%
$ kubefed unjoin gondor --host-cluster-context=rivendell

M P4 SE B BE A

AR IRVER T @AM PR AL ALK P o B AT w43 it M Frnamespace
federation-system # 7 ik kF®E (EZpv R amig)

$ kubectl delete ns federation-system

b AL



3.8 Federation

o Kubernetes federation
e kubefed

270


https://kubernetes.io/docs/concepts/cluster-administration/federation/
https://kubernetes.io/docs/tasks/federation/set-up-cluster-federation-kubefed/

kubeadm L1 & 32

kubeadm-ZKubernetes 4 693 F T A X — » E A RBERFLXF o

4510 A %

BT A LB AN E b B B #AT5] % (dedockersifraktisF ) Frkubelet o X2 H 4
kubeadmf& #i kubelet >k /& 31 Master 84+ » H4wkube-apiserver ~ kube-manager-
controller ~ kube-scheduler ~ kube-proxy % ©

s, gp
2z master
& dsftmasterit » R F Z M ATkubeadm initdr 4B T 5 thdw

kubeadm init kubeadm init --pod-network-cidr 10.244.0.0/16 --kubernet
es-version latest

BAG A5 A

AARERE

. iﬁktoken

o R E 2% CAF 7T JRBTIE $5

o % mxkubeconfig il T kubeleti% #API server

o 1 Master84 4 M Static Pod manifests » 7 73] /etc/kubernetes/manifests H
xF

o it & RBAC 1% & Master node R & 474 %] -F @ L4+

o RIEMMIRSE > thdekube-proxyFf2kube-dns

A & Network plugin

kubeadmZ #7146 LB 3 R X O M %464 » BILE LT » kubelet® & 1% A CNId&E 4 » X 4%
NEEZ P RPN s M 4G54 o

CNI bridge



mkdir -p /etc/cni/net.d
cat >/etc/cni/net.d/10-mynet.conf <<-EOF

{
"cnivVersion": "0.3.0",
"name": "mynet",
"type": "bridge",
"bridge": "cni@",
"isGateway": ,
"ipMasq": ,
"ipam": {
"type": "host-local",
"subnet": "10.244.0.0/16",
"routes": [
{ "dst": "0.0.0.0/0" }
]
}
}
EOF
cat >/etc/cni/net.d/99-1loopback.conf <<-EOF
{
"cniversion": "0.3.0",
"type": "loopback"
}
EOF
flannel

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel-rbac.yml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel.yml

weave

kubectl apply -f https://git.io/weave-kube-1.6

calico



kubectl apply -f http://docs.projectcalico.org/v2.1/getting-started/k
ubernetes/installation/hosted/kubeadm/1.6/calico.yaml

AxFeNode

token=$(kubeadm token list | grep authentication,signing | awk '{prin
t $1}')
kubeadm join --token $token ${master_ip}

X ELAEVAT AT B

e JAAPI server T #CA
o GIIEARMIES - H1F RAPI Server& 4
o /5 B B kubeletik # %] API Server

S gy
M M2 &
kubeadm reset

R

e kubeadm Setup Tool


https://kubernetes.io/docs/admin/kubeadm/

hyperkube

hyperkube & Kubernetes#Jallinone binary » T ¥A fl 5k B 5 % #¥kubernetes/R % » # Al &
Docker#t % F o & /~Kubernetes & A 4 4 F| it & 78 — A~ €, & hyperkube #9docker4t 1% »

4= gcr.io/google_containers/hyperkube:v1.6.4 °
hyperkube % #F 8 F4 4 45

e kubelet

e apiserver

e controller-manager

o federation-apiserver

o federation-controller-manager
e kubectl

e proxy

e scheduler



kubecti

kubectlZKubernetes #4447 L& (CLI) ° &Kubernetesfl F #= % 32 i o0 & 69 % 32 L
Ao

kubectl#2 4t 7T K &84 T4 4 » 712 % HKubernetes EZE F o) XA h 4t o X ERAE T 7] &
T X o fAENE T olT 44504 8

e kubectl -h &F F4# 47 %

e kubectl options && 4 F LR

e kubectl <command> --help && T 4654 8

e kubectl [command] [PARAMS] -o=<format> % &# #H# X (4=json ~ yaml ~
jsonpath% )

AC &

1% A kubectl 7 5 — ¥ & & & Kubernetes £ 2 A BN IE 7 X, » 4%

e clusterfz & : Kubernetes serverit
e MPIZE AP L ~ BALRE4A
o Context : cluster ~ | 7 13 & X A Namespace ) 414

T
kubectl config -credentials myself --username=admin --password=sec
ret
kubectl config -cluster -server --server=http://localhost:808
(0]
kubectl config -context default-context --cluster= -server --u

ser=myself --namespace=default
kubectl config use-context default-context
kubectl config view

o K

o @# : kubectl run <name> --image=<image> ## kubectl create -f

manifest.yaml



o %149 : Kkubectl get <resource>
o T
o M : kubectl delete <resource> <name> & kubectl delete -f

manifest.yaml

o ’Ki@Pole : kubectl get pod <pod-name> -o jsonpath='{.status.podIP}'

9

% M AT 4 ¢ kubectl exec -ti <pod-name> sh

=

o XX HE : kubectl logs [-f] <pod-name>

TPk )
o

GQ

o FHIR% : kubectl expose deploy <name> --port=80

% > kubectl run 1X X #Pod ~ Replication Controller ~ Deployment ~ Job#f=
CronJob % JLAt 7k o ARG %R XA & & 4 4k F 89 - Bk A Deployment :

QI8 TR KM e
Pod --restart=Never
Replication Controller --generator=run/vi
Deployment --restart=Always
Job --restart=0nFailure
CronJob - -schedule=<cron>

G AT B Fh A A
Linux % 4.Bash :

/usr/share/bash-completion/bash_completion
<(kubectl completion bash)

MacOS zsh

<(kubectl completion zsh)

AEEA

kubectl logs M T R podEATF » & AAF 4 h B Az A4 B 89 R & - Rdockerty

logs @4~ ML o



# Return snapshot logs from pod nginx with only one container
kubectl logs nginx

# Return snapshot of previous terminated ruby container logs from p
od web-1

kubectl logs -p -c ruby web-1

# Begin streaming the logs of the ruby container in pod web-1
kubectl logs -f -c ruby web-1

FHI —NEAEBITHAES
kubectl attach A T#H#HEZH —AMEEEFHE S o fdockertattacha 4 K 4L -

# Get output from running pod 123456-7890, using the first containe
r by default

kubectl attach 123456-7890

# Get output from ruby-container from pod 123456-7890
kubectl attach 123456-7890 -c ruby-container

# Switch to raw terminal mode, sends stdin to 'bash' in ruby-contai
ner from pod 123456-7890

# and sends stdout/stderr from 'bash' back to the client

kubectl attach 123456-7890 -c ruby-container -i -t

Options:

-c, --container='"': Container name. If omitted, the first container
in the pod will be chosen

-1, --stdin=false: Pass stdin to the container

-t, --tty=false: Stdin is a TTY

4l S

5 B AT A

kubectl exec M T /& —ANEAEEITH RSB MATHF A o Rdockertgexecd 4 £ o



A

# Get output from running 'date' from pod 123456-7890, using the fi
rst container by default
kubectl exec 123456-7890 date

# Get output from running 'date' in ruby-container from pod 123456-
7890
kubectl exec 123456-7890 -c ruby-container date

# Switch to raw terminal mode, sends stdin to 'bash' in ruby-contai
ner from pod 123456-7890

# and sends stdout/stderr from 'bash' back to the client

kubectl exec 123456-7890 -c ruby-container -i -t -- bash -il

Options:

-c, --container='': Container name. If omitted, the first container
in the pod will be chosen

-p, --pod="': Pod name

-1, --stdin=false: Pass stdin to the container

-t, --tty=false: Stdin is a TT

5% O 5 &

kubectl port-forward A T K3 ot & 2|45 € 49Pod °

# Listen on port 8888 locally, forwarding to 5000 in the pod
kubectl port-forward mypod 8888:5000

API Server X%

kubectl proxy 44124t T —4-Kubernetes APIIR % #JHTTPAX3Z o

$ kubectl proxy --port=8080
Starting to serve on 127.0.0.1:8080

A LKA http://localhost:8080/api/ k 47 | Kubernetes API » thte
% igPod?| &



curl http://localhost:8080/api/vl/namespaces/default/pods

E% o wRMBE --address 486 T FFlocalhosttsy Hoik » 117 F180805# & B & 3k RALAX
B94%i% » TARE --accept-hosts K& KX ANFA (RifeH A FRZ 2R E)

kubectl proxy --address='0.0.0.0"' --port=8080 --accept-hosts='A*$'

A N

kubectl cp XAFMNBEFHN » XA N LH 2| % &+

A=4=1

# Copy /tmp/foo_dir local directory to /tmp/bar_dir in a remote pod
in the default namespace

kubectl cp /tmp/foo_dir <some-pod>:/tmp/bar_dir

# Copy /tmp/foo local file to /tmp/bar in a remote pod in a specifi
c container

kubectl cp /tmp/foo <some-pod>:/tmp/bar -c <specific-container>

# Copy /tmp/foo local file to /tmp/bar in a remote pod in namespace
<some-namespace>

kubectl cp /tmp/foo <some-namespace>/<some-pod>:/tmp/bar

# Copy /tmp/foo from a remote pod to /tmp/bar locally
kubectl cp <some-namespace>/<some-pod>:/tmp/foo /tmp/bar

Options:

-c, --container='"': Container name. If omitted,
in the pod will be chosen

d

the first container

1]

o T URB Ttard A 0 BT E B E B4 Ttard A
kubectl drain

kubectl drain NODE [Options]



o 2 M%1%NODE L #1ReplicationController, ReplicaSet, DaemonSet, StatefulSet
or Job€] # #Pod

o M Frmirror pods (B 4 7 7T i i API#| Frmirror pods)

o WwRIEAHLEEAPod (bt il & RCH A 438 i kubectl create®yPod) # H %
# --forceit M » G A A EE XK

o o RaA F e T forceit M o N 4 5% A M 41X R 2 i iE ReplicationController,

Job 2, #DaemonSet#] Z #Pod

K 68 4% ~ F Fevict pod © R F #1512 Node R T A » T kubectl cordon 4
Ao

W B 091E R E £3E47 kubectl uncordon NODE ¥¥NODEZH KR THEERS o

kubectli&

kubectld& #2147 — 43~ kubectl 8 LH] » Hodeifchad7 69 F 64 o &4 T VAAEATIE S
B RERHAAT LB

o EMHAAE ~/.kube/plugins HIFHLE F KUBECTL_PLUGINS_PATH 18 E 85 A F F
o MR A FHFZ/THATXHIMWA LFB ZFPEEKE plugin.yaml B E L4

Ao
$ tree

L— hello
L— plugin.yaml

1 directory, 1 file

$ cat hello/plugin.yaml

name: '"hello"

shortDesc: "Hello kubectl plugin!"

: "echo Hello plugins!"

$ kubectl plugin hello
Hello plugins!

i &



kubectl ) % % 7 %

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/darwin/amd64/kubectl

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/linux/amd64/kubectl

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/windows/amd64/kubectl.exe



Kubernetes3\ & 15 &
o FMAE
o REIE
o kubeadm
o kargo
o frakti
o TP A R T
o kubectl® 7 s
o 1 CentOS L3 #kubernetes1.6 &£ #f
o (1) Gl ZETLSIE 4 Ao A48
o (2) &l#&kubeconfig T #F
o (3) 1 & & T Metcd &3

o

o

(4) % ¥ kubectlé 417 T B
(5) ¥ & & °T Flmaster & #f
(6) #f Fnode T &

(7) & ¥ kubednsiE #

(8) & ¥ dashboardi&#
(9) & X heapsterdd #

(10) % % EFK# 4

282


https://kubernetes.io/docs/setup/pick-right-solution/

¥ HERE
&) #ZKubernetes cluster (2 AUAR ) & & £ 89 7 % £ minikube:

B 24T Bkubectl

curl -Lo kubectl https://storage.googleapis.com/kubernetes-release/re
lease/v1.6.4/bin/1linux/amd64/kubectl
chmod +x kubectl

% minikube
$ brew cask install minikube
$ brew install docker-machine-driver-xhyve
$ sudo chown root:wheel $(brew --prefix)/opt/docker-machine-driver-xh
yve/bin/docker-machine-driver-xhyve

$ sudo chmod u+s $(brew --prefix)/opt/docker-machine-driver-xhyve/bin
/docker-machine-driver-xhyve

& J& & Fminikube

$ minikube start --docker-env HTTP_PROXY=http://proxy-ip:port --docke
r-env HTTPS_PROXY=http://proxy-ip:port --vm-driver=xhyve

2R

minikube/localkube X &4 T iE Areleasehk A » 4o R 8238 Zmaster X & 7 X W 9
7% » ML hack/local-up-cluster.sh kB #— /AU EEE :


https://github.com/kubernetes/minikube

$GOPATH/src/k8s.io/kubernetes

KUBERNETES_PROVIDER=
hack/install-etcd.sh
PATH=$GOPATH/src/k8s.1i0/kubernetes/third_party/etcd: $PATH
hack/ -up-cluster.sh

3T A Sh— 455 > B B kubectl :

$GOPATH/src/k8s.io/kubernetes
KUBECONFIG=/var/run/kubernetes/admin.kubeconfig
cluster/kubectl.sh



REAE

Kubernetes £ 2 £ 49

[ kubectl, clients, etc.

Ve '. | |
o v — . \
Worker Node #1
C Load Balancer
C%“**—JW/ ‘”’> I gy
1 \ —
N | —

\
A . \
Master Node #1 \

apiserver @

[ |
1
E etcd @ 4: scheduler @n
____________ 1
| T ——
/! controller !
podmaster @ - » @ I
' manager I

kubelet

monit

etcd £ %

J https://discovery.etcd.io/new?size=3 K #token& ° &
https://kubernetes.io/docs/admin/high-availability/etcd.yamIz 2| & & . &

89 /etc/kubernetes/manifests/etcd.yaml * JF#% 4% 47 ${DISCOVERY_TOKEN} ,
${NODE_NAME} #= ${NODE_IP} * BL*T XA wkubeletk B # — 1 etcd £ &f o

2t -F 12 47 £ kubelet#h 3% 9 eted » T WA A F eted clustering guide sk F 3 Bt & £ ##4%2 & o

kube-apiserver


https://kubernetes.io/docs/admin/high-availability/etcd.yaml
https://github.com/coreos/etcd/blob/master/Documentation/op-guide/clustering.md

Fehttps://kubernetes.io/docs/admin/high-availability/kube-apiserver.yaml 2| & &
Master¥ %) /etc/kubernetes/manifests/ ° JFi€48 % 698 & 2
3] /srv/kubernetes/  BP¥] erkubelet B % €] 2 7 & shapiserver:

e basic_auth.csv - basic auth user and password

e ca.crt - Certificate Authority cert

e known_tokens.csv - tokens that entities (e.g. the kubelet) can use to talk to the
apiserver

e kubecfg.crt - Client certificate, public key

e kubecfg.key - Client certificate, private key

e server.cert - Server certificate, public key

e server.key - Server certificate, private key

apiserveriz # /& » & & ZA CAVE R B9 > TR =-F 6 0930 i B HE R 5 A
1% M haproxy/lvs/nginxF # master ¥ & & & fi &3 # -

% 9h » & T At BKeepalived ~ OSPF ~ Pacemaker sk f& 1 ft #3985 S 695 TH o
EE

o KM ERZEN I --max-requests-inflight (ZKik400)
o & AnginxBt /2 & he proxy_timeout: 10m

controller manager#=scheduler

controller managerf=scheduler &R IEEATI 2|4 R A — AL E1T» FE— ANk E
A TR B ST 2% E --leader-elect=true * MHw

kube-scheduler --master=127.0.0.1:8080 --v=2 --leader-elect=true
kube-controller-manager --master=127.0.0.1:8080 --cluster-cidr=10.245
.0.0/16 --allocate-node-cidrs=true --service-account-private-key-file
=/srv/kubernetes/server.key --v=2 --leader-elect=true

Fekube-scheduler.yamlf=kube-controller-manager.yam|(3 GCE-F & & &i& H157%) 24 2|
# & master¥ £4 /etc/kubernetes/manifests/ B 7 o

kube-dns

kube-dns ¥ ¥Aif it Deployment# 7 X k3¢ & » Eikkubeadm4r B #6122 o {28 K AAR
EROIE » FEATRRBH » oo


https://kubernetes.io/docs/admin/high-availability/kube-apiserver.yaml
https://kubernetes.io/docs/admin/high-availability/kube-scheduler.yaml
https://kubernetes.io/docs/admin/high-availability/kube-controller-manager.yaml

dns_replicas: 6
dns_cpu_limit: 1060m
dns_memory_limit: 512Mi
dns_cpu_requests 70m
dns_memory_requests: 70Mi

%Ik wF Ztbdnsmasq e R 0 Hade 3 ek A K8 2110000 0 e A K LR E --
dns-forward-max=1000 2 o

# A F AL

BT E@iRE R ®EE B XG5 T A Kubernetes £ & AT oL/ 8 o

o MTAHZLEINENER > TUEELMN =T S-G9 #F LG > thhwaws ebs
R A gce persistent disk

o 3t TApALIRE 09 A » T AH 4L AiSCSI ~ NFS -~ Gluster3,# Ceph % M % 74
fi% > 7T A4E FIRAID

GCE/Azure

F£ GCE & # Azure £ & =T vA#| F cluster®y & 7 18 6438 F £ 7%

# gce, aws, gke,azure-legacy, vsphere, openstack-heat, rackspace, libvirt-c
oreos

export KUBERNETES_PROVIDER=gce

curl -sS https://get.k8s.io | bash

cd kubernetes

cluster/kube-up.sh

AWS

faws L% M kops k3 F o

41 T2 ALK JE PAAL

FELinux4 ZZ ALK E AL 0 22 3U4E A kubeadm & 8 F Kubernetes & #f o


https://kubernetes.io/docs/getting-started-guides/kops/
https://kubernetes.io/docs/getting-started-guides/kubeadm/

kubeadm

%h— Ao XA

git https://github.com/feiskyer/ops
ops
kubernetes/setup_kubernetes.sh

git https://github.com/feiskyer/ops
ops
TOKEN=XXXXX
MASTER_IP=XX.XX.XX.XX
kubernetes/add_docker_node. sh

AT AR I -

ML R4

BT A AL 5 4 F 24144 1t dockerfekubelet ©

ubuntu



apt-get update && apt-get install -y apt-transport-https

curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | apt-k
ey add -

cat <<EOF > /etc/apt/sources.list.d/kubernetes.list

deb http://apt.kubernetes.io/ kubernetes-xenial main

EOF

apt-get update

apt-get install -y docker.io
apt-get install -y kubelet kubeadm kubectl kubernetes-cni

systemctl docker && systemctl start docker
systemctl kubelet && systemctl start kubelet
centos

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=http://yum.kubernetes.io/repos/kubernetes-el7-x86_64

enabled=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.gpg
https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOF

setenforce 0

yum install -y docker kubelet kubeadm kubectl kubernetes-cni

systemctl docker && systemctl start docker
systemctl kubelet && systemctl start kubelet
s
% master



# --api-advertise-addresses <ip-address>

# for flannel, setup --pod-network-cidr 10.244.0.0/16

kubeadm init kubeadm init --pod-network-cidr 10.244.0.0/16 --kubernet
es-version latest

# eanable schedule pods on the master
export KUBECONFIG=/etc/kubernetes/admin.conf

# for v1.5-, use kubectl taint nodes --all dedicated-
kubectl taint nodes --all node-role.kubernetes.io/master:NoSchedule-

Az & Network plugin
CNI bridge

mkdir -p /etc/cni/net.d
cat >/etc/cni/net.d/10-mynet.conf <<-EOF

{
"cniVersion": "0.3.0",
"name": "mynet",
"type": "bridge",
"bridge": "cnio@",
"isGateway": true,
"ipMasq": true,
"ipam": {
"type": "host-local",
"subnet": "10.244.0.0/16",
"routes": [
{ "dst": "0.0.0.0/0" }
]
}
}
EOF
cat >/etc/cni/net.d/99-1oopback.conf <<-EOF
{
"cniVersion": "0.3.0",
"type": "loopback"
}

EOF



flannel

#kubectl apply -f https://gist.githubusercontent.com/feiskyer/le7a95f
27c391a35af47881eb20131d7/raw/42661f05355590fa185bc8e50c0f50d2841993d2
0/flannel.yaml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel-rbac.yml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel.yml

weave

# kubectl apply -f https://gist.githubusercontent.com/feiskyer/0b0068
8584cc7ed9bd9a993adddae5e3/raw/6713558e32d5c76be38e36ef713cc46deb2a74
ca/weave.yaml

kubectl apply -f https://git.io/weave-kube-1.6

calico

# kubectl apply -f https://gist.githubusercontent.com/feiskyer/0f952c
7dadbfcefd2ce8lba7ea24a8ca/raw/92addea398bbc4d4aldcff8a98clac334c8ach
26/calico.yaml

kubectl apply -f http://docs.projectcalico.org/v2.1/getting-started/k
ubernetes/installation/hosted/kubeadm/1.6/calico.yaml

Ax/mNode

token=$(kubeadm token list | grep authentication,signing | awk '{prin
t $1}"')
kubeadm join --token $token ${master_ip}

M I K

kubeadm reset



AR

kubeadm#4 Ev1.8 X s A% » B Al &2 F#484% o

4+ 2% Master

fB% 4R 2. 2/ — ME A kubeadm<f £ #9Kubernetes v1.6 £ 2% » AR X F+ % BIv1.789 7 %
o

1. #E %% & apt-get upgrade && apt-get update

2. ¥ Ekubelet systemctl restart kubelet

3. M| Frkube-proxy DaemonSet KUBECONFIG=/etc/kubernetes/admin.conf
kubectl delete daemonset kube-proxy -n kube-system

4. kubeadm init --skip-preflight-checks --kubernetes-version v1.7.1

5. Z#HCNIEH

4+ 4% Node

1. #F%®2 ¥ & apt-get upgrade && apt-get update
2. ¥ Ekubelet systemctl restart kubelet



Kubespray &#f 2%

Kubespray & Kubernetes incubator # é’J M B > Bix A3 4B Production Ready
Kubernetes 31& 7 % » % B A&k L@ 14 Ansible Playbook %k & 3L % 4.5 Kubernetes
EHRFOES > BAUATILAMEL

o TR E £ AWS, GCE, Azure, OpenStack A R k.

e 3% High Available Kubernetes % #f.

o 7T 484 (Composable) » =T & 17 4% Network Plugin (flannel, calico, canal,
weave) k3 F.

o X4 % 4 Linux distributions(CoreOS, Debian Jessie, Ubuntu 16.04,
CentOS/RHELY).

AR WL 4o 4T3 i3 Kubespray #f % Kubernetes Z#ALY ZRB A4 T+

e Kubernetes v1.6.1
e Etcdv3.1.6

e Flannel v0.7.1

e Docker v17.04.0-ce

SE> N
N il

-

KRz EMNRAIRFOE L AL KA Ubuntu 16.04 Server * Eftay A R4 T :

IP Address Role CPU Memory
192.168.121.179 master1 + deploy 2 4G
192.168.121.106 node1 2 4G
192.168.121.197 node2 2 4G
192.168.121.123 node3 2 4G

XY master A 14T A& > node A AT & o

A A & TR

o FTH ¥ AR BKZ AT ALARMELS o
o HEVA(ZHH masterl) MHEAF B REFE SSH EAEFTHEN o


https://github.com/kubernetes-incubator/kubespray

i ¥ 5483 A Sudoer AR » A RE ZMANER o
A Y E2EEZE Python ©
iR % &8 EE%T /etc/host FEMT B PTAH MU o

15 PT A ¥ &8 /etc/resolv.conf

$ "nameserver 8.8.8.8" | sudo tee /etc/resolv.conf

o HEY H(EZHUH masterl) XX Ansible >=2.3.0°

Ubuntu 16.04 %% Ansible:

$ sudo sed -i 's/us.archive.ubuntu.com/tw.archive.ubuntu.com/g' /etc/
apt/sources.list

$ sudo apt-get install -y software-properties-common

$ sudo apt-add-repository -y ppa:ansible/ansible

$ sudo apt-get update && sudo apt-get install -y ansible git cowsay p
ython-pip python-netaddr libssl-dev

%% Kubespray 5 /& &3 & 7 11

B il it pypi %K kubespray-cli> BRXE 7 LA R Go B MAH L » 2 ZHK
B A £ A 0 Bl B AT A pypi ROA

$ sudo pip install -U kubespray

RE T mIE » #HIEEEA /etc/kubespray/kubespray.yml * EAwAATHZE :

$ mkdir /etc/kubespray

$ cat <<EOF > /etc/kubespray/kubespray.yml

kubespray_git_repo: "https://github.com/kubernetes-incubator/kubespra
y.git"

loglevel: "info"
EOF

#%& M kubespray cli %k 7 £ inventory X :



$ kubespray prepare --masters masterl --etcds masterl --nodes nodel n
ode2 node3
$ cat ~/.kubespray/inventory/inventory.cfg

ATV R THEZE inventory KA IFFF & o

7Rk JE i i VAT 35 43 479 Z Kubernetes &% :

$ time kubespray deploy --verbose -u root -k .ssh/id_rsa -n flannel

Run kubernetes cluster deployment with the above ? [Y/n]y
masterl : 0k=368 changed=89 unreachable=0 fa
iled=0

nodel : 0k=305 changed=73 unreachable=0 fa
iled=0

node2 : 0k=276 changed=62 unreachable=0 fa
iled=0

node3 : 0k=276 changed=62 unreachable=0 fa
iled=0

Kubernetes deployed successfuly
AF -n AIFYGMEIEH LA > B AT L calico ~ flannel ~ weave 5 canal °

B A%

% Ansible BT R RJE » & & R AR T VA4S #1748 4F Kubernetes » 2o BT iR K %
m:

$ kubectl version

Client Version: version.Info{Major:"1", Minor:"6", GitVersion:"v1l.6.1
+coreos.0", GitCommit:'"9212f77ed8cl69afafaf2e58dce87913c6387b3e", Git
TreeState:"clean", BuildDate:"2017-04-04T00:32:53Z2", GoVersion:'"gol.7
.5", Compiler:"gc", Platform:"linux/amd64"}

Server Version: version.Info{Major:"1", Minor:"6", GitVersion:"v1.6.1
+coreos.0", GitCommit:'"9212f77ed8cl69afafaf2e58dce87913c6387b3e", Git
TreeState:"clean", BuildDate:"2017-04-04T00:32:53Z2", GoVersion:'"gol.7
.5", Compiler:"gc", Platform:"linux/amd64"}



BAT S Al EB T AKRAE

$ kubectl get node

NAME STATUS

masterl Ready, SchedulingDisabled
nodel Ready

node2 Ready

node3 Ready

& & 5 A RAF Pod KA ¢

AGE
11m
11m
11m
11m

VERSION

vl.6.1+coreos.0
vl.6.1+coreos.0
vl.6.1+coreos.0

v1l.6.1+coreos.



$ kubectl get po -n kube-system
NAME

AGE
dnsmasq-975202658-63jj3n
14m
dnsmasq-975202658-h4rn9
14m
dnsmasqg-autoscaler-2349860636-kfpx0
14m

flannel-masterl

14m

flannel-nodel

14m

flannel-node2

14m

flannel-node3

14m
kube-apiserver-masterl
15m
kube-controller-manager-masterl
15m

kube-proxy-masteril

14m

kube-proxy-nodel

14m

kube-proxy-node2

14m

kube-proxy-node3

14m
kube-scheduler-masteril
15m
kubedns-1519522227-thmrh
14m
kubedns-autoscaler-2999057513-tx14]j
14m

nginx-proxy-nodel

14m

nginx-proxy-node2

14m

nginx-proxy-node3

14m

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

3/3

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

RESTARTS



Frakti:zZ /7838 & 48 &

fay A~

Frakti-£ — 3 T Kubelet CRI#J1Z 478} » €484 T hypervisor4z 71 6 [ & 1 » 4 5| 3E
EARTRRERAARSHAP HFT o FraktiF T — MRS E4TH ¢

o 47 % vADocker container®y # X &4
o %1 7 3 M vAhyper containert 7 % Z 47 £VM A

Allinone £ 7 i*%

Fraktite it 7 — /MR 6922 £ M K » T A —42 £ Ubuntu® CentOS_E 2 # — A~ KLy
Kubernetes+frakti & & o

curl -sSL https://github.com/kubernetes/frakti/raw/master/cluster/all
inone.sh | bash

REIHE

B E &L PTHALE Lo Ehyperd, docker, frakti, CNI #= kubelet °

%% hyperd
Ubuntu 16.04+:

apt-get update && apt-get install -y gemu libvirt-bin
curl -sSL https://hypercontainer.io/install | bash

CentOS 7:

curl -sSL https://hypercontainer.io/install | bash

B2 & hyperd:

{—



-e "Kernel=/var/lib/hyper/kernel\n\
Initrd=/var/lib/hyper/hyper-initrd.img\n\
Hypervisor=gemu\n\

StorageDriver=overlay\n\
gRPCHost=127.0.0.1:22318" > /etc/hyper/config
systemctl hyperd
systemctl restart hyperd

2% docker

Ubuntu 16.04+:

apt-get update
apt-get install -y docker.io

CentOS 7:

yum install -y docker

& #hdocker:

systemctl docker
systemctl start docker

2 % frakti



curl -sSL https://github.com/kubernetes/frakti/releases/download/ve.2
/frakti -o /usr/bin/frakti

chmod +x /usr/bin/frakti

cgroup_driver=$(docker info | awk '/Cgroup Driver/{print $3}")

cat <<EOF > /lib/systemd/system/frakti.service

[Unit]

Description=Hypervisor-based container runtime for Kubernetes
Documentation=https://github.com/kubernetes/frakti
After=network.target

[Service]

ExecStart=/usr/bin/frakti --v=3 \
--log-dir=/var/ /frakti \
--logtostderr= \
--cgroup-driver=${cgroup_driver} \
--listen=/var/run/frakti.sock \
--streaming-server-addr=%H \
--hyper-endpoint=127.0.0.1:22318

MountFlags=shared

TasksMax=8192

LimitNOFILE=1048576

LimitNPROC=1048576

LimitCORE=infinity

TimeoutStartSec=0

Restart=on-abnormal

[Install]

WantedBy=multi-user.target
EOF

4% ¥ CNI

Ubuntu 16.04+:



apt-get update && apt-get install -y apt-transport-https

curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | apt-k
ey add -

cat <<EOF > /etc/apt/sources.list.d/kubernetes.list

deb http://apt.kubernetes.io/ kubernetes-xenial main

EOF

apt-get update

apt-get install -y kubernetes-cni

CentOS 7:

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=http://yum.kubernetes.io/repos/kubernetes-el7-x86_64

enabled=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-Kkey.gpg
https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOF

setenforce 0

yum install -y kubernetes-cni

AL ECNIM % » &

o frakti B A 12 % #bridgeds #
o FIHAME LPod# T M 448 F] » thdemaster LT A 10.244.1.0/24 ° @ H—
~Node L= VA Al 10.244.2.0/24



mkdir -p /etc/cni/net.d
cat >/etc/cni/net.d/10-mynet.conf <<-EOF
{

"cniVersion": "0.3.0",

"name": "mynet",

"type": "bridge",

"bridge": "cnio",
"isGateway": ,
"ipMasq": ,
"ipam": {

"type": "host-local",
"subnet": "10.244.1.0/24",
"routes": [

{ "dst": "0.0.0.0/0" }

EOF
cat >/etc/cni/net.d/99-1loopback.conf <<-EOF

"cnivVersion": "0.3.0",
"type": "loopback"

EOF

2 ¥ Kubelet

Ubuntu 16.04+:

apt-get install -y kubelet kubeadm kubectl

CentOS 7:

yum install -y kubelet kubeadm kubectl

&e & Kubeletf# Rl frakti runtime:



sed -i '2 i\Environment="KUBELET_EXTRA_ARGS=--container-runtime=remot
e --container-runtime-endpoint=/var/run/frakti.sock --feature-gates=A
11Alpha=true"' /etc/systemd/system/kubelet.service.d/10-kubeadm.conf
systemctl daemon-reload

Ac & Master

kubeadm init kubeadm init --pod-network-cidr 10.244.0.0/16 --kubernet
es-version latest

# Optional: enable schedule pods on the master

KUBECONFIG=/etc/kubernetes/admin.conf
kubectl taint nodes --all node-role.kubernetes.io/master:NoSchedule-

At & Node

# get token on master node
token=$(kubeadm token list | grep authentication,signing | awk '{prin
t $1}')

# join master on worker nodes
kubeadm join --token $token ${master_ip}

AL & CNIM 43 &

BEEBEAT  FLZARENERE A% Y » 181%H — & masterd= # 4 Node :

NODE IP_ADDRESS CONTAINER_CIDR
master 10.140.0.1 10.244.1.0/24
node-1 10.140.0.2 10.244.2.0/24
node-2 10.140.0.3 10.244.3.0/24

CNI# M 435 b *T VAKX X B B -



ip route add 10.
ip route add 10.

ip route add 10.
ip route add 10.

ip route add 10.
ip route add 10.

b LA

e FraktiZfZ415 &

244.2.0/24
244.3.0/24

244.,1.0/24
244.,3.0/24

244.,1.0/24
244.,2.0/24

via
via

via
via

via
via

10.
10.

10.
10.

10.
10.

140.
140.

140.
140.

140.
140.


https://github.com/kubernetes/frakti/blob/master/docs/deploy.md

kubectl & F 3%
kubectl 89 22 ¥ 77 i*%

OSX

=T vA4& Fl Homebrew 2 # curl T # kubectl

brew install kubectl
E¥

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/darwin/amd64/kubectl

Linux

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/linux/amd64/kubectl

Windows

curl -LO https://storage.googleapis.com/kubernetes-release/release/$(
curl -s https://storage.googleapis.com/kubernetes-release/release/sta
ble.txt)/bin/windows/amd64/kubectl.exe

kubectli® Ml 7 %

kubect| 8 1% ta{& F 7 %15 % % kubectl4s & o



Kubernetes Addons

e Dashboard
e Heapster
e EFK



Kubernetes Dashboard

Kubernetes Dashboard# 3 & 3 % & % » R & £ 1547
kubectl create -f https://git.io/kube-dashboard

# % — 4 > dashborad#t &4 4%

$ kubectl -n kube-system get service kubernetes-dashboard

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

kubernetes-dashboard 10.101.211.212 <nodes> 80:32729/TCP
im

$ kubectl -n kube-system describe service kubernetes-dashboard
Name: kubernetes-dashboard

Namespace: kube-system

Labels: app=kubernetes-dashboard

Annotations: <none>

Selector: app=kubernetes-dashboard

Type: NodePort

IP: 10.101.211.212

Port: <unset> 80/TCP

NodePort: <unset> 32729/TCP

Endpoints: 10.244.1.3:9090

Session Affinity: None

Events: <none>

ARJGFETT VAR http://nodeIP:32729 kG T °

https

BEHLT » EilDashboard & % vAhttps 9 7 NE4T » A5 FEX &N FZKEH S
ANARGTF



openssl pkcsl12 -export -in apiserver-kubelet-client.crt -inkey apiser
ver-kubelet-client.key -out kube.pi12

curl -sSL -E ./kube.pl2:password -k https://nodeIP:6443/api/v1/proxy/
namespaces/kube-system/services/kubernetes-dashboard

FKkube.p12F AN ALK TURAR KL ERFFT o & » o RnodelP R £ E HCNEZ @ »
W] & Z A hostsBk 4f ©



Heapster

git clone https://github.com/kubernetes/heapster
cd heapster
kubectl create -f deploy/kube-config/influxdb/



Elasticsearch Fluentd Kibana (EFK)

ELKTH 25 S B BKE - 2B o) F 4

e Logstash (S #Fluentd) fl %A &
o Elasticsearch4 fit B & A #2434 &%
o Kibanafi it B & & Hf k=

BARAE B 7 % T A %% Kubernetes B & 4837 o



Kubernetes & & & 1% 52 %

AL #11% B Kubernetes ® 7 4% Configuration Best Practices °

ALAS AL &5z R R P36 ~ BRik 46 TS Fo ) F 69 AR SRR o % S A RIARE
RIFFEEHT o WwRETARAAGREZTEREZRIS T EA 4 » RS RNR
Pull Request -

@ F BB L

o X LFE Ay IR o 8 R TAPRA (B ARV o

o EME L trpush?| FHZ AR GARGERAERH AL T - B S FROIZES R
BRER 0 LB BT AR AL T VAR iR 6 A R BF o

o £ AYAMLEE X f T ZJSONE K 89 fie B XAF o £ K % 39 F T € A1AR T AE A £k
T #Ae X, » 12 AYAMLAE X LALISON £ 5 15 A= Be &

o REFAMANMHEZHERN —NMREINE c IS RENIMHERHEEL o A&
% guestbook-all-in-one.yam| X P B E (& » REMRTIALEMEA Kkubectl &
BT R B E B & o R AL R E U B X T#AT kubectl create ——&
T @gifmiz a) o

o AT FitFem MLELE » A THIEBIRAE » TR T RLBGKINERE o 5]
4= » Z9%4% ReplicationController #Jselectorfrlabel » 4= RARA % €Al
3R podTemplate ¥ #ylabel—#%8+& » FH A A& & B KINA podTemplate #Jlabel
P A o B %43 8155 A guestbook app #yamlIL A= examples °

o J& F R 2t %69 R A — MNannotation T T A EAFE RE o

#£ 7 8Pods vs Replication Controllers# Jobs
o WwRA LM KB RIMRFApod” (4= & H 45 Flreplication controller L#pod)
AR 23048 ] L tbik 4% o Enode¥ & B IALKIBE » A pod R 2K EFHRE o

Replication Controller % & & £# €| Zpod » & T G E T restartPolicy:
Never #93%% o Job ¥ HAIENH o

Services

o Il F AT A AR X replication controllersZ AT 8l Eservice (A E Ak


https://kubernetes.io/docs/concepts/configuration/overview/
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/all-in-one/guestbook-all-in-one.yaml
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/frontend-deployment.yaml
https://kubernetes.io/docs/user-guide/replication-controller
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#restart-policy
https://kubernetes.io/docs/concepts/jobs/run-to-completion-finite-workloads/
https://kubernetes.io/docs/concepts/workloads/controllers/replicationcontroller/
https://kubernetes.io/docs/concepts/services-networking/service/

27 ) R4 ¥ &) Z Replication Controllers) i 4% 1~ 45 Ereplicazk £ ( KIAE
1) &l &Eservices » {£if T Replication Controllersk ¥ & o XA T ALY BRK % A
replicaZ AT %t # ik pod & iE F 69 ©

o RIFETHLEHHRAT (i&fT—node daemon) * &4 hostPort (A%
BT RBELEIMN LR T) o BREPodIFE T —4 hostPort ° %pod ™ R
BB EAAZIRT » AABD TR o wRAEA T AKX B 69K L35 215 96915 »
A& T ¥A4% Al kubectl proxy and apiserver proxy 2 kubectl port-forward ° % 7T 4%
R Service k2 SMRER % o o RARHEF W podhysm o FRER THL - E 84
A NodePort service °

e 3 hostPort —H&RHA » ¥ %4 H hostNetwork °

o o RARTF Fkube-proxy® fi & 5 #r691% » T vAE jE4L 1 4E Al headless services °

1¢ Rl Label

o T 3L labels k4% % = A & Deploymentt) semantic attributes ° For example,
instead of attaching a label to a set of pods to explicitly represent some service
(e.g., service: myservice ), or explicitly representing the replication controller
managing the pods (e.g., controller: mycontroller ), attach labels that
identify semantic attributes, such as { app: myapp, tier: frontend, phase:
test, deployment: v3 } . This will let you select the object groups appropriate
to the context— e.g., a service for all “tier: frontend” pods, or all “test” phase
components of app “myapp”. See the guestbook app for an example of this
approach.

A service can be made to span multiple deployments, such as is done across
rolling updates, by simply omitting release-specific labels from its selector, rather
than updating a service’s selector to match the replication controller’s selector
fully.

o AT R:HIEE 712 > f£Replication Controllerty % F F &4 A1z & » BldatE A
ZFH B o B E—A version HRENARA M o B EHANE—NHH
controllerf T~ & 4 2 I A & controller » H 3t » version2- & 7 i &9 controller.% 5t
T f& 4 &k B o & & Rolling Update Replication ControllerX# B & % % TR 37+
By o HfZ & o

7% Deployment 3t £ 1 & 2 & & 2 replication controller 8942 &% - Deployment
PRI T N F M EIRE R xtspecty £ A2 A T 15 » Deployment controller
SRR BRI RETREIEINIMEZRS o (DeploymentB AT & extensions


https://kubernetes.io/docs/tasks/access-kubernetes-api/http-proxy-access-api/
https://kubernetes.io/docs/tasks/access-application-cluster/port-forward-access-application-cluster/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/user-guide/services/#type-nodeport
https://kubernetes.io/docs/user-guide/services/#headless-services
https://kubernetes.io/docs/user-guide/labels/
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/
https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller/
https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/overview/kubernetes-api/#api-groups

AP| Group#—3f4~) o

o F| Hlabel# A& o H 4 Kubernetes replication controllerf=servicei i label k Ik fe
pods » X A 7R 38 & 4 rpod F #91abel 89 7 X 3% 3 I — Acontroller X, # service ¥ #
M 0 JR 3k 89 controller &) Z — A3 89 pod sk B A I 89 pod © X & —ANRA R 89 7

N BARE—/NF2EGIRFE P HRZATNEE 8" pod ° £F kubectl label 4
Ao

LR

o KINFE R A% & IfNotPresent , ¥ AME G £ %446 A Kubelet
SERMNEECEILI o o RARAZ & RN S E T IG5 » LyamISTAF
B EHBIBRE A Always ( imagePullPolicy: Always ) XA 18 €414 69
tag# :latest °

P
a%a

o RIRER KR GAR LR TA latest » Bl T A myimage:vl * T ZAREH
BAR AT T B H 0 kubeletds R A4 BZ 50 4% o 1R 7T AL B R 5 B # 5 A8 £ R — A
#t9tag (Hl4= myimage:v2 ) » EEE XA FHAIE T HZRA

EE D BAFTRTHRELZERGREGERAEM latest 7% > BAZHRAEE
W B R ABAT 09 AP F B A EIR o

Using kubectl

o RE4EA kubectl create -f <directory> © kubeclt4 B #h &K% B kT 69 A7
K% 47 .yaml ~ .yml #= .json XHFHFEN11E#EL create o4 °

o 1A kubectl delete M7 & stop . Delete & stop #9#% > stop TH
WA o

o 1% kubectl bulk #4F (i@ LA R Flabel) kgetfedelete ° &% label selectors
#= using labels effectively °

e 1A kubectl run 7 expose WA PikRAIERA LR S 9Deployment o &
& quick start guide ¥ #9741 o


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/containers/images/
https://kubernetes.io/docs/admin/kubelet/
https://kubernetes.io/docs/user-guide/labels/#label-selectors
https://kubernetes.io/docs/concepts/cluster-administration/manage-deployment/#using-labels-effectively
https://kubernetes.io/docs/user-guide/quick-start/

Kubernetesi& 1+

Kubernetes £ X X M ASH & T TV M > REZ FRIBFATAAIHESFRA G
¥R > el TER AR > M % ~ Volume ~ &R MIATIHE ~ AEF -



7 P 42

Kubernetes t API 17 Fl## 4 T = b2 407 Az $58 © E ~ 3 AF Admission
Control ° IAIEAR R P Zif ﬁﬁ AR AR AR R R P OAR AT £ 89 19 &2 » Admission Control
WZRREEZ@MOER c BL SR EIE » BB RIEALY AT o

Kubernetes & # # A7 A 4% 4F 2 A L AR 2 i it kube-apiserveriX A~ 84 #4748 » © 4L
HTTP RESTful® X8 APIBE K2 M 9N % P ogiA R o & &2 &2 e R ﬁi,\ﬁﬁ
HTTPSH X A9APIF o #zh-T i » R E P 34k AIHTTP# 4% 2 kube-apiserver °» 8 A
AEHATUGERAE o BTV » TIAR X% 8 » £ £ 5 N30 040 [ 8151 FIHTTP » %
BEONIREAL FIHTTPS » XA T AN s LR ETKRKE & -

TRAAP| FFEE2E AT > @A AL IEF A 0 H =& Admission
Control °
e
A o " ]
. T— Is" ,.-""r
/ / e
Fi £ ff . T

/ — -
r
/ oEEE
i
Authentication Authorization Admission
Control mman

Kubernetes

TATE

F B TLSHE » BT A 6945 KA E F 8 5LilIE o Kubernetes X 4% % A iEALH] » H L& Fl ot
FRENNEE S (REH—ANJERIET) o e BIAERT > WA P

8 username A E AR IRMH —F RARIEIE 5 T KM A5 RN EEHHTTP
401 -



[warning] Kubernetes =~ % ¥ | 7

% KKubernetesih iEF= 3% A2 A #| T username * 12Kubernetes# T~ B % 2 H P »
FRed) 2 user x % 0 MR A fEusername © 12 &Kubernetesit #t T Service
Account * Ak 5APIX & -

B 7] » Kubernetes X # XA T eG4 ¢

o X5091E 4

o ## A Token#

e 5] FToken

o FHAEMILM

e Service Account

e OpenlID

e Webhook

o NIERIE

o OpenStack Keystone % #5

X509t P

1 FIX509% P s%1E B 2 % ZAP| Serverz # it & & --client-ca-file=SOMEFILE © f&
1 FINIER o CNSAMER P & o AR At 0] A YEgroup % °

BIE—ANBP BRI FTIEN

openssl req -new -key jbeda.pem -out jbeda-csr.pem -subj "/CN=jbeda/0
=appl/0=app2"

# X Token 1

1% R #% & Token X ik 1E R & ZAPI Servers # B B Z - -token-auth-
file=SOMEFILE ° %X HFAcsvi& s » #4172V 4 =2| token, username, user
id ° BE@AET&Hgroup s * tte

token, user, uid, "groupl, group2, group3"

2 P s# e 43 Fltokenih B o F & 7 4% K 3k P v A Bearer Authrization=k ° 4w



Authorization: Bearer 3lada4fd-adec-460c-809a-9e56ceb75269

7] % Token
7] S Token & # & £ 49 » 74 ik /£ kube-system namespace®Secret¥ » A kR F#49
Kubernetes % # -

1% F 5] 5 Token® % API| Serverz i B2 & - -experimental-bootstrap-token-
auth » JF H.Controller Manager7t 2 TokenCleaner - -

controllers=*, tokencleaner,bootstrapsigner °

12 1% l kubeadm=k & Kubernetesit » kubeadm£ 8 # 4] & % iktoken * i@ i kubeadm

token list #4214 o

AR A

% ZAPI| Servers # i o & --basic-auth-file=SOMEFILE °> X##& X Hcsv:® #4TE
"=%| password, user, uid ° /& @& & AIgroupt * 4=

\&

password, user,uid, "groupl, group2, group3"

& P m e At B AR IKE R o & & 42 7F Kk E v ABasic Autorizationk > 4o

Basic BASEG64ENCODED (USER:PASSWORD)

Service Account

ServiceAccount®=Kubernetes &l # A 89 » F 2 B HBE KRB EE

8 /run/secrets/kubernetes.io/serviceaccount B & ¥ o

FfEINERS 0 ServiceAccountty il 7 & #% X 4 system:serviceaccount: (NAMESPACE) :
(SERVICEACCOUNT) °* M BT A4

group : system:serviceaccounts #7 system:serviceaccounts:(NAMESPACE) °

OpenID



OpenlD# # 7 OAuth269 A EMA] » £k % =R % (&=GCE ~ Azure¥ ) 8 & iLiAIE
ik e

e ) TGy Povder T ASene:
H v ] 1
i 1. Login to 149 : :

2. Provide acces_token, id token
and refresh_token

3. Call kubect! with-- token being the id_token OR add
lokens to. kubectlconfig

v

4. Authorizaton: Bearer...

o
w

WT signature valid?

W,

~
\
6. Has|the JNIT expired? (ial+ exp)

z/.l
="

.,

- Mser Agthorized?

' 8. Authorized: perform '_*_,/
9. Return result l action and return result !

1% B OpenlDikiE » API Serverd £ &

e --oidc-issuer-url ° 4= https://accounts.google.com
e --oidc-client-id ’ %= kubernetes

e --oidc-username-claim * %= sub

e --oidc-groups-claim ° %= groups

e --oidc-ca-file ’ %= /etc/kubernetes/ssl/kc-ca.pem

Webhook

API Server & & &

# B & w1717 Flwebhook server
--authentication-token-webhook-config-file
# BKik294F
--authentication-token-webhook-cache-ttl

B B SR A&E XA



# clusters refers to the remote service.
clusters:
- name: name-of-remote-authn-service
cluster:

certificate-authority: /path/to/ca.pem # CA for verifyi
ng the remote service.

server: https://authn.example.com/authenticate # URL of remote
service to query. Must use 'https'.

# users refers to the API server's webhook configuration.
users:
- name: name-of-api-server
user:
client-certificate: /path/to/cert.pem # cert for the webhook pl
ugin to use
client-key: /path/to/key.pem # key matching the cert

# kubeconfig files require a context. Provide one for the API server.
current-context: webhook
contexts:
- context:
cluster: name-of-remote-authn-service
user: name-of-api-sever
name: webhook

Kubernetes % #-webhook serverf) 5 K% X, 4

{
"apiVersion": "authentication.k8s.io/vilbetal",
"kind": "TokenReview",
"spec": {
"token": "(BEARERTOKEN)"
}
}

=] : kubernetes-github-authn % 2, 7 — 4~ & -FWebHook # githubIk 7E ©

TATEAR 2


https://github.com/oursky/kubernetes-github-authn

API Serverd & &

--requestheader-username-headers=X-Remote-User
--requestheader-group-headers=X-Remote-Group
--requestheader-extra-headers-prefix=X-Remote-Extra-

--requestheader-client-ca-file

--requestheader-allowed-names

OpenStack Keystone % 75

% ZAPI Serverit & #h it 45 & - -experimental-keystone-url=<AuthURL> * fhttps
B iE F #1%E --experimental-keystone-ca-file=SOMEFILE °

[warning] T % #Keystone v3

B A7 R X Frkeystone v2.0 » T X #Hv3 (£ &4 Adomain) o

B 4% R

%o R A% AlwaysAllow A S8 TATEAE X, » 0] B % 18 REKIAAR » 2T A --anonymous-
auth=false #.LEL#HR o

BLEREGA P 4% XA system:anonymous * fgroup ]

A system:unauthenticated

AR

INIEZ G 6915 KRB T AL o RIAIE £ L » Kubernetesdu ¥ 3% % i sl » 7+ X
BRRALE ZAERIEH (REA AR T) o wwBEEARD > WA P GELR
SR H B B AIER AR R — 095 BRI E 5 T A A R Mg R MR WHTTP 403.

Kubernetesi% A 2 &L B VAT 815 K g 1% -

e user, group, extra

API ~ % K7 ik (d=get ~ post ~ update ~ patch#=delete) #=i% K% 42 (4= /api )
1h R AT R R

Namespace

API Group



B AT » Kubernetes & # WA T #& A3 4 :

e ABAC
e RBAC
e Webhook
e Node

[info] AlwaysDeny7=AlwaysAllow

Kubernetesit X #FAlwaysDeny#f=AlwaysAllow#: &, » 3 F AlwaysDeny {2 i sk il
X > mAwaysAllown A FATAHR (2B EEMESX) o

ABAC 2

1% FIABAC# A & ZAPI Serverfic & --authorization-policy-
file=SOME_FILENAME ° SL## X &7 —ANjsonst £ » e

{"apiVersion": "abac.authorization.kubernetes.io/vlbetal", "kind": "P
olicy", "spec": {"group":"system:authenticated", "nonResourcePath":
"*0 o "readonly": true}}

{"apiVersion": "abac.authorization.kubernetes.io/vlbetal", "kind": "P
olicy", "spec": {"group":"system:unauthenticated", "nonResourcePath":
"x o "readonly": true}}

{"apiVersion": "abac.authorization.kubernetes.io/vlbetal", "kind": "P
olicy", "spec": {"user":"admin", "namespace": "*",
resource": "*", "apiGroup": "*" 1}
A 1]
RBAC %

JLRBAC# A °

WebHook % i

1% FlWebHook 4% 4 & #API| Serverfit & --authorization-webhook-config-
file=SOME_FILENAME # --runtime-
config=authorization.k8s.io/vibetal=true * & & X ## X Flkubeconfig > %=



# clusters refers to the remote service.
clusters:
- name: name-of-remote-authz-service
cluster:

certificate-authority: /path/to/ca.pem # CA for verifying
the remote service.

server: https://authz.example.com/authorize # URL of remote ser
vice to query. Must use 'https'.

# users refers to the API Server's webhook configuration.
users:
- name: name-of-api-server
user:
client-certificate: /path/to/cert.pem # cert for the webhook pl
ugin to use
client-key: /path/to/key.pem # key matching the cert

# kubeconfig files require a context. Provide one for the API Server.
current-context: webhook
contexts:
- context:
cluster: name-of-remote-authz-service
user: name-of-api-server
name: webhook

API Serveri# £Webhook server#y4& X 4



"apiVersion": "authorization.k8s.io/vlbetal",
"kind": "SubjectAccessReview",
"spec": {

"resourceAttributes": {
"namespace": "kittensandponies",
"verb": "get",

"group": "unicorn.example.org",
"resource": "pods"

3

"user": "jane",

"group": [

"groupl1",
"group2"
]

71\Webhook server & % & Bl £ Ax 8 45 & » A7 (allowed=true) X iE % (allowed=false) :

{
"apiVersion": "authorization.k8s.io/vlbetal",
"kind": "SubjectAccessReview",
"status": {
"allowed":
}
}

NodeiZ i
v1.7+ X #FNoded& & » BL4 NodeRestriction B Adz#|kR#|kubeletfz 7T 7 Flnode ~
endpoint ~ pod - service¥A Zsecret ~ configmap ~ PVA#PVC¥ A48 %8 R » B E 7 %A

--authorization-mode=Node, RBAC --admission-
control=...,NodeRestriction, ...

2% ° kubeletik 1t F #1¢ Fl system:nodes 4 > &AM P % system:node:

<nodeName> °
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Authenticating

Authorization

Bootstrap Tokens

Managing Service Accounts

327


https://kubernetes.io/docs/admin/authentication/
https://kubernetes.io/docs/admin/authorization/
https://kubernetes.io/docs/admin/bootstrap-tokens/
https://kubernetes.io/docs/admin/service-accounts-admin/

RBAC

7 Kubernetes1.6/k 4~ F #73% A &7 [ 42 %] #u#] (Role-Based Access * RBAC) 1
SRR T8 R T AT a4 A R F RR S %F%ﬁ@’kﬁi%%wﬂﬁwﬂ&%o
ZRBACY » IR A EMXEK > MPp AT MAE S A EHMR T M Rds e
AR o EREAR KIBAIL T RIREGEIL o £—MNERF > AEZAT ZREF TR
Q13& o Al P NRIE & 6 ST AEFe TS R ARAG RAR L 69 A & 0 R P T AR B G H— A
A EBIERE G — A E o

Kubernetes 1.6 8 —/~ 7 & BT RBAC7 Fl 42 #l L H] 7 2 3] T betaii & - RBAC » AT A
& 8975 Pl iR R ALE 0 &Rk E Ekubernetes £ F IR 5 FIALR A9 buE] o 12 FIRBAC T
VAR AR 6 B F15 PR AR R R £ 8 5 o

AL ZEREHFE R LR -

RBAC vs ABAC

H ATkubernetes® L2 H — A 7|1 Liuiusl o SGERZL » kT —/NA P 2T H AL
Kubernetes API k& F 1 o €5 T 2%k kubectl SF A4 9h » T axt—RBfTEE

BRIt R ATRAF G54~ AR 5 e/ T Kubernetes 448 Jenkins » 3
# T4 Al Kubernetes API #4738k #3169 Helm ° ABAC ## RBAC #F #t4% =t 17 2] 3R w63
fTHE o

ABAC (Attribute Based Access Control) Ak -Z R #6914 » 122 & Kubernetes F 49
T AT F TR » rﬁﬂﬁ%%ﬂﬂ‘ Master PT £ % &89 SSH Fo XA LR TR » W A
FAEAF ARG T BRI AR 0 T FZEH R 5 APl Server ©

1 RBAC #9424 & % =T vA#] I kubectl 3.4 Kubernetes API B4 478 & - RBAC 7T
HAR T P o AR P A BGATRAR S AR T AR B AT & BERITHRRE
#Z - RBAC & Kubernetes P #m4t % APl % B A=3E4E o

A 4 Kubernetes #£ R 89 #% A Fofm4F » 483t T ABAC W Z °» RBAC Z #4569k 4F o

AR A


http://blog.kubernetes.io/2017/03/kubernetes-1.6-multi-user-multi-workloads-at-scale.html
https://kubernetes.io/docs/admin/authorization/

RBACZ A%

F &R RBAC — ¥ A AL 69 &4 B % > RBAC 5Lk A P #84% 1% ] Kubernetes AP| iF
UROE - &> &

£ RBAC PEXLTAANNZ » FA-THREAR P Fo TR 69 EFRIR o
role

AeE—ZIIRIREGES Bl — A & A48 Pod 89 RF7] 1 Pod 842
& » ClusterRole 3k Role %4 » 122 T Xl &7 F 2|4 4% A ( Role & namespace —
BEg) o

role binding

RoleBinding f& & @i 4t 2| A P » M fikiZ &R P 28K A & /£ namespace P # AR o
ClusterRoleBinding it | 7 4k & ClusterRole /& ¥ /> %2 ¥ 694 IR -

pod-reader

Role Binding

Service
Account

% 9% &% J& cluster roles#=cluster role binding © cluster rolef=cluster role binding 7 %
#Rrolef=role binding—#% » £ T €114 £/ #9scope ° # %8 £ |45 I role binding 4

clsuter role binding.

Kubernetes + #JRBAC

329


https://kubernetes.io/docs/api-reference/v1.6/
https://kubernetes.io/docs/admin/authorization/rbac/#rolebinding-and-clusterrolebinding

RBAC #L£# Kubernetes & & & » 1 AL A G2 1T » System Roles —
AL B A A4 system: - REHIRG :


https://kubernetes.io/docs/admin/authorization/rbac/#default-roles-and-role-bindings

$ kubectl get clusterroles --namespace=kube-system

NAME
admin

cluster-admin

edit

system:
system:
system:
system:
system:

system

system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:

system

system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:

view

auth-delegator

basic-user

controller:
controller:
controller:

:controller:

controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:

:controller:

controller:
controller:
controller:
controller:
controller:
discovery
heapster

attachdetach-controller
certificate-controller
cronjob-controller
daemon-set-controller
deployment-controller
disruption-controller
endpoint-controller
generic-garbage-collector
horizontal-pod-autoscaler
job-controller
namespace-controller
node-controller
persistent-volume-binder
pod-garbage-collector
replicaset-controller
replication-controller
resourcequota-controller
route-controller
service-account-controller
service-controller
statefulset-controller
ttl-controller

kube-aggregator

kube-controller-manager

kube-dns

kube-scheduler

node

node-bootstrapper

node-problem-detector

node-proxier

persistent-

volume-provisioner

AGE
1ed
1ed
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
10d
1od
10d
1od
10d
10d
10d
10d
10d
10d
10d
10d
1od
10d
10d
1od
10d
10d
10d



RBAC A4 A LB X MANNYE & » L EHTUT 4L RBAC 89 B T EAT ©

#2 ABAC 23| RBAC #4748 3R ¥ » A &£ ABAC R# 7 84 ARk » &
RBAC P &M Tk Bty » o3t H#ATIE 2% o ZFeH R4 %R 3|18 A Service
Account # i # - ABAC B E F > A Pod ¥ & i #97% K &4 F Pod Token * API Server
SARBTRHRIR o B4 T @444 ABAC £ F4&E JSON £ R » Mk
RBAC #1TF M 4R ©]444% o

kubectl run nginx --image=nginx:latest

kubectl -it $(kubectl get pods -o jsonpath='{.items[0].metadat
.name} ') bash

apt-get update && apt-get install -y curl

curl -ik \

-H "Authorization: Bearer $(cat /var/run/secrets/kubernetes.io/serv

L VI -

iceaccount/token)" \
https://kubernetes/api/vl/namespaces/default/pods

»

A T fe % 3

e

BT A f£ Kubernetes &2t ¥ 54769 5 Fl » — B 4= API| Server # 471812 » 4T
A Foh o

25890 ABAC 7% %) RBAC » £ 413 1.6 £AE698HE » T LB B B FIABAC 4=
RBAC © %441 R BB A 65 84% » 3t — A TR G ARE R » LATAT —F HRAFHATA 2 5%
Bk o A XApEE T AR KA » R TRE L &£ £ 469 RBAC I3 T TAE o

HARBACE 2 24 7 » ABACT 2K F A o 27T 69 R KABACIKR A KRG i&
kubernetes ¥ » ~TdF LT LR 445 TRBAC °

DU

.80 A LEiF A RBAC Support in Kubernetes » 4% #% & kubernetes ¥ XA R » %
F1E % > Jimmy Song# T A S o % L E AS5KR A T AZKubernetes1.6#7 45 1+ 89
AI|LFZ— o

RBAC documentation

Google Cloud Next talks 1

Google Cloud Next talks 2

f£ Kubernetes Pod ¥ 1% | Service Accounti’ IF]API Server


https://kubernetes.io/docs/admin/authorization/rbac/#upgrading-from-15
https://kubernetes.io/docs/admin/authorization/rbac/#parallel-authorizers
http://blog.kubernetes.io/2017/04/rbac-support-in-kubernetes.html
https://www.kubernetes.org.cn/1879.html
http://rootsongjc.github.com/about
http://blog.kubernetes.io/2017/03/five-days-of-kubernetes-1.6.html
https://kubernetes.io/docs/admin/authorization/rbac/
https://www.youtube.com/watch?v=Cd4JU7qzYbE#t=8m01s
https://www.youtube.com/watch?v=18P7cFc6nTU#t=41m06s
http://tonybai.com/2017/03/03/access-api-server-from-a-pod-through-serviceaccount/

RBAC#Z
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VN

A AFEH (Admission Control) £ 3% AUs xtih Rkt —F 69818 R EK IS - R
fﬁ&%ﬁﬁg%@ﬁ$%mﬁﬁﬁﬁaﬁA@%ﬁ%ﬁﬁﬁﬁﬂﬁ’%ﬂﬁﬁ@%‘
FH o~ MrkREE (RE) SHAK > mmRIELK -

BAFER X EHER AR ZANES > CAVRKIAR » RA ARG A T 6915 L4 T dzk
di&)\%d ©

Kubernetes B #T42 8t T VAT JUAP A2 A 4] 364

o AlwaysAdmit: 4% F7 A % K o

o AlwaysPulllmages: & A4 BRHHR - £ L HP HFTIEFAM o

e DenyEscalatingExec: 2 L4 & % #JexectrattachiE 1 -

 ImagePolicyWebhook: i it webhook % T image R % » & Z Fl it i & --
admission-control-config-file ° # & {HF# X LiX 2

e ServiceAccount : A 4|2 %Kik ServiceAccount * # #&Pod 3] i &9
ServiceAccount & 4 /£

e SecurityContextDeny : {E% &4 3k ik SecurityContextfic & & % 5

e ResourceQuota : [R#|Pod#y# K oA T B » F Z/£namespace ¥ ] & — 4
ResourceQuotaxt %

e LimitRanger : # Podi% & Bk % Rk KA [RH| » & £ /£ namespace F & & — 4
LimitRange *t %

o InitialResources : RIEFAZ 69 AL 12 & 0 A B B %E KN T RE LKA IRA]

o NamespacelLifecycle : # &% Ttermination’X & #namespace 7 # 4% I #7 89 2t % 4]
#an R > HAE%E R B /£ HYnamespace

o DefaultStorageClass : #PVC& & ¥k StorageClass ( LiX 7

o DefaultTolerationSeconds : % & Pod#y % ik forgiveness toleration # 54 4¥

e PodSecurityPolicy : 1 HPod Security Policiestt 541 # /&

e NodeRestriction : & #|kubelet{ 7T 77 [¥lnode * endpoint ~ pod ~ service A &
secret ~ configmap ~ PVA#PVC3 48 X 69 %k (& A Tv1.7+)

Kubernetes v1.7+3i% ¥ #FInitializers# GenericAdmissionWebhook * = YA F| 5k 7 1& #ou
/%/fi)\j”ﬁ%’] °

Initializers


https://kubernetes.io/docs/admin/admission-controllers/#configuration-file-format

Initializers ™1 VA & 4 R AT R R4 fe B KN R - @ nitializersiz# 4R P &

LU Initializerf® % > #2HF & R THATRA P RLOES » FRREBIES
M. metadata.initializers 7|& M| o

Initializers® 7+ & 7 % A

e kube-apiserverf & --admission-control=...,Initializer

e kube-apiserverst /& admissionregistration.k8s.io/vialphal APl FPELE -

-runtime-config=admissionregistration.k8s.io/vlalphal
o <R F Initializersdz #|

A9 TTA4E A initializerconfigurations sk B & sU7RE 3 IR 1 & Initializer ) 48

apiVersion: admissionregistration.k8s.io/vlalphal
kind: InitializerConfiguration
metadata:
name: example-config
spec:
initializers:

- name: podimage.example.com
rules:

- apiGroups:

_ umn

apiVersions:
- vl
resources:
- pods

8 o RFF R AT G5 B AR B AT
GenericAdmissionWebhook °

GenericAdmissionWebhook

GenericAdmissionWebhook## # T —#Webhook 7 X ) E Az F ALF » € R
2 R0 A2 A kIR E R P oagaE R e

GenericAdmissionWebhook 8 7+ & 7 %

/ﬁ\

iy



e kube-apiserver®Z & --admission-control=...,GenericAdmissionWebhook

e kube-apiserver7F & admissionregistration.k8s.io/vialphal APl BPfc &
-runtime-config=admissionregistration.k8s.io/vlalphal

o I Fwebhook B AIEH & » £ H X T R

% > webhook B AAE 4] £ LM AMTLS » 7t % £id
¥ externaladmissionhookconfigurations.clientConfig.caBundle wkube-
apiserveriz it :

apiVersion: admissionregistration.k8s.io/vlalphal
kind: ExternalAdmissionHookConfiguration
metadata:
name: example-config
externalAdmissionHooks:
- name: pod-image.k8s.io
rules:
- apiGroups:
apiVersions:
- vl
operations:
- CREATE
resources:
- pods

failurePolicy: Fail
clientConfig:

caBundle: <pem encoded ca cert that signs the server cert used by
the webhook>

service:
name: <name of the front-end service>
namespace: <namespace of the front-end service>

B E

2t T Kubernetes >= 1.6.0 » f % kube-apiservers B VA T &4


https://github.com/caesarxuchao/example-webhook-admission-controller

--admission-control=NamespacelLifecycle, LimitRanger, ServiceAccount, Per
sistentVolumeLabel, DefaultStorageClass, ResourceQuota,DefaultToleratio
nSeconds



Kubernetes M %

A~ Kubernetes M %4 R A B % WAGH -



Kubernetes M %

Kubernetes M % 7% 7!

o IP-per-Pod * #APod#s A — ANk ZIPHit » Pod AT A B E £ Z— MM %L E
]
o EH AP APoAA A —MNEIERG B FHNLET » TALIPAE
o FTHZHZ A K FENATH T A AHE T A8 15
o Fi A Node#= Bl A & % Z 1A & & NAT 3k T VA [ 4% Z 40 15 9]
o BB TEINYIPRIMMEEF I 09—
e Service cluster IPA T f£ 7% W ¥ 17 7] » 93015 R & £ 18 T NodePort
LoadBalance % # Ingress %k 7 I7]

B 7B

o kubenet : & —/ K -FTCNI bridge#) M %46+ (£ bridgeds 69 &K ak Ly & T port
mapping#=traffic shaping) ° & B Al 4 7% 69 KA 3G 4

e CNI: CNIIﬂQ%iﬁﬂ'ﬁF s B P KM LB EXE /etc/cni/net.d B P o i
CNI%‘?&#FQ'J i S O /opt/cn1/b1n

Host network

T 5] £ 89 M A sk 21 R B 2 F Hostédnetwork namespace * 4%l 78 ZALEG ) 411
Ao BAE > RERHINIRE » ZERTULEZTRE LOEHMEL TR o

£ &

o ¥ NERALFTH A E
o 3K > KA NATEZ0 oh 69 744

o RAEATHME EH
o« BHEFn HOStéIJ%D—g@%;c]:j{
o KR NIATH % BB AR A F ol ¥EANE M


https://github.com/kubernetes/kubernetes/pull/39254

CNI plugin
%% CNI :

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=http://yum.kubernetes.io/repos/kubernetes-el7-x86_64

enabled=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.gpg
https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOF

yum install -y kubernetes-cni

i & CNI briged& 4 :



mkdir -p /etc/cni/net.d
cat >/etc/cni/net.d/10-mynet.conf <<-EOF

{
"cnivVersion": "0.3.0",
"name": "mynet",
"type": "bridge",
"bridge": "cnio",
"isGateway": true,
"ipMasq": true,
"ipam": {
"type": "host-local",
"subnet": "10.244.0.0/16",
"routes": [
{ "dst": "0.0.0.0/0" }
]
}
}
EOF
cat >/etc/cni/net.d/99-1oopback.conf <<-EOF
{
"cniVersion": "0.3.0",
"type": "loopback"
}
EOF

£ % CNIR &-3& 1 69 5L K 5 % CNI | 2546 1+ o

Flannel

Flannel & —4 % Kubernetes#Z #toverlay network 8 M 2-4& 4+ » & & T Linux TUN/TAP »
1% FIUDP3f % 1P ¢k 4] overlay M % » 715 Bhetcd 447 M 4569 5 Bedg R


https://github.com/coreos/flannel/blob/master/Documentation/kube-flannel.yml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel-rbac.yml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel.yml

Weave NetZ—N% EIMEREMB T L » LHFEF oibigiEs F@ > &4 host L#wRouter
B3 ZFull Mesh#TCP44% » il X Gossipk Rl 441z 8 c AR FZRXEAETHEF X
89K/V Store > 9% — T AL LRI E 69 § 4 > Wweavedt§ AR A “data centric” o

7 JERAFT 3 4 Paxosty“algorithm centric” o

3E-F @ k> Weavei TUDP3 R £ ILL2 Overlay ’ #HE X FAMEX » —# L iEiT£user
spaceéﬁsleeve mode ° 5 —#r£E4T/£kernal space#y fastpath mode ° Sleeve

modeid pcapu%ﬁLlnux bridge L%k %3 & 5F dhwRouter T A UDP3t & » X #FxtL2 t

raffici# 47w » & X HFPartial Connectlon’4Eﬂaﬁwb%n%ﬂﬂﬂ;°Fastpath mode Bp

iR Lovséﬁodp%‘f%‘iVxLAN%%ﬁi%ﬁs’i ' wRouter R BE#A 54K > AR T Xodp AAHN
7 AERER > BT X TAR LRI ST 2L R IFWEFHRAAE -

" sh
kubectl apply -f https://git.io/weave-kube

Calico

Calico £#—MNATBGPH L= B HKEF wMEFT £ (X & EOverlay) ° HHE5
OpenStack ~ Kubernetes ~ AWS ~ GCE¥laaSH & & F & 418 RAFE9 & o

Calicofz & — N1+ H % &2 4] AlLinux Kernel 2 3L T — AN & 2 f9vRouter 5k i 3t 238 4% & »
ﬁﬁ:’l\vRouterk BGPf/}uﬁ )%J}E 3| EJJ:K\fTé’onrkloadé’Jﬁééﬂm 1% % A~Calico M %
N A% 4% 2 #9BGP route reflectork 7.
R © iiﬁﬁ‘\iifié“ﬁ%‘ﬁﬁworkloadzlﬁl b 438 ‘ﬁz%‘l‘ﬁ": TP o 89 7 X TR LI Y o
Calico¥ &AM T WA BEA F #IB FotgM %20 (RIEAL2RHFLI) » & EZHINY
NAT - F% 38 %4 Overlay Network °

3k 5
v

stsh s Calicok TiptablesZ R8T F 5 v R & 69 W &-Policy » el i & A F & Loy
ACLsk 2 #tWorkload#) % AL P g & ~ %02 20 B AL ST K PR IRH| F ) AE o


https://www.projectcalico.org/

kubectl apply -f http://docs.projectcalico.org/v2.1/getting-started/k
ubernetes/installation/hosted/kubeadm/1.6/calico.yaml

OoVvsS

https://kubernetes.io/docs/admin/ovs-networking/#2 8 T —# i £ 89 X -TOVS# M % e
Bk

o & HLE G E —/Linux P #rkbr0 » 7 B2 & dockert A % M (M T & BRI
docker0) ° H-F M % 10.244.x.0/24

o HEHELE—NOVSH Hrobr0 » i i veth pairit #kbrO i@ T GRE¥ AT A MLE &
3

e 7+2STP

o % %10.244.0.0/16%|OVSk; &

pody 10.244.2.4

(e

OpenVSwitch GRE/VxLAN tunnel mesh

e Linux bridge ‘kbr0’ replaces the default ‘docker0’ &:@"F  veth pair
bridge S e

s  Pod traffic flows through the tunnels via OVS

. Examples of Network X could be LAN, internet,
ECZ2 vpc, SDN I

e  The tunnel mesh could be static, flow based or a l

combination

OVN


https://kubernetes.io/docs/admin/ovs-networking/

OVN (Open Virtual Network) A£QVS#2H#: 697 £ E LM &7 £ » § £ R 4%E SSDNR
# (te4eNeutron DVR) #9148 19 R o

OVN 4 Kubernetesi# it T Ay M 4% 7 £ -

e Overaly: i T ovs overlayi% # % &
e Underlay: VMR 85 £ & ZIVMAT £ R M % (X F)

HEb» REMLEE AETOVNCNIdEH & £, -

Contiv

ContivE &R RO BREM%E 7 £ » TEREA TPolicy®I M EE > t5 AR R mE
AY%ER - Contivi 2% AT $ M7 W% » 3 LHL2(VLAN), L3(BGP),
Overlay (VXLAN)A Z &4 R #ACI »

Romana

Romanas&Panic Networks 2201642 tH 89 /- 21 B » § £ % route aggregation ) &
¥k #f kOverlay 77 K 4 W & sk 69 FH4H o

OpenContrail
OpenContrail-ZJuniperdf & 89 7 R M 2 & B iL-F & » L@ kiR KA Contrail - £ £ & &
24| & FovRouter A m, :

o EHIBRMLEEIMMBLEEE ~ 250 M Th i
e VRouteriZ Bt 9 X% d > A T EMBEHE - EMML O EIARLIER L

H+ > vRouter L #FH = AP 4 KX,

e Kernel vRouter : £4.Tovs A #% Az 3%k

o DPDK vRouter : £41 T ovs-dpdk

o Netronome Agilio Solution (7 i &) : X #DPDK, SR-IOV and Express Virtio
(XVIO)

Juniper/contrail-kubernetes 24 7 Kubernetes® & & » &ML S :

o kubelet network plugin % T kubernetes v1.6 & £ #| ik ) exec network plugin
o kube-network-manager ¥ ”7 kubernetes AP| » 1R iElabells & k B & M & R %


http://openvswitch.org/support/dist-docs/ovn-architecture.7.html
http://contiv.github.io
https://github.com/Juniper/contrail-kubernetes
https://github.com/kubernetes/kubernetes/pull/39254

Midonet

Midonet&Midokura2: 8] 7+ /& & OpenStack M % & #A L 77 & o

o JAZLH kA > Midonet¥XZookeeper+Cassandraty & 4~ f X 24 & 5 % VPC 7 7 49
K & ——Network State DB Cluster * 71 controllers-# & % & 1% % ( &L 45 vswitch
#21.3 Gateway) A¥——Midolman (L3 Gateway_Ei% A quagga bgpd) * % %49
3 X MR G T ovs kernelfE # fast datapath ° T VA& %] » Midonet#=DragonFlow -
OVN—#% » £ My 6% 7+ LAR 2 % & OVS-Neutron-Agent#) &% » 4% controllera#
2|1 % A3 > FfEneutron pluginf=1% &agentia # A\ B T &9 5t IR 238 A A super
controller °

e it %A > NSDB4Neutronld] £ REST API » Midolman£5 NSDB A £RPC » X 1A
BAT 245389 - Controller®y ¥ & 7 @ » Midolman+ % 4 H OpenFlow#QVSDB *
¥ T 42 T user space ¥ #9vswitchd#=ovsdb-server * & 4% i linux netlink AL #l 3 1F
kernel space ¥ #jovs datapath °

H A

ipvs

B AT 4L R 3F £ 4 3 hitps://github.com/kubernetes/kubernetes/issues/17470 » #+tv1.7°T
VA alphahg it k& °

Canal

Canal&Flannel#=CalicoBt & & i t9 — /N — M %364 » REECNIM 4364 » 7+ 4%
network policy °

kuryr-kubernetes

kuryr-kubernetes &OpenStackif i 89 & s Neutron M %4-3& 4 » £ & é,.4&Controllerf=CNI
AR 0 I AR K T Neutron LBaaS# Service & &, °

Cilium
CiliumA—/ % TeBPFAXDP# &M At % £ M % 7 £ » 424 T CNIF=CNMd&# -

M B £ W A https://github.com/cilium/cilium °


https://www.midonet.org/
https://github.com/kubernetes/kubernetes/issues/17470
https://github.com/tigera/canal
https://github.com/tigera/canal
https://github.com/openstack/kuryr-kubernetes
https://github.com/openstack/kuryr-kubernetes
https://github.com/cilium/cilium
https://github.com/cilium/cilium
https://github.com/cilium/cilium

kope
kope&—4 § 4 H1tKubernetes M % B & 691 B » L F=FpE X :

o Layer2 : 834 & MNodeft & % &

e Vxlan : A Zhuke Evxlanit# - H# 2 TAePodty &4 (i@ Tvxlan interfaced=
ARP entry)

e ipsec : Ju %4k

M B £ T A https://github.com/kopeio/kope-routing °


https://github.com/kopeio/kope-routing
https://github.com/kopeio/kope-routing
https://github.com/kopeio/kope-routing

CNI (Container Network Interface)

Container Network Interface (CNI) 3 -7 & &1 CoreOS X A2 89 & 5 M 2856 » 5T
Kubernetes M %364 69 Ak o 3L K44 : Container Runtime £ €] 2 & 3 8 » sl
#Fnetwork namespace * & /518 A CNIFE#H 4 & MnetnsBe EM % » LB BB HE B A
# A2 o L LImACNCF » HACNCF 69 M &AL A o

CNIEH et m3 4

o CNIPluginfi T A EEEREME » CaERNERGIHED
o B & M %: AddNetwork(net NetworkConfig, rt RuntimeConf) (types.Result,
error)
o #HHEM % DelNetwork(net NetworkConfig, rt RuntimeConf) error
e IPAM Plugin fi T 4% % 4-EIPXuit » £ % 52 3, & #&host-localf»dhcp °

Container Network Interface (CNI) Drivers

Contqiner
Runtime

Y

Container Network Interface (CNI)

Loopback
Plugin

Bridge
PIuggln

PTP
Plugin

MACvlan
Plugin

IPvlan
Plugin

3rd-Party
Plugin

Source: Lee Calcote

BT A CNIFEH 3 L AF A I IR T Stz ki A EASH

THENEWSTACK




$ echo '{"cniVersion": "0.3.1","name": "mynet",6 "type": "macvlan","bri
dge": "cni0","isGateway": true,'"ipMasq": true,"ipam": {"type": "host-
local", "subnet": "10.244.1.0/24","routes": [{ "dst": "0.0.0.0/0" }]1}}'
| sudo CNI_COMMAND=ADD CNI_NETNS=/var/run/netns/a CNI_PATH=./bin CNI
_IFNAME=eth® CNI_CONTAINERID=a CNI_VERSION=0.3.1 ./bin/bridge

$ echo '{"cniVersion": "0.3.1","type":"IGNORED", "name": "a","ipam":
{"type": "host-local", "subnet":"10.1.2.3/24"}}"' | sudo CNI_COMMAND=A
DD CNI_NETNS=/var/run/netns/a CNI_PATH=./bin CNI_IFNAME=a CNI_CONTAIN
ERID=a CNI_VERSION=0.3.1 ./bin/host-local

A —

Bridge
Bridge & 3 i # 89CNIM £&-3& 4+ » € & oL Hostbl E— NPk » KRG Bl dveth pairi 3
% M #+ % container netns °

Z% > BridgeE AT » % TAUM &A1 & RN B E TG o T MG BIFlannel X4
Quaggas A% w5k 8 shEe B o

Bt &
{
"cniVersion": "0.3.0",
"name": "mynet",

"type": "bridge",
"bridge": "myneto",
"isDefaultGateway": true,
"forceAddress": false,
"ipMasq": true,
"hairpinMode": true,
"ipam": {
"type": "host-local",
"subnet": "10.10.0.0/16"

# export CNI_PATH=/opt/cni/bin
# ip netns add ns



# /opt/cni/bin/cnitool add mynet /var/run/netns/ns

{

}

"interfaces": [

{

"name": "myneto",
"mac": "Oa:58:0a:0a:00:01"

"name": "vethc763e31a",
"mac": "66:ad:63:b4:c6:de"

"mac": "Qa:58:0a:0a:00:04",

"/var/run/netns/ns"

|l4|l,

"10.10.0.4/16",
"10.10.0.1"

0.0.0/0",
10.0.1"

3
{
3
{
"name": "etho",
"sandbox":
}
1
"ipS": [
{
"version":
"interface": 2,
"address":
"gateway":
}
1
"routes": [
{
"dst": "O.
"gW": "10.
}
1,
"dns": {}

# ip netns exec ns ip
1: lo: <LOOPBACK> mtu

1

9:

addr
65536 qdisc noop state DOWN group default glen

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

ethO@if8: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu 1500 qdisc noqueue
state UP group default

link/ether 0a:58:0a:0a:00:04 brd ff:ff:ff:ff:ff:ff link-netnsid 0O

inet 10.10.0.4/16

scope global etho

valid_1ft forever preferred_lft forever



inet6 fe80::8c78:6dff:fel9:f6bf/64 scope link tentative dadfailed
valid_1ft forever preferred_lft forever
# ip netns exec ns ip route
default via 10.10.0.1 dev etho
10.10.0.0/16 dev eth® proto kernel scope link src 10.10.0.4

IPAM

DHCP

w

DHCPi& M 2 &k £ &0 IPAMIGEHZ — » A %A IDHCP7 N4 % & 9 EIPHuit » &
macvlani&# F 4.2 2| DHCPA& 4 -

fe 4% FIDHCPi& 2 7T » & & % & #hdhcp daemon:

/opt/cni/bin/dhcp daemon &

KRG BL B M %1% Fl dheptE A IPAMAE #+

{
llipamll : {
Iltypell: lldthH,
}
}
host-local

host-local-Z & % A 89CNI IPAM3&E 4 » ] & %-container2- &IP3t o

IPv4:



"ipam": {
"type": "host-local",
"subnet": "10.10.0.0/16",
"rangeStart": "10.10.1.20",
"rangeEnd": "10.10.3.50",
"gateway": "10.10.0.254",
"routes": [
{ "dst": "0.0.0.0/0" },
{ "dst": "192.168.0.0/16", "gw": "10.10.5.1" }

1
"dataDir": "/var/my-orchestrator/container-ipam-state"
}
}
IPv6:
{
"ipam": {
"type": "host-local",
"subnet": "3ffe:ffff:0:01ff::/64",
"rangeStart": "3ffe:ffff:0:01ff::0010",
"rangeeEnd": "3ffe:ffff:0:01ff::0020",
"routes": [
{ "dst": "3ffe:ffff:0:01ff::1/64" }
1
"resolvConf": "/etc/resolv.conf"
}
}

ptp

ptpiE 4+ il L veth paird & & #hostbl 2 & xt & % 4 : veth pair—3# /£ container netns

A 0 B —smfehostk o 7T vl i Ao B hostss 69 IPA2 % & K1k ptp i 469 & & A8 13 o



"name": "mynet",
lltypell: llptplI,
"ipam": {

"type": "host-local",
"subnet": "10.1.1.0/24"

3
"dns": {
"nameservers": [ "10.1.1.1", "8.8.8.8" ]
¥
}
IPVLAN

IPVLAN #= MACVLAN %44 » #FZ N —NEMEOEPE S AEMRN LD - — 4T H
8 X B kA PTA 6 JE AR O H A A8 Fl 89 mac Xik o mAAAH R FE 69 ip Hik o B A PTA B
ERETRLEE mac ik FTA AR T EEE0RT :

e DHCP il 4B ip 69 841 — AL & mac 3IEE A B 894718 « IANEAT » B P
505 A KRB ip 898t A% F & B & *E— 49 ClientlD F-# » 7 B. DHCP server L2 iE 74
Ao B AR % FBAEAME ARR 0 @ R AZ4E A mac #Huik

IPVLAN 3 # A A+ 42 X, :

o L2 # K : stB Bmacvlan bridge # X, TAF R B ARABNL » O VE A ZmALR L T
FEOEYE o Fl— MM TR TLETRNE D R LR > e R B REEE
RR 2% » BN ABILF OB HELEL -

o L3S : sbitipvlan A &4 b B EE 0 CEZ DRI L Afe TAUM %R AT
TR M AR LA hiE R TAE o RELFE AR » B R BI/E S FEF—NH
% AT VAEAR ping @ 77 0 WA ipvlan &4 F R L6945 & T4 o & L3 R
:f\fFﬁ(J}ﬁéM%D TREMB S H{XAT BT (BAMEXT » BT A G RBA 2R

LAED o A E) ARP EARE LM S 4 AT AR E L IHED T REY) o
f"yﬂ‘ﬂdﬁﬂ%g’kl}\fﬂ ST AT HniE ipvlan B0 E k6 M %69 » b R RIS B B
B B AT e s 69 5 e AL 0 ipvlan 69 P 4 & R REAR Sh R B 9] 89 o

& Zipvlant & £ 7 % A

ip link add link <master-dev> <slave-dev> type ipvlan mode { 12 | L3

}



chifit B # X A

{
"name": "mynet",
"type": "ipvlan",
"master": "etho",
"ipam": {
"type": "host-local",
"subnet": "10.1.2.0/24"
}
}
FRIEFNE

o ipvlaniEH T » & & T AERHostM %3815
o IMIEv (ALzkTmasterinterface) T A Fl B 1E Aipvlanfsmacvlanfymasteri% o

MACVLAN

MACVLAN T YK — A £AL3E 2 % $0E % Mmacvtap » B4 Smacvtapi &48 A T Fl 49
maciit (x5 T B #linux F 4% %) ° MACVLAN 3£ m A 4 X,

o bridget? X : 3B T vAE Bl —masteri& & 8 F1% & X A 4 &

o vepakt X, : VEPA £ X% 5 802.1Qbg 47 ¥ 6 VEPA AU 6 4 4 52 31, 5
MACVTAP % % fa 3 6944 2038 4% X Blmastert & F » TAKIEL KA > AF T L
SRR K AL XA Hairpin A2 X A 88 E % T4E

o privatetZ &\ : Private £ A= VEPA £ X £ » R 5|52 F MACVTAP X A48 2 & &

e passthrough# X, : M 49 MACVLAN #kiE & 3237 48 4 kit » B4Rk 2 BB e T &b
o JJmBEHKT Host CPU # Ik

&l Emacvlan® & £ 7 kA

ip link add link <master-dev> name macvtap® macvtap

cnific B A& X A



"name": "mynet",
"type": "macvlan",
"master": "etho",
"ipam": {

"type": "dhcp"
¥

}
FRIEZNE

e macvlan® £ K& mac ik 0 HANEBETAA B T mac Hak
o FikAe 802.11(wireless) M % —#e T4k
o IAMLIET ({L3EAmaster interface) 7 A& Fl B 4E Aipvlanfemacvlan®masterd% o

Flannel

Flanne A A HFE B IMSE—NTRMOFT AN EEREEMMEL » €& FLinux
TUN/TAP + 4% 1UDP £ IP & % &1 ®overlay Fl % » 1% Bhetcd 47 F 4 89 9 B b5 i o

Weave Net

Weave NetZ2—/N% IMEE ML F £ > XHFHFoLegizs Fd o & Ahost LAy
wRouter a3 & # 5 Full Mesh#) TCP44 4% » 71 i3 Gossipk Fl H 424115 & o &b 7 X4
T % F XKV Store » 4695 £ — T A2 F LRI E 89 B M » Weavel§ 4R 4 “data
centric” » 1 JERAFT 3 # Paxos#J “algorithm centric” °

AEF @ L s Weaveid i UDP3t & 2 9LL2 Overlay » 3t X X HFAMEX » —Fp L EITE
user spacefysleeve mode ° 5 —# & & 47 f£kernal space®) fastpath mode ° Sleeve
modeid i pcapu%ﬁ Linux bridge £ k #0348 &, 7 diwRouter ©. RUDP3f % » X 3FxtL2
trafficit 47w % » & X 3FPartial Connection » 12 & M A8 4R KB & o Fastpath mode B 1 i
OVS#odp3t £ VXLANF % s 4% & » wRouter -~ AL A 54 % » w2l T Rodp A&
A7 AR R > TP H X TUA LR ELF » TR I F B FZHRIE -

Contiv


https://github.com/coreos/flannel

ContivZEHFRGEEM%G 7 £ » TRREL TFTPolicy®IM%EH > 5 TAXE BPE
AGER o Contivik ZR69RH T EFERET £ P M % > 3 LHFL2(VLAN), L3(BGP),
Overlay (VXLAN)A & B4} & £ #ACI °

Calico

Calico #—MNATBGPH 4= EH&EF SME T E (R & £O0verlay) > 05
OpenStack ~ Kubernetes ~ AWS ~ GCE%laaS#» & % F & A8 A RAF 09 & & ©

Calico/z & — A1+ A ¥ &4l Linux Kernel 52 8L T — A~ & 2 89 vRouter & fi 7t #4E 4 & >
74 ~vRouteril i BGP i i 5t 4 B T k& 47 89 workload #9 % d1 15 & 1% % A Calico M %
RN —— IR ETIL B LR > KAAET 71845 T 9BGP route reflectork %
R o X FEARIE R ZPTA Hyworkload X ] 8 # 8 A E AR TR PR G 69 7 N TR LI o
Calico¥ &AM T A AEF R #&EF COMBLEH (RBAL2RALI) » TFEHIHY
NAT - I% 18 3 4 Overlay Network °

3Lk o Calicok TiptablesiZ 424 T # & m % & 69 M %Policy » RiEA T &4 F & LY
ACLsk 2 #tWorkload®) % AL P i & ~ K42 B A R A6 T R RH| F ) 68 o

OVN

OVN (Open Virtual Network) ZOVS# £ 69J8 & E AL M &7 € » B & 8 245 LSDNR
# (fe=Neutron DVR) &M% AL o

OVN Y Kubernetes## 4t 7 m A+ M % 77 £ :

e Overaly: i T ovs overlayif # % %
e Underlay: 5¥VMA 8 & R EZIVMATE AR M % (FLF)

> ZEMGERE LA TOVNSYCNIdEL Rk L -

SR-IOV

Intel4t47 T — ASR-IOV# CNI4E 4+ » fork A hustcat/sriov-cni » 74 & T DPDK# 3 #F o

M B £ R Rhttps://github.com/Intel-Corp/sriov-cni °

Romana


http://contiv.github.io
https://www.projectcalico.org/
http://openvswitch.org/support/dist-docs/ovn-architecture.7.html
https://github.com/Intel-Corp/sriov-cni
https://github.com/hustcat/sriov-cni
https://github.com/Intel-Corp/sriov-cni

Romana-&Panic Networks 2201642 £ 89 /- %R B » & £ % route aggregation ) &
¥k AR & Overlay 77 & 46 W & k69 744 o

OpenContrail

OpenContrail -2 Juniperdf & 8 7 & M 4 & #ft-F & » L3 LrR A A Contrail - £ £ &
= 4] % FAovRouter 8 %, :

o HHERBEMNMBYGERE « FH A2 A G
e VROUteriZ Bt A X B » A X EMBHE ~ ERMEHE I UABIIER L

A& > vRouter I = AF# X,

e Kernel vRouter : /AT ovs A %423k

e DPDK vRouter : £41 T ovs-dpdk

o Netronome Agilio Solution (7 ik = &) : X #DPDK, SR-IOV and Express Virtio
(XVIO)

michaelhenkel/opencontrail-cni-plugin# 4 7 —/~OpenContrail 4 CNI4& 4 ©

CNI Plugin Chains

CNIiZ X #Plugin Chains » BP 48 & — M EH 7] & » @ Runtimet& R AT HEAEHF - X =t
¥ #portmapping ~ vimF JEF A # 8h o

A

Canal

Canal&Flannelf=CalicoBt & & 7 #9 — /M — M %4364 » RBECNIM 4364 » 7+ 4%
network policy °

kuryr-kubernetes

kuryr-kubernetes & OpenStackif i 89 & s Neutron M %4-3& 4 » £ & é,.4&Controllerf=CNI
AR S 0 I B4R 45 X T Neutron LBaaS#Service & & °

Cilium


https://github.com/michaelhenkel/opencontrail-cni-plugin
https://github.com/tigera/canal
https://github.com/tigera/canal
https://github.com/openstack/kuryr-kubernetes
https://github.com/openstack/kuryr-kubernetes
https://github.com/cilium/cilium

CiliumA&—N K TeBPFAaXDP&# s AL & 5 M %7 £ » #2488 T CNIF=CNMIE 4 o

T B £ W A https://github.com/cilium/cilium ©

CNI-Genie

CNI-Genie& & % PaaSH R4 & 89 Bl Bf L 4F % A W 2464 ( X 4Fcalico, canal, romana,
weave ) #CNIFEH -

M B £ T Ahttps://github.com/Huawei-PaaS/CNI-Genie °


https://github.com/cilium/cilium
https://github.com/cilium/cilium
https://github.com/Huawei-PaaS/CNI-Genie
https://github.com/Huawei-PaaS/CNI-Genie
https://github.com/Huawei-PaaS/CNI-Genie

Flannel

Flanneli I 44 & 18 £ \iﬁa—‘/\%l’l 8 77 N AR BREE MM L > XA FLinux
TUN/TAP - {1 IUDP#t X IP &, % €| Zoverlay M % > ﬁ-{iﬂﬁetcdéﬁi}” M 28 69 - Bedg L o

Flannel 7 32

i’”‘c%'l;T‘@J:hostzl-’\i’@é@ﬂanneldﬁ TTMITH BYETCD £ %% ) F K= L € host L #9subnet
8 0 FAPODS EIPHAE o 35 F @flannelid i Backend ( tt4eUDP3 % ) %k £3LL3
Overlay » BL°T YAt 3F — AL A9 TUNR & U 7T XA 35 VXLANL & ©

"Network": "10.0.0.0/8",
"SubnetLen": ,
"SubnetMin": "10.10.0.0",
"SubnetMax": "10.99.0.0",
"Backend": {
"Type": "udp",
"Port":


https://github.com/coreos/flannel

CoreQS Machine

Pod
Web App Frontend
. vathf) MAC
cachelconmner L_. 10.1.15.2/24 ._]

Quter source: 1921680100
=] dest: 152.168.0.200

g7 é i flanneld ’? Inner source: 10,1152
Pod "= = i I dost: 101,202
Web App Frontend2 packet
1
oo [

kerl)

10.1.15.1/24
10.1.15.0/16
192.168.0.100

wveth
10.1.15.3/24

Core0S Machine
Pod

Backend Servicel

backendlcontainer [P

wathD
10.1.20.2/24 '—]

backupl container

fockar(

10.1.20.1/24

+—e flanneld e—e

10.1.20.0/16
ethd
162.168.0.200

Pod
Backend Sepviee

vethi
backend2 container 10.1.20.3/24 ‘—I

% 7 UDP » Flannelit £ #7% % L #.89Backend :

e udp : & Mudp3t X » ik F182855% v

e vxlan : vxlan#t X » &% E EVNI > Port (ZiA8472) #GBP

o host-gw : B b6 7 X

e aws-vpc : 4% A Amazon VPC route table & &#% & » &/l TAWS LE /7685 5

e gce : 1# A Google Compute Engine Network&] &3 &1 » 7 A instance & &7+ & IP
forwarding * &l TGCE L&AT8) 5 &

e ali-vpc : 1A T Z =VPC route table 4| &% w » E A TITE = LEFHESR

Docker % 5%

source /run/flannel/subnet.env
docker daemon --bip=${FLANNEL_SUBNET} --mtu=${FLANNEL_MTU} &

CNI%& A&

CNI flanneld& # & flannel M % B2 & 4% 3% 7 bridged& 4+ B2 & » 18 M bridge & 4
netnsf & M & o e T @ 89 flannel e &

e S

3
¥
b


https://github.com/torvalds/linux/commit/3511494ce2f3d3b77544c79b87511a4ddb61dc89

"name": "mynet",
"type": "flannel",
"delegate": {
"bridge": "mynet0",
"mtu":

2 eni flanneld& 2 3% 3 4

"name": "mynet",

"type": "bridge",

"mtu": ,

"ipMasq": ,

"isGateway": ,

"ipam": {
"type": "host-local",
"subnet": "10.1.17.0/24"

Kubernetes % 5.

1% M flannelaT % &8 & kube-controller-manager --allocate-node-cidrs=true -
-cluster-cidr=10.244.0.0/16 -

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel-rbac.yml

kubectl create -f https://github.com/coreos/flannel/raw/master/Docume
ntation/kube-flannel.yml

X 4B #Hflanneld % & > HF B ECNIM %364 -



$ ps -ef | grep flannel | grep -v grep

root 3625 3610 0 13:57 ? 00:00:00 /opt/bin/flanneld --i
p-masq --kube-subnet-mgr
root 9640 9619 0 13:51 ? 00:00:00 /bin/sh -c -e -X;

cp -f /etc/kube-flannel/cni-conf.json /etc/cni/net.d/10-flannel.conf
; while ; do sleep 3600; done

$ cat /etc/cni/net.d/160-flannel.conf

{
"name": "cbro",
"type": "flannel",
"delegate": {
"isDefaultGateway":
¥
}

______________ Pod Pod Pad

S oridgeffit
flanneld cnig

Jrun/flannel/subnet.env

flanneld B %) i #kubernetes API * #&#% node.Spec.PodCIDR & & AHégflannel M % T
M oo 45 el Bvxlanfedn & 69T Mg o

$ cat /run/flannel/subnet.env
FLANNEL_NETWORK=10.244.0.0/16
FLANNEL_SUBNET=10.244.0.1/24
FLANNEL_MTU=1410
FLANNEL_IPMASQ=

$ ip -d link show flannel.1
12: flannel.l: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1410 gdisc noque
ue state UNKNOWN mode DEFAULT group default
link/ether 8e:5a:0d:07:0f:0d brd ff:ff:ff:ff:ff:.ff promiscuity 0
vxlan id 1 10.146.0.2 dev ens4 srcport @ O dstport 8472 nol
earning ageing 300 udpcsum addrgenmode eui64



CNI

Q
cnig cnig
18.244.0.1/24 18.244.1.1/24

Houte: Houtc:
18.344.0.6/16 cev flannel.l 13.244.08.8/16 cov flannel.l
flannel.1l | walan | flannel.l
18.244.0.8 18.244.1.0

=

o MEZKESL ALM TR
o 5EFEERIEYT  VPCH 7 XRA I HEREAR &

&k /N

o VXLAN#E X *tzero-downtime restarts ¥ 4% 1~ 4

When running with a backend other than udp, the kernel is providing the data path
with flanneld acting as the control plane. As such, flanneld can be restarted (even
to do an upgrade) without disturbing existing flows. However in the case of vxlan
backend, this needs to be done within a few seconds as ARP entries can start to
timeout requiring the flannel daemon to refresh them. Also, to avoid interruptions
during restart, the configuration must not be changed (e.g. VNI, --iface values).

P

e https://github.com/coreos/flannel
e https://coreos.com/flannel/docs/latest/
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https://github.com/coreos/flannel
https://coreos.com/flannel/docs/latest/

Weave Net

Weave NetZ —1% IMBEEM L H £ > IHFH P oLegizs F@ > & Ahost L)
wRouterd il i Z = Full Mesh# TCP44 4% » %18 1 Gossipk Fl F 124145 & o &+ 7 X4
* T & F XNHIKIV Store » fe ¥ £ — € A2 LA F 09 B 4 » Weaveld L& %4 “data
centric” » 7 JERAFT 3 # Paxos #9“algorithm centric” °

%% @ £ » Weaveil £ UDP# ¥ 5 JLL2 Overlay » # ¥ X F AAFEX :

o 1Z4Tftuser spacefysleeve mode : i i pcapu%ELmux bridge L& 3k £ ¥ &7 &
wRouter T RUDP3 % » Z #2fL2 trafficit 47/ % » i& X #Partial Connection » 12
AR KAL o

e 1Z17ftkernal space® fastpath mode : Brif i OVS#jodp3t & VxLAN%%ﬁi%i ’
wRouter ® B4 54 & » fmZiA L T Xodp A& 7 XizH] » AP 77 KT A
R EMRAELE  EERIFMBFZRIE -

Sleeve Mode:

Host1 : Host2

Kemel Space

Metwork

Fastpath Mode:



Host1 P Host2

f ) » /
User App Weave - Weave User App. '
(= e ] . Routar '
et W ' — E User Space
i - ['1 i
| b | :
| ovs P ovs | E
Module ] : Module
: + ' Kernel Space
I o o o o - - - |
Network

*% T Servicety X % » weave 89 4L b4z 7% o & % » wRouter% s TDNSH 48 » #8495 3
AIHATIR G XA R &398 > 74 > Hlibnetwork #Joverlay driver £ 4L » weave & K
#HAPODAH A AF F » —A#hik fiblovs LA L2 A E » % — AN % £ docker0 L4 2
ServiceiA & » docker0/& @13 A& £Ziptables?ENAT °

= N

,,
Container
10.0.0.124  \default gw

odp/bridge d!mkerﬂ
Flow/pcap
DNS
wRouter

- L/

WeaveL Z2E R T TR EE A4

e Docker: https://www.weave.works/docs/net/latest/plugin/

e Kubernetes: https://www.weave.works/docs/net/latest/kube-addon/
o kubectl apply -f https://git.io/weave-kube

e CNI: https://www.weave.works/docs/net/latest/cni-plugin/

o Prometheus: https://www.weave.works/docs/net/latest/metrics/


https://www.weave.works/docs/net/latest/plugin/
https://www.weave.works/docs/net/latest/kube-addon/
https://www.weave.works/docs/net/latest/cni-plugin/
https://www.weave.works/docs/net/latest/metrics/

Weave Kubernetes

kubectl apply -n kube-system -f "https://cloud.weave.works/k8s/net?k8
s-version=$(kubectl version | base64 | tr -d '\n')"

X 41 BT A Node £ & 5 Weaved& # vA & Network policy controller :

$ ps -ef | grep weave | grep -v grep

root 25147 25131 0O 16:22 ? 00:00:00 /bin/sh /home/weave/1l
aunch.sh
root 25204 25147 0O 16:22 ? 00:00:00 /home/weave/weaver --

port=6783 --datapath=datapath --host-root=/host --http-addr=127.0.0.1
16784 --status-addr=0.0.0.0:6782 --docker-api= --no-dns --db-prefix=/
weavedb/weave-net --ipalloc-range=10.32.0.0/12 --nickname=ubuntu-0 --
ipalloc-init consensus=2 --conn-1imit=30 --expect-npc 10.146.0.2 10.1
46.0.3

root 25669 25654 0 16:22 ? 00:00:00 /usr/bin/weave-npc

B ZEMBA

BT A %% 35 4R 3% 4% 2l weave M

weave K # 18 i veth pairi 2| A #% ) openvswitchiz 3k

¥ E M2 % il i openvswitch vxlanii{z

policy controlleri® it & & iptables#L | A4 & %1% & M % R %

Pod Pod Pod Pod Pod Pod
weave weave
18.48.08.0/12 18.38.08.0/12
vethwe-bridge vethwe-bridge
vethwe-datapath vethwe-datapath
openvswiteh walan openvswiteh

Weave Scope



Weave Scope &£ —MNE & Wi dedrE T A » TA G2 A RENEBF QI HF 4
448 (Automatic Topologies and Intelligent Grouping) °

Weave Scope % #1scope-probefrscope-app 4L &

+--Docker host---------- +
+--Container------ e
| ] | Browser |
fosesno0nzos = [ [ [eseseseesosaces |

o X1l

o JoFEiRAZ

e Multicast networking

&k /N

o UDP# X /A K 4% K

LA

https://github.com/weaveworks/weave

https://www.weave.works/products/weave-net/

https://github.com/weaveworks/scope

https://www.weave.works/guides/monitor-docker-containers/


https://github.com/weaveworks/weave
https://www.weave.works/products/weave-net/
https://github.com/weaveworks/scope
https://www.weave.works/guides/monitor-docker-containers/

Contiv

ContivABHFRGEZMEHE » B—ARTFHEMM - B AHEEAE EH A
MEEREOAREEALEM » A LATERIALER - Contivik LB 9% 2
BHREET S M% » # LHL2(VLAN), L3(BGP), Overlay (VXLAN) VA& Bt 8 R 6
ACI °

Any Infrastructure

'Application Intent ACl Integration

Rich Policy

Container.VM,BM
LDAP/RBAC

Declarative

DevOps IT Admins
] 0
S o
OPENSHIFT Any Platform Any Networking &

100% Open Source ’ The Most Powerful Container Networking Fabric ‘ Rich Policies

L2, L3, Overlay or ACI

F AR

o JR A8 Tenant X 3F » —MTenant#t £ —/virtual routing and forwarding (VRF)
o AP ALK

o L2 VLAN Bridged
o Routed network, e.g. vxlan, BGP, ACI
o Network Policy * 4=Bandwidth, Isolation


http://contiv.github.io

CNI

Host

Tenant1

SkyDNS

Docker0 bridge

ETCD - listen-client-urls (0.0.0.0:2379, 0.0.0.0:4001)

VLAN Network

Virtual Switch
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VXLAN Network

L3 Network

pr

[ Virtual Switch [ Virtual Switch

== — =

&

T~

.
Distributed
Controller

\ /
ovs (0)VA ovs | { oVvsS { oVvSs |
Node 1 Node 2 Node 3 Node 4 Node 5

~Ees A
: Y

Openflow Network

Kubernetes % 5,

Ansible3f & RLhttps://github.com/kubernetes/contrib/tree/master/ansible/roles/contiv °


https://github.com/kubernetes/contrib/tree/master/ansible/roles/contiv

export VERSION=1.0.0-beta.3

curl -L -0 https://github.com/contiv/install/releases/download/$VERSI

ON/contiv-$VERSION. tgz
tar xf contiv-$VERSION.tgz
cd ~/contiv/contiv-$VERSION/install/k8s

netctl --netmaster http://$netmaster:9999 global set --fwd-mode routi

ng

cd ~/contiv/contiv-$VERSION
install/k8s/install.sh -n 10.87.49.77 -v b -w

# check contiv pods
export NETMASTER=http://10.87.49.77:9999

netctl global info

# create a network

routing

# netctl network create --encap=vlan --pkt-tag=3280 --subnet=10.100.1

00.215-10.100.100.220/27 --gateway=10.100.100.193 v1an3280

netctl net create -t default --subnet=20.1.1.0/24 default-net

# create BGP connections to each of the nodes
netctl bgp create devstack-77 --router-ip="30.
0" --neighbor-as="65000" --neighbor="30.30.30.
netctl bgp create devstack-78 --router-ip="30.
0" --neighbor-as="65000" --neighbor="30.30.30.
netctl bgp create devstack-71 --router-ip="30.
0" --neighbor-as="65000" --neighbor="30.30.30.

30.30.77/24"
2”
30.30.78/24"
2”
30.30.79/24"
2”

# then create pod with label "io.contiv.network"

A

http://contiv.github.io/

https://github.com/contiv/netplugin

http://blogs.cisco.com/cloud/introducing-contiv-1-0
Kubernetes and Contiv on Bare-Metal with L3/BGP

--as="6500
--as="6500
--as="6500


http://contiv.github.io/
https://github.com/contiv/netplugin
http://blogs.cisco.com/cloud/introducing-contiv-1-0
http://blog.michali.net/2017/03/20/kubernetes-and-contiv-on-bare-metal-with-l3bgp/

CNI

Calico

Calico £F— M= E G FBFEF SMEHE (% Z0verlay) ° F H50penStack
Kubernetes ~ AWS ~ GCE%¥laaSH & £ T 641 A R4F 89 & &, o

Calico£ #&— M1 ¥ &4 ALinux Kernel 2 3L T — /> & 2 #9vRouter k i ot 2L 4% & >
74 vRouteridl X BGP L fi it 42 & T L& 47 #9workload #9 9% &1 13 & 1% % 4~ Calico M %
N — IR ETIA B LR » KAAET T8 45 T 9BGP route reflectork %
AR o EAEARIE KA PT A Bgworkload X 1] 8 F 4B R E AR 2 8 T IPE & 89 7 X LR E B o
Calico¥ &AM T A AEF A& F COMBLEH (RBAL2RALI) » TFZHIY
NAT » [% 38 4 Overlay Network °

3tk o Calicok Tiptablesiz 424 T % & m % & 69 M %Policy » RuEA T &A% & LY
ACLsk 24t Workload#) % fL P & & ~ & 42 A VA B H A6 5 PR & F A fk o

Calico%&#

etho | caliz4

Reflector

192.168.0.45

etho | cali8g ! oeted \

Calico =% #Felix ~ etcd ~ BGP client’A ZBGP Route Reflectora s

1. Felix > Calico Agent » 3¢/ % & & %247 Workload #9 ¥ & L » T & i 5t f B % b &
ACLs% 13 & k # REndpointfy & @K & ;

2. etcd » 4-A NAEME 6k 0 2 R 5T M4 UEAE— B 0 AR CalicoM %K & 89 74
e

3. BGP Client (BIRD) , £%& fi st 4eFelix 5 AKernel 9% w115 &4 & %] % AT Calico™
% » &tk Workload 7] 4938 13 69 A 21
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https://www.projectcalico.org/

4. BGP Route Reflector (BIRD) » K#MAEIRE w4 A » W FPTA T & LI 49 mesh
R 0 @iE—/R#E % MBGP Route Reflectorsk @ E P X% 1 9 & o

Compute Host Workload
Note 2 Note 1
Attachment to
TAP shared network VNIC<10'65'0'18
Routing 2001:db8:a41:2::12

& iptables Aftachment to
shared network that

TAP is externally accessible VNIC <102 .25.78.2

2001:cf2:45:1::3a

DC Fabric
IPv4 and/or IPv6

Note 3

BorderGateway

Routing

Note 4

SNAT

Internet

IP-in-IP

Calicodz #| T @ 89 1% % K4 ¥ M 445 2 L2 Fabric » X A vRouter B A & BT X 65 » &
WARE BRI RE BT —3k o AT L3 Fabric » Calicodft £ T IPinIP&j it -

Calico CNI

Jhttps://github.com/projectcalico/cni-plugin °

Calico CNM

Calicoif it Pool#=Profile # 7 &\ £ #, T docker CNM M % :


https://github.com/projectcalico/cni-plugin

1. Pool » & LT Al T Docker Network#91P % /& B » 4= : 10.0.0.0/8 %
192.168.0.0/16 :

2. Profile » & L Docker Network Policy#) %& & > ditagsforules 2 5% ; £ Profile ik
A —/~FeProfile & F48 Fl 89 Tag » 4 MProfile™ A A % AN Tag » VAList X4k & ©

F4K %2 3L Whttps://github.com/projectcalico/libnetwork-plugin » #4& B 7 % =T XA %
% http://docs.projectcalico.org/v2.1/getting-started/docker/ °

Calico Kubernetes

Juhttp://docs.projectcalico.org/v2.1/getting-started/kubernetes/.

For Kubeadm 1.5 with Kubernetes 1.5.x:

kubectl apply -f http://docs.projectcalico.org/v2.3/getting-started/k
ubernetes/installation/hosted/kubeadm/1.5/calico.yaml

For Kubeadm 1.6 with Kubernetes 1.6.x:

kubectl apply -f http://docs.projectcalico.org/v2.3/getting-started/k
ubernetes/installation/hosted/kubeadm/1.6/calico.yaml

X 4 Pod ¥ 2 #Calico-etcd * & P7 A Node L 2 #bird6 ~ felixA Zconfd » 7 & E CNIM
% A calicoi& 4 :

Etcd

confd

Network policy

ek controller

BIRDG iptables


https://github.com/projectcalico/libnetwork-plugin
http://docs.projectcalico.org/v2.1/getting-started/docker/
http://docs.projectcalico.org/v2.1/getting-started/kubernetes/

$ ps -ef | grep calico | grep -v grep

root 9012 8995 0 14:51 ? 00:00:00 /bin/sh -c /usr/
/bin/etcd --name=calico --data-dir=/var/etcd/calico-data --advertise-
client-urls=http://$CALICO_ETCD_IP:6666 --listen-client-urls=http://0
.0.0.0:6666 --listen-peer-urls=http://0.0.0.0:6667

root 9038 9012 0O 14:51 7 00:00:01 /usr/ /bin/etcd -
-name=calico --data-dir=/var/etcd/calico-data --advertise-client-urls
=http://10.146.0.2:6666 --listen-client-urls=http://0.0.0.0:6666 --1i
sten-peer-urls=http://0.0.0.0:6667

root 9326 9325 0 14:51 ? 00:00:00 birdé -R -s /var/run/
calico/bird6.ctl -d -c /etc/calico/confd/config/bird6.cfg
root 9327 9322 0 14:51 ? 00:00:00 confd -confdir=/etc/c

alico/confd -interval=5 -watch --log-level=debug -node=http://10.96.2
32.136:6666 -client-key= -client-cert= -client-ca-keys=

root 9328 9324 0 14:51 ? 00:00:00 bird -R -s /var/run/c
alico/bird.ctl -d -c /etc/calico/confd/config/bird.cfqg

root 9329 9323 1 14:51 7 00:00:04 calico-felix



# CNIM 4G4 &

$ cat /etc/cni/net.d/10-calico.conf

{
"name": "k8s-pod-network",
"cniVersion": "0.1.0",
"type": "calico",
"etcd_endpoints": "http://10.96.232.136:6666",
"log_level": "info",
"ipam": {
"type": "calico-ipam"
¥
"policy": {
"type": "k8s",
"k8s_api_root": "https://10.96.0.1:443",
"k8s_auth_token": "<token>"
3
"kubernetes": {
"kubeconfig": "/etc/cni/net.d/calico-kubeconfig"
}
}

$ cat /etc/cni/net.d/calico-kubeconfig

# Kubeconfig file for Calico CNI plugin.

apiVersion: vi
kind: Config
clusters:

- name: local

cluster:

insecure-skip-tls-verify:

users:
- name: calico
contexts:
- name: calico-context
context:
cluster: local
user: calico

current-context:

true

calico-context



CNI

e 192,162.235.158 oy LEELLES.EELEE

| Pod| | Pod| | Pod | | Pod |

\_|_/ \_|_/ \_|_/ \_|_/

calixxxl calixxxl

Route: Route:

slacknole 192 188 235, 138/26 proto zird alacknole 192,188 1BL.64028 prato bird

192.168.235.155 dev calixxxl 192,184, 1B5.65 dev calixaxl

192. 164 1B5.64/35 vwia 18.1£08.&.3 proto bird 192. 168 235 13B/26 wia 1E.148.4.2 proto oird
18.140.0.2 18.140.0.3

Calico®) 2

o MARZZEFM » TARLEFVRF
o NEIMLMPREHNEAENN  EEMPIHFT LA MBRZLFA

o Calicodz#| Fdm 69& 1+ % K4y 2 M %4FZ L2 Fabric » X # vRouter 8] AT & 42 7T 34 49

A

e https://xuxinkun.github.io/2016/07/22/cni-cnm/
e https://www.projectcalico.org/
e http://blog.dataman-inc.com/shurenyun-docker-133/
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https://xuxinkun.github.io/2016/07/22/cni-cnm/
https://www.projectcalico.org/
http://blog.dataman-inc.com/shurenyun-docker-133/

CNI

SR-IOV
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http://www.pcisig.com

modprobe ixgbevf

1spci -Dvmm|grep -B 1 -A 4 Ethernet

echo 2 > /sys/bus/pci/devices/0000:82:00.0/sriov_numvfs

# check ifconfig -a. You should see a number of new interfaces create
d, starting with “eth”, e.g. eth4

docker sriov plugin

Intel#4dockerE T —A~SR-IOV network plugin > 775 {2 T
https://github.com/clearcontainers/sriov * Fl & X #runc#clearcontainer °

CNI&

Intel4t47 T —ASR-IOV A CNI4E 4+ » fork B hustcat/sriov-cni » 74 & T DPDK# % o

M B £ W Rhttps://github.com/Intel-Corp/sriov-cni °

7=

o MHAEST
o & MATHHE TR

5k /N

o VFHEAHIR
o HMUYT » TIABFREIEH

LA

e http://blog.scottlowe.org/2009/12/02/what-is-sr-iov/

e https://github.com/clearcontainers/sriov

e https://software.intel.com/en-us/articles/single-root-inputoutput-virtualization-sr-iov-
with-linux-containers

e http://jason.digitalinertia.net/exposing-docker-containers-with-sr-iov/


https://github.com/clearcontainers/sriov
https://github.com/Intel-Corp/sriov-cni
https://github.com/hustcat/sriov-cni
https://github.com/Intel-Corp/sriov-cni
http://blog.scottlowe.org/2009/12/02/what-is-sr-iov/
https://github.com/clearcontainers/sriov
https://software.intel.com/en-us/articles/single-root-inputoutput-virtualization-sr-iov-with-linux-containers
http://jason.digitalinertia.net/exposing-docker-containers-with-sr-iov/

CNI

Romana

Romana-ZPanic Networks 2016 #% £ 89 7+ 81 B » § /£ A kOverlay 77 £ %M %7 %k
g4 o

IAER 32

Romana
b b Python
i client
library
Meutron
plugin
ﬁﬁ ﬁ Romana
> Agent m
0.0.0.0 via Internet 0.0.0.0 via Internet

10.0.0.0110  via Leaf1
10.64.0.0M0 via Leaf2
10.128.0.0/10 via Leaf3
10.192.0.0/10 via Leaf4

10.0.0.0/10 via Leaf1
10.64.0.0110  via Leaf2
10.128.0.0110 via Leaf3
10.192.0.0110 via Leaf 4

0.0.0.0 via Spine 1
10.192.0.0116 via Port1
10.193.0.0/116 via Port 2
10.194.0.0/16 via Port3
10.195.0.0/116 via Port4

0.0.0.0 via Spine 1
10.00.0116  via Port1
10.1.0.0M6  via Port2
10.2.0.0M16  via Port3
10.3.0.0M6  via Port4

}(-:'.63.0,0-"1'5 via Port 64 710.255.0.0/16  via Port 64

B 0.0.0.0 via Leaf 1

Host
10.184.3.71

0.0.0.0 via Leafd

Spine splits full 10/8 CIDR across 4 Leaf devices (four /10 networks)
Leafallocates M0 networkacross 64 ports assigninga/16 address block toeach
Host on Leaf 1, Port 8 must get address within 10.7.0.0/16
Host on Leaf 4, Port 3 must get address within 10.194.0.0/16

e layer 3 networking * 4 Froverlay # s &9 744
o  Tiptables ACL& M %4 & &
e % Thierarchy CIDR*% #Host/Tenant/Segment ID
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Bit location
Field
Capacity

Example:

(WP

1[2[3lals[al7]al9[w]n]i2]1a]1a]15]1s[z]18]19]eo]21 22232425 [26 ]| o7 [ = [ea [ an ]z 22
10/8 MNet Wask Host ID Bits [8) Tenan ID Bs (8) Segment |0 and ID
ol of of of 1] of 1] o Lp to 255 Hosts UIp 1o 255 T enants 255 Endpoints Tor gach Tenant
Bits{Length | Location |Purpass
1048 Mebwark gl 3 1-8 10/E Mebwirk:
Hosls gl 18 816 |Uipto 355 Hosls
T enants Bl 24 1724 |Upto 255 Tenanls
Segmenls 4] 28 25-28  |Upto 16 Segments per Tenan
E ndpoinis 4] 32 29-32 Lp ta 16 Endpaints per Segrment
Host1 | ID [CIDR or IP Host2 | ID[CIDRerlP Host3 |  ID [CIDRerlIP
Phy sical Addr 192,168,010 Physical Addr 192.168.0.11 Physical Addr 192.168.0.12
Host 1]10.1/1& Host 2|10.2/16 Host 310,316
Tenant 1]10.1. 124 Tenant 1|10.2.1/24 Tenant 1110.3.1/24
Segment 1]10.1.1.16/28 Seqment 1|10.2.1.16/28 Segment 1]10.3.1.16/28
Pod1 | 11 10.1.1.27] Pod1 | 4 10.2.1.20| Pod1 | 4 10.3.1.20
Pod 2 | 14 10.1.1.40) PodZ | & 10214 Pod2 | & 10.51.21
Terak | 2[10.1.2124 Tenant | 1[10.2.1/24 Tenant | 2|10.3.2:24
Segment 1]10.1. 21628 Segmernt 2(10.2.1.32128 Segment 1]10.3.232/28
Pod 1 4 10.1.2.20 Pod 1 o) 10.2.1.41 Pod1| O 10.3.2.25
Podz | 8 10.1.2.24) PodZ |12 10.2.1.44] Pod 2 | 12 10.3.2.28

o = EM% » ST

&k /N

o ATIPEEAMF » A A L6 RA
o WIFRET F RIAIR] T F IR

A

e http://romana.io/

e https://github.com/romana/romana

e http://romana.io/how/background/
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https://github.com/romana/romana
http://romana.io/how/background/

OpenContrail

OpenContrailZJuniperdf & 89 7+ % M 2 & #11bF & » H 7 1L AR AR A Contrail

R

OpenContrail £& & 42 4| % F2vRouter 4L , :

o VERIBRBIEIM L EE ~ d2HF0 5T AR
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Figure 1: OpenContrail System Overview

vRouter X #F = f+ 4% X,

e Kernel vRouter : £/ Fovs Nz 3k
o DPDK vRouter : £ T ovs-dpdk

/' MPLSover GRE,
Gateway Router MPLS over UDP,
or VXLAN



o Netronome Agilio Solution (7 i &) : X ##DPDK, SR-IOV and Express Virtio

(XVIO)
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¢ http://www.opencontrail.org/opencontrail-architecture-documentation/

e http://www.opencontrail.org/network-virtualization-architecture-deep-dive/


http://www.opencontrail.org/opencontrail-architecture-documentation/
http://www.opencontrail.org/network-virtualization-architecture-deep-dive/

CNI Plugin Chains

CNIiZ X #%Plugin Chains » BP48 & — M EH 7] & » dRuntimef& R AT B AFEMF o X 2t
% ¥portmapping ~ vmZ¥ 3 F A H B o

Network Configuration Lists

CNI SPECX HFH ML R ET X » 04 % MM 4&IEH > dRuntimefRXIAT ° =&

o ADDHAF » HelUF- 4 508 M AN 1 5 @ DELARAF I I8 A

o ADDHRE » hiR G — /NG » ATEAANIEFEF £ prevResult F# 4 H G936
#

o H—AIBHLIAE B Eipamis it

T~ 15

T @ 694 -F & = T bridge+portmapd& #F 89 A i% o


https://github.com/containernetworking/cni/blob/master/SPEC.md#network-configuration-lists
https://github.com/containernetworking/plugins/tree/master/plugins/meta/portmap

#
{

} 1

cat /root/mynet.conflist

"name": "mynet",

"cniVersion": "0.3.0",

"plugins": [

{

"type": "bridge",
"bridge": "mynet",
"ipMasq": true,
"isGateway": true,
"ipam": {
"type": "host-local",

"subnet": "10.244.10.0/24",

"routes": [

{ "dst": "0.0.0.0/0" }

"type": "portmap",

"capabilities": {"portMappings": true}

export CAP_ARGS='{
"portMappings": [

{
"hostPort":
"containerPort":
"protocol":
"hostIP":

}

# ip netns add test

# CNI_PATH=/opt/cni/bin NETCONFPATH=/root ./cnitool

n/netns/test

{

9090,
80,

“tep",
"127.0.0.1"

add mynet /var/ru



"interfaces": [

{
"name": "mynet",
"mac": "Oa:58:0a:f4:0a:01"
}
{
"name": "veth2cfbld64",
"mac": "4a:dc:1f:b7:56:b1"
}
{
"name": "etho",
"mac": "Oa:58:0a:f4:0a:07",
"sandbox": "/var/run/netns/test"
}
1,
"ipS": [
{
"version": "4",
"interface": 2,
"address": "10.244.10.7/24",
"gateway": "10.244.10.1"
}
15
"routes": [
{
"dst": "0.0.0.0/0"
}
1
"dns": {}

# iptables-save | grep 10.244.10.7

-A CNI-DN-beleedf7a76853f303ebd -d 127.0.0.1/32 -p tcp -m tcp --dport
9090 -j DNAT --to-destination 10.244.10.7:80

-A CNI-SN-beleedf7a76853f303ebd -s 127.0.0.1/32 -d 10.244.10.7/32 -p
tcp -m tcp --dport 80 -j MASQUERADE

# CNI_PATH=/opt/cni/bin NETCONFPATH=/root ./cnitool del mynet /var/ru
n/netns/test



Volumed&#3 &

Kubernetes & £ 1 £ £ g #\VolumeF=Persistent \olumed&#F » T VAARIE & F4% F X & 4E
P25 5 B REF XL G -

4o R A F 693X EVolumeit Rk & F K » M T 4% A FlexVolume 52 3, B T 89 Volumed&
o

FlexVolume

52 3L, — /~FlexVolume &,3% M /~F 3§

o FILFlexVolumedsiftFiz o » 8,3 init/attach/detach/mount/umount 44~
(T HFElvm 5 FaNFS =4 )
o J53EMFAF| /usr/libexec/kubernetes/kubelet -

plugins/volume/exec/<vendor~driver>/<driver> B % ¥

7 /2 1% F flexVolume®t » & 18 & A& t9driver » 4 X4 <vendor~driver>/<driver> -
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https://github.com/kubernetes/community/blob/master/contributors/devel/flexvolume.md
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/flexvolume
https://github.com/kubernetes/kubernetes/blob/master/examples/volumes/flexvolume/nfs

apiversion: vi
kind: Pod
metadata:
name: nginx
namespace: default
spec:
containers:
- hame: nginx
image: nginx
volumeMounts:
- name: test
mountPath: /data
ports:
- containerPort:
volumes:
- name: test
flexVolume:
driver: "kubernetes.io/lvm"
fsType: "ext4"
options:
volumeID: "voli1"
size: "1000m"
volumegroup: "kube_vg"



¢ F glusterfs#4F X 1t 75 fi%

&A1 & M kubernetes#) = & £ iufglusterfs 4% o

% % glusterfs

EA EHEA DAL Ayumz K o 4o R R%3F £ kubernetes LR ¥ » #H 5
% . https://github.com/gluster/gluster-kubernetes/blob/master/docs/setup-guide.md

# k%X gluster R
$ yum install centos-release-gluster -y

# XX glusterfs 44
$ yum install -y glusterfs glusterfs-server glusterfs-fuse glusterfs-
rdma glusterfs-geo-replication glusterfs-devel

## 6lZ glusterfs A %
$ mkdir /opt/glusterd

## 157 glusterd B %
$ sed -i 's/var\/lib/opt/g' /etc/glusterfs/glusterd.vol

# &3 glusterfs
$ systemctl start glusterd.service

# X EHIE
$ systemctl glusterd.service

#EHRE
$ systemctl status glusterd.service

fc & glusterfs


https://github.com/gluster/gluster-kubernetes/blob/master/docs/setup-guide.md

$ vi /etc/hosts

172.20.0.113  sz-pg-oam-docker-test-001.tendcloud.com
172.20.0.114 Sz-pg-oam-docker-test-002.tendcloud.com
172.20.0.115 Sz-pg-oam-docker-test-003.tendcloud.com

$ iptables -I INPUT -p tcp --dport 24007 -j ACCEPT

$ mkdir /opt/gfs_data

[root@sz-pg-oam-docker-test-001 ~]
gluster peer probe sz-pg-oam-docker-test-002.tendcloud.com
gluster peer probe sz-pg-oam-docker-test-003.tendcloud.com

$ gluster peer status
Number of Peers: 2

Hostname: sz-pg-oam-docker-test-002.tendcloud.com
Uuid: f25546cc-2011-457d-ba24-342554b51317
State: Peer in Cluster (Connected)

Hostname: sz-pg-oam-docker-test-003.tendcloud.com
Uuid: 42b6cadl-aa01-46d0-bbba-f7ec6821d66d
State: Peer in Cluster (Connected)

A& volume

GlusterFS ¥ #volume®g XA K %+ » @A T LA ¢

o HA A& (BIEX) : BIDHT, ™ 57 & 3 L # Chash &AL 2] — &R
ST EFPHME
o BHIEX : BPAFR, 21 volume B # replica x & Z: 4% X+ & 4| 3] replica x ™7 &



P o

o XA : BPStriped, €1 Zvolume B 4 stripe x & & : & T2 E%IER » 55
7 1% %) stripe x NF A F (£Mraid0) °

o HARNEFER RV FRA4EMRE S T el o 4 Evolume B stripe 2 server =
4 AN & 0 AZDHT & Striped #9867 o

o HHAREHFEN : RIFRAGME S A 41 E o 4] Evolume K replica 2 server =
4 % & ZDHT § AFR 89463 o

o 5FRMERN  RYFRAGMF E 4 el o &l volume i stripe 2 replica 2
server =4 ¥ & . & Striped § AFR #9887 o

o ZHBEXRES: EFEREE MFE A AAIZE o stripe 2 replica 2, H44F & AR
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kv
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http://www.cnblogs.com/jicki/p/5801712.html

$ gluster volume create k8s-volume transport tcp sz-pg-oam-docker-tes

t-001.tendcloud.com:/opt/gfs_data sz-pg-oam-docker-test-002.tendcloud

.com:/opt/gfs_data sz-pg-oam-docker-test-003.tendcloud.com:/opt/gfs_d

ata force

$ gluster volume info

Volume Name: k8s-volume

Type:

Distribute

Volume ID: 9a3b0710-4565-4eb7-abae-1d5c8ed625ac

Status:

Created

Snapshot Count: 0O

Number of Bricks: 3

Transport-type: tcp

Bricks:
Brick1:
Brick2:
Brick3:

sz-pg-oam-docker-test-001.tendcloud.com:/opt/gfs_data
Sz-pg-oam-docker-test-002.tendcloud.com:/opt/gfs_data
sz-pg-oam-docker-test-003.tendcloud.com:/opt/gfs_data

Options Reconfigured:

transport.address-family: inet

nfs.disable: on

$ gluster volume start k8s-volume

Glusterfs &1L



# JHR 1T volume &HEE
$ gluster volume quota k8s-volume

# IR#] #8% volume &yHECER
$ gluster volume quota k8s-volume -usage / 1TB

# 1% & cache X<, #Kik32MB
$ gluster volume k8s-volume performance.cache-size 4GB

# %E io &F, KRXRLFHAEMK

$ gluster volume k8s-volume performance.io-thread-count 16

# RE MM E, 2Kik42s

$ gluster volume k8s-volume network.ping-timeout 10

# XE BEHEFRGK], FKAIM
$ gluster volume k8s-volume performance.write-behind-window-size
1024MB

Kubernetes F &t & glusterfs

B 7 8 LA
JL ¢ https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs

VATF Rl 3] 89 BT & yamlfejsonfic & U T A £ glusterfs P 3K 3] o 2 E R R L PR A 41230
A AR B T A4 AR AL o

~

kubernetes & ¥ X 7 3%


https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs
https://github.com/feiskyer/kubernetes-handbook/tree/master/manifests/glusterfs

$ yum install -y glusterfs glusterfs-fuse

$ vi /etc/hosts

172.20.0.113 Sz-pg-oam-docker-test-001.tendcloud.com
172.20.0.114 Sz-pg-oam-docker-test-002.tendcloud.com
172.20.0.115 Sz-pg-oam-docker-test-003.tendcloud.com

A & A1glusterfsikkubernetes &£ £ 4L » A ALK —F T LE & o

i & endpoints



$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernetes/mas
ter/examples/volumes/glusterfs/glusterfs-endpoints.json

# 157 endpoints.json : B E glusters &#¥ Kip
# #—/ addresses A—4 ip 4

{
"addresses": [
{
"ip": "172.22.0.113"
b
1
"ports": [
{
"port": 1990
¥
]
3

# A glusterfs-endpoints.json
$ kubectl apply -f glusterfs-endpoints.json

# &4 endpoints 3 &
$ kubectl get ep

A& service

$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernetes/mas
ter/examples/volumes/glusterfs/glusterfs-service. json

# service.json Z@m&&KHL enpointes LG T s MO KINBREA 1 KERK
71990

# $ A glusterfs-service.json
$ kubectl apply -f glusterfs-service.json

# &% service 3 &

$ kubectl get svc



&) 22 14X pod

$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernetes/mas
ter/examples/volumes/glusterfs/glusterfs-pod.json

"path": "k8s-volume"

$ kubectl apply -f glusterfs-pod.json

$ kubectl get pods
NAME READY STATUS RESTARTS AGE
glusterfs 1/1 Running 0 1m

$ kubectl describe pods/glusterfs

$ df -h
172.20.0.113:k8s-volume 1073741824 0 1073741824 0% 172.20.0.
113:k8s-volume 1.0T 0 1.0T 0% /var/lib/kubelet/pods/3de9fc69-

30b7-11e7-bfbd-8afle3a7c5bd/volumes/kubernetes.io~glusterfs/glusterfs
vol

At & PersistentVolume

PersistentVolume (PV) #= PersistentVolumeClaim (PVC) &kubernetesi® it &
AP » T4 75 b 40 = 5 R % 22T o T30 3 pvaR B 5 B S B B 5 X2 o
Yol g A R RA P AEZEBPVCREZ R TR TR X245 RAMIAPEARSE

o

PVCA=PV#) % £ $kpod#=node % & X4l » AIA TH48)E 4 89 %R  PVCT APV ¥ 15 45
KN 8 B4k BRI E % AR K o

PVt



e storage® ¥

o =5 &M : 5% AReadWriteOnce : ¥ /~% &1 5 ; ReadOnlyMany : % ¥ & R

; ReadWriteMany : % ¥ &% 5

$ cat glusterfs-pv.yaml
apiVersion: vi
kind: PersistentVolume
metadata:
name: gluster-dev-volume
spec:
capacity:
storage: 8Gi
accessModes:
- ReadWriteMany
glusterfs:
endpoints: "glusterfs-cluster"
path: "k8s-volume"
Only:

$ kubectl apply -f glusterfs-pv.yaml

$ kubectl get pv

NAME CAPACITY ACCESSMODES RECLAIMPOLICY
CLAIM STORAGECLASS REASON AGE
gluster-dev-volume 8G1i RWX Retain
le 3s
PVC 2 %

o 59 B E5PVAE R

.« B APVIRNEE <=PVEEE

fe & PVC

"W

STATUS

Availab

et

1



$ cat glusterfs-pvc.yaml
kind: PersistentVolumeClaim
apiversion: vi
metadata:
name: glusterfs-nginx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 8Gi

$ kubectl apply -f glusterfs-pvc.yaml

$ kubectl get pv

NAME STATUS VOLUME CAPACITY
ES STORAGECLASS AGE
glusterfs-nginx Bound gluster-dev-volume 8Gi

4s

2] nginx deployment # # volume

$ vi nginx-deployment.yaml
apiVersion: extensions/vilbetal
kind: Deployment
metadata:

name: nginx-dm
spec:

replicas: 2

template:
metadata:
labels:
name: nginx
spec:
containers:

- name: nginx

ACCESSMOD

RWX



image: nginx:alpine
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
volumeMounts:
- name: gluster-dev-volume
mountPath: "/usr/share/nginx/html"
volumes:
- name: gluster-dev-volume
persistentVolumeClaim:
claimName: glusterfs-nginx

$ kubectl apply -f nginx-deployment.yaml

$ kubectl get pods |grep nginx-dm

nginx-dm-3698525684-g0mvt 1/1 Running 0 6s
nginx-dm-3698525684-hbzql 1/1 Running 0] 6s

$ kubectl -it nginx-dm-3698525684-g0mvt -- df -h|grep k8s-volume
172.20.0.113:k8s-volume 1.0T O 1.0T 0% /usr/share/ngin
x/html

$ kubectl -it nginx-dm-3698525684-g0Omvt -- touch /usr/share/ngin

x/html/index.html

$ kubectl -it nginx-dm-3698525684-g0Omvt -- 1ls -1t /usr/share/ngi
nx/html/index.html

-rw-r--r-- 1 root root ©® May 4 11:36 /usr/share/nginx/html/index.htm
1

[root@sz-pg-oam-docker-test-001 ~] 1ls /opt/gfs_data/
[root@sz-pg-oam-docker-test-002 ~] 1ls /opt/gfs_data/
index.html

[root@sz-pg-oam-docker-test-003 ~] 1ls /opt/gfs_data/



glusterfs

e CentOS 7 &% GlusterFS
o GlusterFS with kubernetes

401


http://www.cnblogs.com/jicki/p/5801712.html
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs

Container Runtime Interface

Container Runtime Interface (CRI)&Kubelet 1.5/1.6F £ & f w9 —RkA A » CEEH T
3L T Kubelet Container Runtime API » 3% & sk %4 @ @ Pod % %] 89 API¥F £~ 5k @ &)
Sandbox#=Container®JAP| » 79 54512 5 B A R B 5| F B R E R % o

CRI

arpe protobuf
client | server

container

-

CRIFK-F I 4R T4 % THiT 8 Fn F & 0 EVIBT KA 5 —ANMARAR ° £v1.68F 24
A T 1% % sh¥RRuntime » %=frakti ~ cri-o®alpha X 4% o v1.7i A 473§ T containerd®alpha
X ¥ - mfraktifecri-o M| 7+ 4 2l beta L #F -

CRIliz o

G>\.Q

CRIATgRPC sL T RuntimeService##ImageService * 25| Al T & & E 478 fo 44889

T o LT L

o v1.7: pkg/kubelet/apis/cri/vialpha1/runtime
e v1.6: pkg/kubelet/api/vialpha1/runtime

Kubelettf 4 CRI# & P 3% » mRuntime4:4F & N & & £ I,CRIMR %34 » 7 4 B Fhkubelet
BE% A

kubelet --container-runtime=remote --container-runtime-endpoint=/var/
run/frakti.sock ..

4o o] 7+ & #7 89 Container Runtime

F & #7 &) Container Runtime R & 2 % #LCRI gRPC Server » & 15RuntimeService#»
ImageService ° %gRPC Server & & 1% 97 & A X85 unix socket (Linux X #Funix socket%
X > Windows X #tcpt& ) o

ARG 2 I, F 5T A A% T @ &2 X Container Runtime?] & °


https://github.com/kubernetes/kubernetes/tree/master/pkg/kubelet/apis/cri/v1alpha1/runtime
https://github.com/kubernetes/kubernetes/tree/release-1.6/pkg/kubelet/api/v1alpha1/runtime

B Al X # 8 Container Runtime

BAl» A %) BAREATCRIEARBCHEEFNE > L+ o

o Docker: # o R & KRR G f£kubelet A 3% (pkg/kubelet/dockershim) » 1R 2K 5% & A&
S A 4% P Z A AT 89 Runtime
e HyperContainer: https://github.com/kubernetes/frakti » X #FKubernetes
v1.6/v1.7 » # 4K -Thypervisorfedockerty & & 478¢ » & A TEATETIE LA »
4o % AP A2NFV ¥ %%
e RKkt: https://github.com/kubernetes-incubator/rktlet » # & +
e Runc# A4~ 3L » cri-of=cri-containerd
o cri-containerd » X #kubernetes v1.7 °
o cri-o * X ¥ Kubernetes v1.6/v1.7 » &2 & 478 X FruncHrintel clear

container °
e Mirantis: https:/github.com/Mirantis/virtlet » &3 % HZlibvirt & 3L » 4050 £
qcow24& =X,

e Infranetes: https://github.com/apporbit/infranetes » E %% ®laaSF & E AL > 4=
GCE ~ AWS %


https://github.com/kubernetes/kubernetes/tree/master/pkg/kubelet/dockershim
https://github.com/kubernetes/frakti
https://github.com/kubernetes-incubator/rktlet
https://github.com/kubernetes-incubator/cri-containerd
https://github.com/kubernetes-incubator/cri-o
https://github.com/Mirantis/virtlet
https://github.com/apporbit/infranetes

Network Policy?d™ &

Network Policy##t 7 AT Rk ey M &4z4] » ATRa&E2 AR Y SE@ o Bl Atz %
BBFRBEPAELG S EM L > iR R H IR AR Z AR B SN AE -
Network Policy & & M %36 #F & 1 0 X & Rk FoPod 89 T £ 0+ HPodBL B R 42 H] o

4247 7+ & Network Policy ¥ &

£ — X FNetwork Policy I M &3 k&R E F 848 A A At

o CNIM %31+ : i 5t 6Podfc & M % 0
e Policy controller : ¥ 77 Network Policy 8 £t » % Policy & i 2|48 52 69 B 2 3% o

Policy Controller

Host 1
Event streamed
l to listener
/ Policy pushed K b t
HOSt n out to hosts ubernetes
Master

POST Policy to endpoint,

e

% ¥ Network Policy &y M %16 4

e Calico
e Romana
Weave Net

Trireme

OpenContrail


https://www.projectcalico.org/
https://github.com/romana/romana
https://www.weave.works/
https://github.com/aporeto-inc/trireme-kubernetes
http://www.opencontrail.org/

Network Policyf¢ A 7 ik

A 1kNetwork Policy 894% f 7 & T A5 % X 2 o



Ingress Controllerd™ &

Ingress A Kubernetes & 3% 89 IR - 4= 45 T SM3f A 0 A B %t » @Ingress Controller % 7]
Ingress#=Service % R 69 & £ FARIE AN B E i H G f R 7 R T o

417 7+ & Ingress Controlleri &

kubernetes/ingress#® 8t T —4~Ingress Controllersy A K4E R » T vl e sb ik ah b 742 697
& #7 89 Ingress Controller °

# JLIngress Controller

e Ingress Examples

e Dummy controller backend

e HAProxy Ingress controller

e Linkerd

o traefik

e AWS Application Load Balancer Ingress Controller
e kube-ingress-aws-controller

e \oyager: HAProxy Ingress Controller

Ingressit il 77 i

B iRIngressty i 7 ik T A il 2 o


https://github.com/kubernetes/ingress/tree/master
https://github.com/kubernetes/ingress/tree/master/examples
https://github.com/kubernetes/ingress/tree/master/examples/custom-controller
https://github.com/jcmoraisjr/haproxy-ingress
https://linkerd.io/config/0.9.1/linkerd/index.html#ingress-identifier
https://docs.traefik.io/toml/#kubernetes-ingress-backend
https://github.com/coreos/alb-ingress-controller
https://github.com/zalando-incubator/kube-ingress-aws-controller
https://github.com/appscode/voyager

Traefik ingress

Traefik £ — AN R R G REF f B [HEH T E » R ERGTILF A s 23R F R
B o

b INTERNET : PRIVATE NETWORK
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ADMIN

BACKOFFICE 1

BACKOFFICE ’).J

BACKOFFICE 3

IR

e Golang% 5 » #E X5

e & (Nnginx#985%)

o X ¥4 %t9iE5% (Docker, Swarm, Kubernetes, Marathon, Mesos, Consul, Etcd
)

e M EWeb Ul ~ Metrics#7Let's Encrypt X 4% » & ® 7 1%

o HFH#HABRE

o HEEHEKXZTH

AFANRZELE

> 2l

o X% Traefik ingress

o A X, i A X
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https://traefik.io/

% ¥ traefik ingress

Ingress f 4~

i £ 891% 5 ingress3t & Mkubernetes £ 8 shi7 F] £ B g A > A P EURLE R4: & 3
X Fl #9service £ © Ingress#8 % T nginx ~ apache® fl ¥ H 7 REREFE » L FiEé
MM Z L > BPURLAY 2 o115 & » % s 13 B:A4F 89 R #7 d1 Ingress controller k4244 o

Ingress Controller 52 it L =T VAR 24 & 4~ B M2 > Ingress Controller i i3 7R B 33k
kubernetes API 4T X i » 32 B 89 B 4n )G 5% service ~ pod 3 Z AL » Hbe 73842 pod »
service ¥ 5 Ry % 5 5435 1X & F 1013 &) » Ingress Controller 44T L4
Ingress £ M B E » KRG EHRGRERBHHEER » HAFHLRE > KPR FRILGE
A o

# & Traefik

A~ “Btraefik

Traefikt —Z ARG RGKREG AR YH LT L - SRR EZRSL ST LMK S A
GRS TULIAHILs A& E - B 7 L+ Docker, Swarm, Mesos/Marathon,

KK

Mesos, Kubernetes, Consul, Etcd, Zookeeper, BoltDB, Rest API3F 3 & sa A2 Al o

VAT Be B AT L £ kubernetes-handbookGitHub & & F #manifests/traefik-ingress/ B
ZTH&RE] -

€] Zingress-rbac.yaml

3% M T service accountd& Ik ©


https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-controllers
https://traefik.io/
https://github.com/feiskyer/kubernetes-handbook
https://github.com/feiskyer/kubernetes-handbook/tree/master/manifests/traefik-ingress

apiversion: vi
kind: ServiceAccount
metadata:
name: ingress
namespace: kube-system

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ingress
subjects:
- kind: ServiceAccount
name: ingress
namespace: kube-system
roleRef:
kind: ClusterRole
name: cluster-admin
apiGroup: rbac.authorization.k8s.1io

Q% A traefik-ingress #Jingress * L % traefik.yaml



apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name: traefik-ingress
spec:
rules:
- host: traefik.nginx.io

http:
paths:
- path: /
backend:

serviceName: my-nginx
servicePort:
- host: traefik.frontend.io

http:
paths:
- path: /
backend:

serviceName: frontend
servicePort:

L F 8 backend FEH Edefault namespace ¥ & # #9service % F ° path #A
URL33E 5 69 3542 » detraefik.frontend.io/path » service ¥ &3 2 pathiX A~ #42 » hostik
¥71% M service-name.filed1.filed2.domain-nameiX # XL ML AR 694 % 7 X, » ZERK
ARG o

RIBAR B TIRBL T 3 F 89service 8% FHosm 2 B ATI5 2K > A #rservice3§ A bt » 5 7% T
& T A& Fl kubectl replace -f traefik.yaml sk # o

KAV BT T LA A Aservice T » —AM&nginx * 5 —AZF 7 8 guestbook %)
F o

2| #ZDepeloyment



apiVersion: extensions/vilbetal
kind: Deployment
metadata:
name: traefik-ingress-1b
namespace: kube-system
labels:
k8s-app: traefik-ingress-1b
spec:
template:
metadata:
labels:

k8s-app: traefik-ingress-1b

name: traefik-ingress-1b

spec:
terminationGracePeriodSeconds:
hostNetwork:
restartPolicy: Always
serviceAccountName: ingress
containers:
- image: traefik

name: traefik-ingress-1b

resources:
limits:

cpu: m

memory : Mi
requests:

cpu: m

memory : Mi

ports:

- name: http
containerPort:
hostPort:

- name: admin
containerPort:
hostPort:

args:

- --web

- --web.address=:

- --kubernetes



EEARAZ LA 6 ZDeploy X & > & A R E %pod

8580 °

Traefik Ul

apiVersion: vi

kind: Service

metadata:

traefik-web-ui
kube-system

name:
namespace:
spec:
selector:
k8s-app:
ports:
- name:

traefik-ingress-1b

web
port:
targetPort:

apiVersion: extensions/vilbetal
kind: Ingress

metadata:

traefik-web-ui

kube-system

name:
namespace:
spec:
rules:
- host:
http:
paths:
- path: /
backend:
serviceName:

traefik-ui.local

traefik-web-ui

servicePort: web

B B 7 ARJa 37T vA B Ftreafik ingress T o

kubectl create -f

K& A Fltraefik®pod£ 172.20.0.115 X EF

&1

T ZME o Traefikdys55 2 &

BEBHT o

17 B %33k http://172.20.0.115:8580/ ¥ *T vA A& %ldashboard °



g Providers Health

kubernetes

Q@ traefik-ui.local/

Route
/

traefik-ui.local

@ traefik.frontend.io/

Route
/

traefik.frontend.io
[ http |

@ traefik.nginx.io/

Route
/

traefik.nginx.io

e % &3 530 o

JURES

e RFHHER—A

Rule
PathPrefix:/

Host:traefik-ui.local

Rule
PathPrefix:/

Host:traefik.frontend.io

Rule
PathPrefix:/

Host:traefik.nginx.io

= traefik-ui.local/

Server

traefik-ingress-Ib-
4237248072-4009r

= traefik.frontend.io/

Server

frontend-1289468719-
6l4v7

frontend-1289468719-
sfkvb

frontend-1289468719-
vg4zz

= traefik.nginx.io/

Server

my-nginx-2096504489-
1jg9c

my-nginx-2096504489-
1195

v1.2.3 / morbier Documentation

URL Weight

http://172.20.0.115 1
18580

URL Weight

http://172.30.60.11 1
180

http://172.30.71.5: 1
80

http://172.30.94.9: 1
80

URL Weight

http://172.30.60.5: 1
80

http://172.30.94.6: 1
80

7 b 8 E BT Hrule » A 4G G305 BT Hbackend ©

VEAT o B de I KR E 1T FInginx £ "/" 4% o

traefik.io



$ curl -H Host:traefik.nginx.io http://172.20.0.115/
<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
¥
</style>
</head>
<body>
<hi>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully install
ed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

Yo R AR F F L kubernetes &8 VA b5 Bl 3L & 2% EDNS 0 3R A 15 2R AL hosts TAF o

FEEF A

172.20.0.115 traefik.nginx.io
172.20.0.115 traefik.frontend.io

FT A 1% 19) 1% 36 Hu ik 69 R F AR & K % 456172.20.0.1153 & AL > 3EE KA B Fhtraefiksy =
M
Traefik & ###7http5 Kheader 2 69 Host 4 #3445 & 4 Ingressfic & E 6948 2 service °

% 2 hosts /& L34 7T VA £ kubernetes & & b5 19 A £ & A -service » &= T A



Traefik

Chrome File Edit View History Bookmarks People Window Help

[ Welcome to nginx!

& C 1 @ traefik.nginx.io

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Chrome File Edit View History Bookmarks People Window Help 8 NO0R
[ Welcome to nginx! % 7 [ Guestbook X

< C O @ traefik.frontend.io

Guestbook

Messages

hello,guest
second guest
jimmy song

b A
e Traefik-kubernetes #71%,

o Traefik & A~

e Guestbook example

416


http://www.colabug.com/thread-1703745-1-1.html
http://www.tuicool.com/articles/ZnuEfay
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook

oA X X

% AL W Ao 2 Kubernetes F # AT 9 A X fi {354 04X > @45 —4Swebz M ~ docker
#ri%A"Kubernetes controllers/services © £ % ¥ 41 & & Distributed Load Testing Using
Kubernetes °

&
EZGCEA LMtk » 1R A F £ A — Mkubernetes £ # B T o

4o R AR % A kubernetes £ 7% » 7T XA A F kubernetes-handbook3k & — 4 o

8 ZWeb 5 F

sample-webapp H & T &4 — AN % webM X2 A o &A1 HE 4 & A dockerst 1%
fEkubernetes ¥ &47 o AR VA B THEE » 7T A AR Z ARBTG5

1% index.tenxcloud.com/jimmy/k8s-sample-webapp:latest °

f kubernetes L3¢ & sample-webapp °

$ kubernetes-config
$ kubectl create -f sample-webapp-controller.yaml
$ kubectl create -f kubectl create -f sample-webapp-service.yaml

#k & Locust#ControllerfService

locust-master ## locust-work 1% Fl# 89dockerst % @ 15 # cotnroller
% spec.template.spec.containers.env FH& ¥ #Jvalue 4% sample-webapp
service#y % F o

- name: TARGET_HOST
value: http://sample-webapp:8000

£ Controller Docker%:1% (7Tt )


http://kubernetes.io
http://cloud.google.com/solutions/distributed-load-testing-using-kubernetes
https://www.gitbook.com/book/feisky/kubernetes

locust-master #= locust-work controlleri® M #9472 locust-tasks docker#
% o ARTT VA E#E T ger.io/cloud-solutions-images/locust-tasks * WTAH T
BiF o B CmiF RIEIL L 4P AT R » 451% K> 4 820M °

$ docker build -t index.tenxcloud.com/jimmy/locust-tasks:latest
$ docker push index.tenxcloud.com/jimmy/locust-tasks:latest

EE R AG R TYEIELE o

#/~controllerf9yaml#) spec.template.spec.containers.image FH18E 69 L K

#i%

image: index.tenxcloud.com/jimmy/locust-tasks:latest

¥ % locust-master

$ kubectl create -f locust-master-controller.yaml
$ kubectl create -f locust-master-service.yaml

4R #locust-worker

Now deploy locust-worker-controller :

$ kubectl create -f locust-worker-controller.yaml

R VAR 32 5 69 tbworkd™ & » 477 X ¢

“ba sh $ kubectl scale --replicas=20 replicationcontrollers locust-worker



& AR AR T A3 IWebUT : Dashboard - Workloads - Replication Controllers -
**ServiceName** - Scalek¥ & o

I [dashboard-scale](images/dashbaord-scale.jpg)
### BLETraefik

%% [kubernetes#ytraefik ingress%#](https://github.com/feiskyer/kube
rnetes-handbook/blob/master/practice/service-discovery-1b/traefik-ing
ress-installation.md) * & ingress.yaml ¥ /e A4 TEE :

T Yaml
- host: traefik.locust.io
http:
paths:
- path: /
backend:
serviceName: locust-master
servicePort: 8089

R )G WAT kubectl replace -f ingress.yaml B ¥ £ #Fitraefik °

1 1¥ Traefik @9 dashboard 3t =T VA& 2] R| 3% /w89 traefik.locust.io ¥ & °



Server URL wveignt
Route Rule
frontend-1289468719- http://172.30.94.9: 1
/ PathPrefix:/ 4565s 80
traefik.guestbook.io Host:traefik.guestbook. io

frontend-1289468719- http://172.30.71.3: 1

Host:traefik.nginx. io

my-nginx-2096504489-
6l1zs

my-nginx-2096504489-
9jh91

my-nginx-2096504489-
9s58t

my-nginx-2096504489-
gt621

my-nginx-2096504489-
mpé4gt

http://172.30.71.11
180

http://172.30.71.10
180

http://172.30.94.8:
80

http://172.30.71.12
180

http://172.30.94.11
180

rf8rw 80
 htip | frontend-1289468719-  http://172.30.94.10 1
s4m6p :80
@ traefik.locust.io/
Load Balancer: wir
Route Rule
= traefik.locust.io/
/ PathPrefix:/
traefik.locust.io Host:traefik. locust.io Server URL Weight
locust-master-p8vpn http://172.30.94.3: 1
m 8089
@ traefik.nginx.io/ Load Balancer: wir
Route Rule = traefik.nginx.io/
/ PathPrefix:/
Server URL Weight

1

AT A

AT/ http://traefik.locust.io W » & Edit WAPEG A P AR P HH R
%0y R A% 0 & Start Swarming R RAFEE MK T o



LOC U ST STATUS SLAVES RPS FAILURES Reset Stats
RUNNING 1%
0
1141 users 30 43.9
A MODERN LOAD TESTING TOOL Edit

Statistics

llogin 663
P e Change the locust count

Total 660427 Number of users to simulate

Hatch rate

Start swarming

A MR LR P HE sample-webapp #9pod Nk (BKIAZE T14pod) ° Aipodsy i #

TALHE I o

= kubernetes Workloads > Replication Controllers > sample-webapp s+ SCALE /' 0T W DELETE + CREATE
Time Time
Admin
Namespaces
Nodes Details
Persistent Volumes
Name: sample-webapp Status

Storage Classes N  default
lamespace: defaul Pods: 3 running

Labels: name: sample-webapp

Namespace
Creation time: 2017-04-24T12:31
default
Label selector: name: sample-webapp
Workloads Images: sz-pg-oam-docker-hub-001.tendcloud.com/library/k8s-sample-webapp:latest

Deployments

Replica Sets X
Services
Replication Controllers
Daemon Sets Name Labels Cluster IP Internal endpoints External endpoints
le-webapp:8000 TCP
Stateful Sets @ sample-webapp name: sample-webapp 10.254.190.152 z::;:x:b:sz 3 7GP
Jobs
Pods
Pods
Services and discovery
Name Status Restarts Age CPU (cores) Memory (bytes)
Services .
@ sample-webapp-546qg Running 0 36 minutes [l 0.026 I 2 555 mi =
Ingresses
@ sample-webapp-9xg81 Running 0 36 minutes [ 0 I 20 552 Mi =
Storage
sample-webapp-s43t0 Runnin: 0 44 minutes 0.027 21.441M =
Persistent Volume Claims 0 i £ 9 l_‘ - '
Config
Horizontal Pod Autoscalers
Secrets

M — BB IR 6 LI T A B R BR34BT 34 pod ©

FElocusty T @ P 7T ¥4 52 B R AL T AT WX E R o



LOCUST

A MODERN LOAD TESTING TOOL

Statistics

/login 664

Imetrics 660469

Total 661133

SRTGTFEIJSNING SLAVES RPS FAILURES
1)
1180 users 30 16-5 1%

Edit

4
5609

5613

Q Reset Stats




Kubernetes M %&-#= & &£ ME g ] X,

%
X 2R 3%
Je VAT JUARIRIE T # 47X, -

e Kubernetes & #node ¥ % L if it Cluster IP7# X% 7]
o Kubernetes & #f R 31 18 it service s 4]
o Kubernetes % #f 9131 il id traefik ingress & # 69 {1k 17 2]

] 1K, Ko,
Cluster IP: 10.254.149.31
Service Port : 8000

Ingress Host : traefik.sample-webapp.io

D0 [ o g =
e Locust: —AMESAGH P G RMXT L > KN KXwebX H A& 46895 F ot &
ey R AP E o
e curl
e kubemark

o MXAZF : sample-webapp * &4 LGithub kubernetes ) 27 X, i 24 1%
RS

@it % sample-webapp X iZcurlE RRIALEE > BiEcurl B ERA -

$ curl "http://10.254.149.31:8000/"
Welcome to the "Distributed Load Testing Using Kubernetes" sample web

app

P 2% 3E 3R M 1

% =— ~ Kubernetes 2% node & L i it Cluster IP7 9]


http://locust.io
https://github.com/kubernetes/kubernetes/tree/master/test/e2e
https://github.com/feiskyer/kubernetes-handbook/blob/master/practice/service-discovery-lb/distributed-load-test.md

curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %{time
_total}' "http://10.254.149.31:8000/"

1028 4K 25 R
No time_connect time_starttransfer time_total
1 0.000 0.003 0.003
2 0.000 0.002 0.002
3 0.000 0.002 0.002
4 0.000 0.002 0.002
5 0.000 0.002 0.002
6 0.000 0.002 0.002
7 0.000 0.002 0.002
8 0.000 0.002 0.002
9 0.000 0.002 0.002
10 0.000 0.002 0.002

FigemetE : 2ms

B 18R] 45 A% 15 A

¥ 45 Ay

time_connect : & 23| /R % % 49 TCP %4547 A 69 &% 4]

time_starttransfer : £ % 15 K25 » Web MR % % R w403 89 5 — A F 7 AT A 69 8 4]

time_total : % A& K AT A 69 B J4]

% #% = ~ Kubernetes & #% N 3} il iT service 17 I¥]

curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %{time
_total}' "http://sample-webapp:8000/"



1028 3R 45 R

No time_connect time_starttransfer time_total
1 0.004 0.006 0.006
2 0.004 0.006 0.006
3 0.004 0.006 0.006
4 0.004 0.006 0.006
5 0.004 0.006 0.006
6 0.004 0.006 0.006
7 0.004 0.006 0.006
8 0.004 0.006 0.006
9 0.004 0.006 0.006
10 0.004 0.006 0.006

F3geaput ] 6ms
-— N2y - L] D) >
Y& = ~ £ K _Lif L traefik ingress iz 7]
curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %{time
_total}' "http://traefik.sample-webapp.io" >>result

1048 X 22 R



No time_connect time_starttransfer time_total

1 0.043 0.085 0.085
2 0.052 0.093 0.093
3 0.043 0.082 0.082
4 0.051 0.093 0.093
5 0.068 0.188 0.188
6 0.049 0.089 0.089
7 0.051 0.113 0.113
8 0.055 0.120 0.120
9 0.065 0.126 0.127
10 0.050 0.111 0.1

F3gef 2 Bt ] : 110ms

UREEEE I

Jo i Z A9 % T8 oh A B K 45 R e

. Kubernetes%fi"rnode“+ & Fid i Cluster IP7 X35 9] : 2ms
o Kubernetes & #f M 3 18 id serviceis 9] : 6ms
o Kubernetes % %% 91¢ il it traefik ingress & % #9 #3177 1] : 110ms

E 7 L ATM R B9 node T &/Pod5 serivee T ¥pod®g e F (R EGEF—& ML) »
AT A A T AR LA — A o

W 451 7E M 1K

M %1% F flannel #vxlang &, o

iperf -s -p 12345 -i 1 -M

B PR



iperf -c ${server-ip} -p 12345 -i 1 -t 10 -w 20K

e — ~ THZIN

[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 598 MBytes 5.02 Gbits/sec
[ 3] 1.0- 2.0 sec 637 MBytes 5.35 Gbits/sec
[ 3] 2.0- 3.0 sec 664 MBytes 5.57 Gbits/sec
[ 3] 3.0- 4.0 sec 657 MBytes 5.51 Gbits/sec
[ 3] 4.0- 5.0 sec 641 MBytes 5.38 Gbits/sec
[ 3] 5.0- 6.0 sec 639 MBytes 5.36 Gbits/sec
[ 3] 6.0- 7.0 sec 628 MBytes 5.26 Gbits/sec
[ 3] 7.0- 8.0 sec 649 MBytes 5.44 Gbits/sec
[ 3] 8.0- 9.0 sec 638 MBytes 5.35 Gbits/sec
[ 3] 9.0-10.0 sec 652 MBytes 5.47 Gbits/sec
[ 3] 0.0-10.0 sec 6.25 GBytes 5.37 Gbits/sec

P& =~ T F ZMEPodZ 1A (1 A flannel ¥ vxlanig X))

[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 372 MBytes 3.12 Gbits/sec
[ 3] 1.0- 2.0 sec 345 MBytes 2.89 Gbits/sec
[ 3] 2.0- 3.0 sec 361 MBytes 3.03 Gbits/sec
[ 3] 3.0- 4.0 sec 397 MBytes 3.33 Gbits/sec
[ 3] 4.0- 5.0 sec 405 MBytes 3.40 Gbits/sec
[ 3] 5.0- 6.0 sec 410 MBytes 3.44 Gbits/sec
[ 3] 6.0- 7.0 sec 404 MBytes 3.39 Gbits/sec
[ 3] 7.0- 8.0 sec 408 MBytes 3.42 Gbits/sec
[ 3] 8.0- 9.0 sec 451 MBytes 3.78 Gbits/sec
[ 3] 9.0-10.0 sec 387 MBytes 3.25 Gbits/sec
[ 3] ©0.0-10.0 sec 3.85 GBytes 3.30 Gbits/sec

¥+ = > Node5 JE Bl ZA9Pod=Z 7] (1% A flanneld)vxlan
# X))



[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 372 MBytes 3.12 Gbits/sec
[ 3] 1.0- 2.0 sec 420 MBytes 3.53 Gbits/sec
[ 3] 2.0- 3.0 sec 434 MBytes 3.64 Gbits/sec
[ 3] 3.0- 4.0 sec 409 MBytes 3.43 Gbits/sec
[ 3] 4.0- 5.0 sec 382 MBytes 3.21 Gbits/sec
[ 3] 5.0- 6.0 sec 408 MBytes 3.42 Gbits/sec
[ 3] 6.0- 7.0 sec 403 MBytes 3.38 Gbits/sec
[ 3] 7.0- 8.0 sec 423 MBytes 3.55 Gbits/sec
[ 3] 8.0- 9.0 sec 376 MBytes 3.15 Gbits/sec
[ 3] 9.0-10.0 sec 451 MBytes 3.78 Gbits/sec
[ 3] 0.0-10.0 sec 3.98 GBytes 3.42 Gbits/sec

7@~ RF ZegPod= 7] (1% ] flannel 4 host-gw/%
A)

[ ID] Interval Transfer Bandwidth

[ 5] 0.06- 1.0 sec 530 MBytes 4.45 Gbits/sec
[ 5] 1.0- 2.0 sec 576 MBytes 4.84 Gbits/sec
[ 5] 2.0- 3.0 sec 631 MBytes 5.29 Gbits/sec
[ 5] 3.0- 4.0 sec 580 MBytes 4.87 Gbits/sec
[ 5] 4.0- 5.0 sec 627 MBytes 5.26 Gbits/sec
[ 5] 5.0- 6.0 sec 578 MBytes 4.85 Gbits/sec
[ 5] 6.0- 7.0 sec 584 MBytes 4.90 Gbits/sec
[ 5] 7.0- 8.0 sec 571 MBytes 4.79 Gbits/sec
[ 5] 8.0- 9.0 sec 564 MBytes 4.73 Gbits/sec
[ 5] 9.0-10.0 sec 572 MBytes 4.80 Gbits/sec
[ 5] 0.0-10.0 sec 5.68 GBytes 4.88 Gbits/sec

%% A ~ Node5 3R ThLegPodZ 18] (4% A flannel ¥ host-
gwiz X, )



ID] Interval
0- 1.
.0-
.0-
.0-
.0-
.0-
.0-
.0-
.0-
.0-10.
.0-10.

[

[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]
[ 3]

M 451 Be

0.

© © 0 N O 0o ~ W N R

© 00 N o o b~ WDN
O © 0 O &6 O O 6 o o o

1% Fl Flannel 8 vxlan

#30%~40% * &

Vxlan& A — 44t &

sec
sec
sec
Ssec
sec
Sec
Sec
sec
Sec
sec
sec

Transfer
570
552
598
580
590
594
598
606
596
604

5.75

MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
GBytes

Bandwidth

H oo o o A B b OB~ B

.78 Gbits/sec
.63 Gbhits/sec
.02 Gbhits/sec
.87 Gbits/sec
.95 Gbits/sec
.98 Gbits/sec
.02 Gbits/sec
.08 Gbits/sec
.00 Gbits/sec
.07 Gbits/sec
.94 Gbits/sec

B EIAFApod—MPE 7 K, » 4 rbfg EAUEHE LI 69 M &M 4840
I’] J'_mu'f% él] /D]‘J ‘LJ&
ZPERERAE KR D Z10%

£ o

7 flannel 47 host-gw

2 K AL TG TAUE & A M

ELEG AL o PT A& xd B 48P AR 3 AR AR K B9 R 4L Fhost-gwiE X &
ﬁﬁﬁm%@%u’ﬂ%ﬁ%¢’%fhﬁ@W%%%%%HﬂmmmmMM
architecture °

Kubernete &1+ 58 ] 1%,
% % Kubernetes £ 74

A8 X 4 8G9 F B > 3tkubernetes 9 M &%

AT IR o

& 09 B RN ZKubernetes1.6.0 » & & #5443 » Jkubernetes B & & %I
%] $GOPATH/src/k8s.io/ T ARG #AT


https://docs.openshift.com/container-platform/3.4/architecture/additional_concepts/flannel.html
https://supereagle.github.io/2017/03/09/kubemark/

$ ./hack/generate-bindata.sh

/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.io/kubernetes
Generated bindata file : /e2e/generated/bindata.go has 13498
/e2e/generated/bindata.go lines of lovely automated artifacts

No changes in generated bindata file: pkg/generated/bindata.go
/usr/ /src/k8s.io/kubernetes

$ make WHAT="test/e2e/e2e.test"

+++ [0425 17:01:34] Generating bindata:
/e2e/generated/gobindata_util.go

/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.io/kubernetes/
/e2e/generated
/usr/ /src/k8s.io/kubernetes/ /e2e/generated

+++ [0425 17:01:34] Building go targets for linux/amd64:
/e2e/e2e.test
$ make ginkgo
+++ [0425 17:05:57] Building the toolchain targets:
k8s.io/kubernetes/hack/cmd/teststale
k8s.io/kubernetes/vendor/github.com/jteeuwen/go-bindata/go-bindat
a
+++ [0425 17:05:57] Generating bindata:
/e2e/generated/gobindata_util.go

/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.io/kubernetes/
/e2e/generated
/usr/ /src/k8s.io/kubernetes/ /e2e/generated

+++ [0425 17:05:58] Building go targets for linux/amd64:
vendor/github.com/onsi/ginkgo/ginkgo

$ KUBERNETES_PROVIDER=

$ KUBECTL_PATH=/usr/bin/kubectl

$ go run hack/e2e.go -v -test --test_args="--host=http://172.20.0.11
3:8080 --ginkgo.focus=\[Feature:Performance\]" >>log.txt

{ S—

MK 2

Apr 25 18:27:31.461: INFO: API calls latencies: {
"apicalls": [
{
"resource": "pods",
"verb": "POST",



"latency": {
"Perch0": 2148000,
"Perc90": 13772000,
"Perc99": 14436000,

"Percl00": 0
}
3
{
"resource": "services",
"verb": "DELETE",
"latency": {
"Perch50": 9843000,
"Perc90": 11226000,
"Perc99": 12391000,
"Percl00": 0
}
3

Apr 25 18:27:31.461: INFO: [Result:Performance] {

"version": "v1",
"dataItems": [
{
"data": {

"Perch0": 2.148,
"Perc90": 13.772,
"Perc99'": 14.436

3

"unit": "ms",

"labels": {
"Resource": "pods",
"Verb": "POST"

}
3

2.857: INFO: Running AfterSuite actions on all node
Apr 26 10:35:32.857: INFO: Running AfterSuite actions on node 1

Ran 2 of 606 Specs in 268.371 seconds
SUCCESS! -- 2 Passed | @ Failed | 0 Pending | 604 Skipped PASS

Ginkgo ran 1 suite in 4m28.667870101s
Test Suite Passed



Mkubemark#r it 89 B & % T vA & 3| API calls latencies#Performance °

AEZ LT 4290/ pod/ 4047 LA » 34 2 4 Mpodeif 0.447) o

T Fltypefy # i £ 2 APIE RAEH 57

Resource

services
endpoints
endpoints
nodes

pods

J log.txt H &

Verb
DELETE
PUT
GET
PATCH
PUT

50%
8.472ms
1.641ms
931us
4.245ms
2.193ms

90%
9.841ms
3.161ms
10.412ms
11.117ms
2.619ms

ETAE B B %1% tmit LG M XIE 47 o

99%
38.226ms
30.715ms
27.97ms
18.63ms
17.285ms

= kubernetes Workloads > Replication Controllers + CREATE
Admin
Replication Controllers 1-100f13 1< < > >l
Namespaces
Neaks Name Labels Pods Age Images
Persistent Volumes 9 load-medium-1 name: load-medium-1 30/30 44 seconds ger.io/google_containers/serve_hostname:v1.4
Storage Classes Q load-small-1 name: load-small-1 5/5 43 seconds gcer.io/google_containers/serve_hostname:v1.4
Namespace ° load-small-10 name: load-small-10 5/5 42 seconds gcer.io/google_ i e_t 1.4
e2e-tests-load-30-nodepods-1-1 @ load-small-11 name: load-small-11 5/5 36 seconds ger.io/google_containers/serve_hostname:v1.4
Workloads ° load-small-12 name: load-small-12 5/5 36 seconds gcer.io/google_containers/serve_hostname:v1.4
Deployments Q load-small-2 name: load-small-2 5/5 36 seconds gcer.io/google_containers/serve_hostname:v1.4
Replica Sets : "
Pl Q load-small-3 name: load-small-3 5/5 38 seconds ger.io/google_containers/serve_hostname:v1.4
Replication Controllers
° load-small-4 name: load-small-4 5/5 39 seconds gcer.io/google_containers/serve_hostname:v1.4
Daemon Sets
Stateful Sets 0 load-small-5 name: load-small-5 5/5 41 seconds ger.io/google_containers/serve_hostname:v1.4
Jobs ° load-small-6 name: load-small-6 5/5 38 seconds gcer.io/google_containers/serve_hostname:v1.4

Pods
Services and discovery

Services

Ingresses
Storage

Persistent Volume Claims
Config

Secrets

EEFR

MAX TP F 2 B dockerst g B EGCEY » F 2835 TH > RAAZNI LR E XA
ARt o B4R A AT EAEI R &

A 2| 6 BARA do T AAS



e gcr.io/google containers/pause-amd64:3.0
e gcr.io/google containers/serve_hostname:v1.4

Bt ik =45 1% Hont :

¢ index.tenxcloud.com/jimmy/pause-amd64:3.0
¢ index.tenxcloud.com/jimmy/serve_hostname:v1.4

T 4 pull B A s #dTtag °

Locust®] X
i Rt
Median Average Min
# #
Method Name . response response response
requests failures . . .
time time time
POST /login 5070 78 59000 80551 11218
POST /metrics 5114232 85879 63000 82280 29518
None Total 5119302 85957 63000 82279 11218
ok 2 B 8] 4~ A
Name # 50% 66% 75% 80% 90% 95%
requests
POST
login 5070 59000 125000 140000 148000 160000 1660C
POST
: 5114993 63000 127000 142000 149000 160000 1660C
/metrics
None
Total 5120063 63000 127000 142000 149000 160000 1660C

VAL AR AGAR B AT A o R ERMBAE2% E A o
Sample-webapp# T 484~pod °

Locustt£40107%7 Al P » &473 100/ o



LOC U ST gﬁﬁ:ﬂNG ZAS g §s1 4 0 ;\:'/z BES i Reset Stats

A MODERN LOAD TESTING TOOL 1E(()j(l)t000 USEES

Statistics

Nlogin 5039 77 4273 202140

Imetrics 5076378 85584 3641 331330

Total 5081417 85661 3641 331330

%

AT Python &9t a8 1X T £ locust (5 LR #) & # 2§ 1)

Locust docs

python 7 it # M X T K : locust

Kubernetes % & 1+ A2 ] X

CoreOS & %=1 ¥ Kubernetes 89 £ £ 4% & 1043 89

Kubernetes 1.3 &9 4& 4= 34 —— 2000 ¥ & » 60,0000 Pod 49 & 3F
i i Kubernetes# 17278 &, fi £ 04X

Kubemark User Guide

Flannel host-gw architecture


https://testerhome.com/topics/4839
http://docs.locust.io/en/latest/what-is-locust.html
http://timd.cn/2015/09/17/locust/
https://supereagle.github.io/2017/03/09/kubemark/
http://dockone.io/article/1050
http://blog.fleeto.us/translation/updates-performance-and-scalability-kubernetes-13-2000-node-60000-pod-clusters
http://www.csdn.net/article/2015-07-07/2825155
https://github.com/kubernetes/community/blob/master/contributors/devel/kubemark-guide.md
https://docs.openshift.com/container-platform/3.4/architecture/additional_concepts/flannel.html

D% ERE

A 7 Be & kubernetes F #9traefik ingress#9 & =T i » xt T kubernetes &£ #f A 9h R R — A
R T F214% HkeepalivedPElk £ & 19 o AUAH T kube-keepalived-vip » 127
AAIERES 7 RNEE » mAEFEAnode T A LL X o

~

L

HRMETA 271 0% % & (Edge Node) » FiiB#ih % & Bp 78 M4 Fl & &) 2 4}
BEMREFRAGT B BEINFRFAL %Y LA EHAGRE » LET A2
&7 M S A8 — MEndpoint e

RGF REE G A AR

o LHFAMZHTH » FAEHE R¥E - BN Mkubernetes £AHH 17T
o I —BRER T 0 B RA —AIF G FIPA s 0

Ase

R

AT HRBET ROALE R > £A11E Fkeepalived k £ 3L ©
f£ Kubernetes % #f #1341 Be & nginx k17 B34 % 7 & 6VIP o

# ¥ Kubernetes# =4 nodefF A2 %4 ¥ & » 3% Ekeepalived °


https://github.com/kubernetes/contrib/tree/master/keepalived-vip
http://www.keepalived.org/

Traefik

Nginx
host:app1.svc.com
path:/

VIP
172.20.0.119

master/node
220 0113

node node
172.20.0.114 E2 200115

«— service

pod pod

gEEEEEEEE N,

Kubernetes Cluster

A%
£ M kubernetesM X B89 =4 T4 o
172.20.0.113

172.20.0.114

172.20.0.115

wK

436



1% M keepalived & ¥ZVIP » VIPZ4& A IPVSE| 8 » IPVSEZ R Alinux A% 3%k » R~

FELK
LVS#y TAE R 321k %

% : http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html
TAERBGE T RNLET » ABFHLE BE=ZAY AHL%Y & (Edge node) -

A E&A1 8 MK R B — £ A K =/ node ° FTA £ /£ = node L AR & % ¥ keepalivedF=
ipvsadmin °

yum install keepalived ipvsadm

BT & 1L PA

% &2 R s #ytraefik ingressit 47 2Lig » A ADeployment’r A& # B A DeamonSet © i&
TR E — AN Gnodes Fl —RM B IPHAEE AVIP » & A148 € R 172.20.0.119 » B &
keepalived il & & L ARIEZX NP A LB © ©

e Traefik’ADaemonSet#) 7 X &

i A nodeSelectorit #F A 4 ¥ &

i# it hostPort 4 % 5% &

L ATVIPZ4 %] 7172.20.0.115 L

Traefikik 4% 17 5] @5 hostAnpathfic & » 4 L& 4% & 3|48 &2 ) service &

i & keepalived
# % 3k Tkeepalived %2 ILVIP# 4% » |vs » nginx# = 7 i » &2 & keepalived °

keepalived#9 ‘& 7 Bt & LA I : http://keepalived.org/pdf/UserGuide.pdf

B E L /etc/keepalived/keepalived.conf XA A E4=TF :

I Configuration File for keepalived

global_defs {
notification_email {
root@localhost
}

notification_email_from kaadmin@localhost


http://www.linux-vs.org
http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html
http://limian.blog.51cto.com/7542175/1301776
http://keepalived.org/pdf/UserGuide.pdf

smtp_server 127.0.0.1
smtp_connect_timeout 30
router_id LVS_DEVEL

vrrp_instance VI_1 {
state MASTER
interface etho
virtual_router_id 51
priority 100
advert_int 1
authentication {
auth_type PASS
auth_pass 1111
}
virtual_ipaddress {
172.20.0.119

virtual_server 172.20.0.119 80{
delay_loop 6
1b_algo loadbalance
1b_kind DR
nat_mask 255.255.255.0
persistence_timeout 0
protocol TCP

real_server 172.20.0.113 80{
weight 1
TCP_CHECK {
connect_timeout 3

}

}
real_server 172.20.0.114 80{

weight 1
TCP_CHECK {
connect_timeout 3

}

}
real_server 172.20.0.115 80{

weight 1



TCP_CHECK {
connect_timeout 3

}

Realserver &7IP#=s% 2 Brtraefikft #h M 47 17 69 IPFasg 2 o
FvA LB E 55 3% N3] 59N Enodet /etc/keepalived A E T ©

KAVE R % LR K589 1b_kind DR At 7 N4t R » £ ATCP_CHECK k4 M
real_serverfyhealth °

/& #keepalived

systemctl start keepalived

= & node#k B 7 T keepalived s » WK eth0®IP » &£ =& nodet £ —& ERIA—4
VIP>£172.20.0.119 °

$ ip addr show etho
2: etho: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 gdisc mg state UP
glen 1000
link/ether f4:e9:d4:9f:6b:a® brd ff:ff:ff:ff:ff.ff
inet 172.20.0.115/17 brd 172.20.127.255 scope global etho
valid_1ft forever preferred_lft forever
inet 172.20.0.119/32 scope global eth®
valid_1ft forever preferred_lft forever

X BANA ZAVIP 4 L tkeepalived » LRVIPE G EHE T AR E ML P2 —
_L o

X 3% Traefik

A X Z A &A1 B F Btraefikis A 89 L deployment » R B 5 T —pod * £ ERIE S T
(Bp& &t podBl e £ —& AL » XA REAT IR — AR — 0997 3kt ) » A
1% B T keepalived=t = vA3f Z VIP k37 Fltraefik » Fl & & 3 % Mtraefik @ pod R4 & 7T A o

B & L traefik.yaml A X4 T



apiVersion: extensions/vilbetal
kind: DaemonSet
metadata:
name: traefik-ingress-1b
namespace: kube-system
labels:
k8s-app: traefik-ingress-1b
spec:
template:
metadata:
labels:

k8s-app: traefik-ingress-1b

name: traefik-ingress-1b

spec:
terminationGracePeriodSeconds:
hostNetwork:
restartPolicy: Always
serviceAccountName: ingress
containers:
- image: traefik

name: traefik-ingress-1b

resources:
limits:

cpu: m

memory : Mi
requests:

cpu: m

memory : Mi

ports:

- name: http
containerPort:
hostPort:

- name: admin
containerPort:
hostPort:

args:

- --web

- --web.address=:

- --kubernetes

nodeSelector:

edgenode: "true"



2% 0 &A1MEA T nodeSelector #IFWA T & kA K traefik-ingress-IbE 47 4£ € L

@ BT AR & AR

kubectl label nodes 172.20.0.113 edgenode=true
kubectl label nodes 172.20.0.114 edgenode=true
kubectl label nodes 172.20.0.115 edgenode=true

¢ = MnodedT A & o

% % DaemonSet#) B # L :

$ kubectl -n kube-system get ds

NAME DESIRED CURRENT READY UP-TO-DATE

ABLE NODE-SELECTOR AGE

traefik-ingress-1b 3 3 3 3
edgenode= 2h

A 3R 7T AR M M 38 12 172.20.0.119:80 5k 17 9] £ traefik ingress T ©

kube-keepalived-vip
http://www.keepalived.org/
keepalived T1F & 32 & &2 & 4 9
LVS & /-2 A% F

¥ Tkeepalived 5= HLVIP## » Ivs » nginx#9 & T J

AVAIL


https://github.com/kubernetes/contrib/tree/master/keepalived-vip
http://www.keepalived.org/
http://outofmemory.cn/wiki/keepalived-configuration
http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html
http://limian.blog.51cto.com/7542175/1301776

minikube Ingress

& Aminikube X #LoadBalancer£ A 89k % » 12 EH R 20| RINHG R B H R » ML
7y 3 IR % 7 3 — ANodePort ° 3% £ 1% fl Ingressit & % & o

A 4o T £minikube L7 & Ingress Controller €] # 4= & & Ingress % /& °

Jz #1ingress Controller
minikube &4 A & Tingress addon * A& &4 B8 —T AT
$ minikube addons ingress
# % — 2 » nginx-ingress-controllerf= default-http-backend#t & A2 &

$ kubectl get pods -n kube-system

NAME READY STATUS RESTARTS AGE
default-http-backend-5374j 1/1 Running 0] 1m
kube-addon-manager-minikube 1/1 Running 0] 2m
kube-dns-268032401-rhrx6 3/3 Running 0] 1m
kubernetes-dashboard-xh74p 1/1 Running 0] 2m
nginx-ingress-controller-78mk6 1/1 Running 0] 1m

@] ZIngress

b %2 A —/~echo server/k %

$ kubectl run echoserver --image=gcr.io/google_containers/echoserver:
1.4 --port=8080

$ kubectl expose deployment echoserver --type=NodePort

$ minikube service echoserver --url

http://192.168.64.36:31957

ARG BIE—Ingress * & http://mini-echo.io #° http://mini-web.io/echo %%
£ 3R] A 4] #9echoserverk % £



$ cat <<EOF | kubectl create -f -
apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name:
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
backend:
serviceName: default-http-backend
servicePort: 80
rules:
- host: mini-echo.io

http:
paths:
- path: /
backend:

serviceName: echoserver
servicePort: 8080
- host: mini-web.io

http:
paths:
- path: /
backend:
serviceName: echoserver
servicePort: 8080
EOF

A T % mini-echo.io #° mini-web.io X & /N%E » F 3 £ hosts P 38 Ao — B 44

$ "$(minikube ip) mini-echo.io mini-web.io" | sudo tee -a /etc/h
osts

ARG » A http://mini-echo.io ## http://mini-web.io/echo k17 IR %
7 o

1% F xip.io



B @6 7 ik H R R AR R R F 3G 0 F 3B B hosts » B B) xip.io TABFEAS

o

BRATE R 0 B #H—nginx Ik %

$ kubectl run nginx --image=nginx --port=80
$ kubectl expose deployment nginx --type=NodePort

ARG 4l EIngress ° AT @ 1 F 89 Zhosti# 1 nginx.$(minikube ip).xip.io

cat <<EOF | kubectl create -f -
apiVersion: extensions/vilbetal

kind: Ingress
metadata:

name: my-nginx-ingress
spec:

rules:

- host: nginx.$(minikube ip).xip.io

http:
paths:
- path: /
backend:

serviceName: nginx
servicePort: 80
EOF

ARG T VA B35 PR3 E T

$ curl nginx.$(minikube ip).xip.io



Cloud Providerd™ &

% Kubernetes £# 21T /£ = F & W & » Cloud Provideri# fFKubernetes T A & 34 F
= FE EZRFLAAE S AHRGE ~ MEHK%d ~ DNSENTUBRBE T BF IR o

% N.Cloud Provider

Kubenretes X & #)Cloud Provider &, 1%

e GCE

e AWS

e Azure

e Mesos

e OpenStack
e CloudStack
e Ovirt

e Photon

e Rackspace
e Vsphere

4247 7+ & Cloud Providerd™ &

Kubernetes#1Cloud Provider B A.E /£ & 49 P

o V1.6/8/m T 28 cloud-controller-manager R% > ZREFTUAMEA T
89 cloud-controller-manager ™ &5 Kubernetest 4K

e V1.7 —¥F EH cloud-controller-manager ° %48 7 Controller Managers
Cloud Controller#y X 23 iZ 4%

M — /#0124 7 89 Cloud Provider % 4

e % 5 % Icloudprovider.Interface & cloudproviderfX 2
o & %cloudprovider#44%%| cloud-controller-manager
o /£ cloud-controller-manager ¥ % A##jcloudprovider : import
"pkg/new-cloud-provider"
o #1#4LE % A #cloudprovider®y % 5 »

4= cloudprovider.InitCloudProvider("rancher", s.CloudConfigFile)


https://github.com/kubernetes/kubernetes/blob/master/pkg/cloudprovider/cloud.go

e 2 & kube-controller-manager --cloud-provider=external

e B cloud-controller-manager

BAR 2,77 & T vA & F rancher-cloud-controller-manager °


https://github.com/rancher/rancher-cloud-controller-manager

Scheduleri

o RN AEEFR AR BT ARF A ELGRAEE o B> AEANEFEFET
VAR B 3247 % NAE & 924) » 3#3d podSpec.schedulerName kitd§4E M8 — AR E &

Q

(RN BHRES) -

~

2 > g 2 v
FEREETXLRAESR
AR X AERIEGDRALHRAE NP =B A T LR E Rk ikiF4 4 Node »
3% & % %7 2|Pod #9Node Binding L °

Wode s — AR AR GWEE STl Ashellk% 5 (B &Kubernetes % 97
#£ localhost:8001 )

#!/bin/bash
SERVER='localhost:8001'

while -
do

for PODNAME in $(kubectl --server $SERVER get pods -o json | jq '
.items[] | select(.spec.schedulerName == "my-scheduler") | select(.sp
ec.nodeName == null) | .metadata.name' | tr -d '""')

do

NODES=($(kubectl --server $SERVER get nodes -o json | jq '.it

ems[].metadata.name' | tr -d '""))

NUMNODES=${#NODES[@] }
CHOSEN=${NODES[$[ $RANDOM % $NUMNODES 1]}
curl --header "Content-Type:application/json" --request POST
--data '{"apiVersion":"v1", "kind": "Binding", "metadata": {"name": "'
$PODNAME'"}, "target": {"apiVersion": "v1", "kind"
"Node", "name": "'$CHOSEN'"}}' http://$SERVER/api/vl/namespaces/def
ault/pods/$PODNAME/binding/
"Assigned $PODNAME to $CHOSEN"
done
sleep 1
done

J —




k%

1 B & LR S

apiversion: vi1i
kind: Pod
metadata:
name: nginx
labels:
app: nginx
spec:

schedulerName: my-scheduler
containers:
- hame: nginx

image: nginx:



Kubernetes = Jf| & 32

AEA-ZKubernetes manifestyA & s A 8 % 2 7 ik o

B A& A 69 2 5 2 % Emanifest > tudekubernetes github /X A% & st 424 T 1k % 49
manifest %

e https://github.com/kubernetes/kubernetes/tree/master/examples
e https://github.com/kubernetes/contrib
e https://github.com/kubernetes/ingress

F B — AP Ak AL o F R A E R E & H HManifestrbizx % 69044z » £ F 2%
BAAIZ A3 E X A - KubernetesH RALR E£EHE H A ELF % > 4o

o Helm#BHE T — 2% WL A 694

o operatorM R4 T — A AR A & A 89 B LA K,

e DeisfEKubernetesZ E# 4 7 —APaaS¥+ 4

o DraftZ MK DeisE AFRIGE R AF XM TE » TAHRHARAR FILEER 2
F A2 5 09 FF SRR

e Kompose & — ¥ docker-composeft & 4% # i Kubernetes manifests 89 T £


https://github.com/kubernetes/kubernetes/tree/master/examples
https://github.com/kubernetes/contrib
https://github.com/kubernetes/ingress

— Rz M

o N HME BTG

o 1/ dumb-int 4F %1% P A2

o Tift % A IE1E APod > ﬁﬁ%iﬁf?ﬁiﬁﬂ Deployment/DaemonSet%f‘

o TifHLEFEFIEMAEEGHA » MAMEFW AN G BT > L MR RUEIR 554
%A BATF

o fH RS FEA R E4T B stdoutfestderr > 712 B 9L E

e BTEERMTCOW » KEHKIEBFAA THLA MR » 595 23E 5 A5
Volume #

o TfEH AT IRFRIRIER latest 4r% o 12 R IR AR A %
& imagePullPolicy # Always

o ifi %1% FIReadinessif4t Mk % & G EEE4TA KT

e 1£ /] activeDeadlineSeconds #f % ik XM t9Job LR E B

o 3l ASidecars R IE ~ 1F Rk F 4z H fo ik 42 5] F A

o BN AR BTN

EES EMEAEITINGG o A HE8 XDockerfile#) 2 #4115 R 4R A7 A TR %
B RebZtg e FHERGHIIARE %%’%b%7&m%ﬁﬁﬁ°

T ¥A4¢ Al Docker % [ FaA 722 & BAL X AN 3% o

FROM golang: .3 as builder

WORKDIR /go/src/github.com/alexellis/href-counter/

RUN go get -d -v golang.org/x/net/html

COPY app.go

RUN CGO_ENABLED=0 GO0S=linux go build -a -installsuffix cgo -o app .

FROM alpine:latest

RUN apk --no-cache add ca-certificates

WORKDIR /root/

COPY --from=builder /go/src/github.com/alexellis/href-counter/app .
CMD ["./app"]

18 F 42 Fm N )L 2t 42


https://docs.docker.com/engine/userguide/eng-image/multistage-build/

o IWILBAL : —ANNBABEBER > REH—AREANTHBEAEEIT » ABRPEFTHA
T AL AZ o I)LB AL AKinit e A2 (@ A2 5 A 1) PTIR » S drinit# 4224 €41 %
AR B TAE -

o &P AR — /AL Alforkb| 2 -F# A2 » ﬁa%%l\fﬂgi{ o 3 2 A2 I A R A
wait R waitpid R T # 2R EF & > R LA FHBY B AT ARG L R %L
& o

EREBP » REHIEHG— AT Zinita 2R A E#HLESIGTERMF R 125 o« X
EFRE G E LK e

$ docker run busybox sleep 10000

$ ps uax | grep sleep
sasha 14171 0.0 0.0 139736 17744 pts/18 S1+ 13:25 0:00 dock
er run busybox sleep 10000

root 14221 0.1 0.0 1188 4 ? Ss 13:25 0:00 slee
p 10000
$ 14171

$ ps uax | grep sleep
root 14221 0.0 0.0 1188 4 ? Ss 13:25 0:00 slee
p 10000

BB 77 ik ARIE R B Ainitet A2 T L E AL ESIGTERM % 22 112 5 » ta4e{f Al dumb-
init

$ docker run quay.io/gravitational/debian-tall /usr/bin/dumb-init /bi
n/sh -c "sleep 10000"

W

e Kubernetes Production Patterns


https://github.com/gravitational/workshop/blob/master/k8sprod.md

IR %8 3h 7 4

LA GAR R A BT > BRI R G £ 25 0 4o AT S2 IR 5 89 2R S Ao - 0R SH AR 7

4o &A% 1% i ReplicationController€] Z #9pod 7 ¥A4% I kubectl rollingupdate 4
BRI 0 4o R R 89 ZDeployment @] 2 69 Pod *T VA B 45 Biyaml U & 34
1T kubectl apply BP¥T o

DeploymentZ 4 A & T RollingUpdate strategy * H st il &A A kubectl
rollingupdate 44 » 7% 69 3422 6| 2 #R H9pod s A € 5 A 2| Fpod L& 4 &R
k 898 B9pod °

Rolling Updatei 1 T Deployment ~ Replication Controller ° B 7 ## 4%
Deployment 1 #-1% il Replication Controller ©

1% 1l ReplicationControllerts 8 & sh #+ %% % 5 % & M i
Bl . https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-
controller/

ReplicationController 5 Deploymentiy < %

ReplicationControllerf=Deployment#)RollingUpdate &4~ 2 R ] » 12 & 52 3, 89 AL hl &
**7%% 89 » T XA Akind#g % & &3] B T ReplicationController5 Deployment g [2 7| & &9
PHABEwT » F@R P FEFERL o

ReplicationController

Replication Controller s Kubernetes#) — Mz o ) & » & 4% $|KubernetesX. 5 » %
FPRE 2 AR 4%+ 42 693247 > Replication Controllerst & 3% MRIEdkey » £ Z 693 i+
T

o #Rpod# F : €2 #tRKubernetes ¥ A & & # £ #9Pod £ E4T o R I TR E &K
'Eé‘ﬁﬁpod > Replication Controller&&1 2 #89 » R Z M &M k7 % & 69 R IEPod &
TR o

o HtkpodfE )k : Zpod M E > E4T B4 R £ HREIR S A Replication
Controllert. 2 7 7o & & 69pod » E#H7 & ZF7 49 o

o FRMAVLE 1 fE A% B R A S8R 4Z 0 7T 038 i Replication Controller# &
B #podfy B & kAT TRAGF AR o Flat » B E AR 69 A h 48 (Hroizontal Pod


https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller/
https://segmentfault.com/a/1190000008232770

Autoscaler) ° & B B 35 M % 4% -F & 5K B Replication Controller % % pod ) % 1k 3
BAE R B A b g o

o RAFAL  RAHABRA—FTFHEHGHR TN BAIRFTEPGRE > RIEEIRAL
éﬁﬁ’%i ’ E?ﬂ'ﬁéfbﬂ‘?&ﬁﬁ de'@él‘ﬁ’j[,’]‘V/(E\Hfj’/ﬁfjuﬁﬁﬁ%/k]ﬂﬁﬁ ’ l\ﬁaléj;@m&ﬁj}’k o

Deployment

DeploymentFl # % Kubernetes ) — Mz s R & » LR R AN T RiEpodd &z fo
f& B » 90% 89 7 & 5 Replication Controller %, & —#% » ETM/%T@’(%)? R &9 Replication
Controller ° /2% » & X £ % T Replication Controller.#h &g 7 4F

e Replication Controller4#f % #¢ : Deployment4 /K T L & 44 it 8 Replication
Controller4=f 7y & °

o FHARASLE : TrAL ADeploymentt) #+ 2% 1% mik F A=k & o

o EIR @ LI Bpoditif A AR kAR R IR » TG A wRRF=E RS L
— A& G R R A AR o

o MRAIEFR: H— R Deploymentty#AF » ARREARAG Tk » T /6 47T AL 6 =R AR
A o

o YR i T H—KRI;I% » MBI E FI5F 5 5 o

o 24277 % : Recreate : M%7 A &4 4 69pod, Z € & 37 49; RollingUpdate :
BN R o B RBEG R o FIENFRE » IFE S M5 Hldek B &
KA Apoddk £ » &N FH4& 18 Fa bt 18] 4 % o

'@J /m' 'L; ’f%

BAVRQE— DR A £ 9webR % > BARGFIM T » B E— Az a o @R
SR GRS B B AT AR 2 BT E K ©
BT A Bt B A= XA manifests/test/rolling-update-test B 5 o

Web/k % 49 X 43 main.go


https://github.com/feiskyer/kubernetes-handbook/tree/master/manifests/test/rolling-update-test

package main

import (
"fmt"
"Iog"
"net/http"
)

func sayhello(w http.ResponseWriter, r *http.Request) {
fmt.Fprintf(w, "This is version 1.") //&XANB5AB|w T s 2% P 3569

func main() {
http.HandleFunc("/", sayhello) //% &7 le89% &
log.Println("This is version 1.")
err := http.ListenAndServe(":9090", ) //&E BT
if err 1= {
log.Fatal('"ListenAndServe: ", err)

%] #Dockerfile

FROM alpine:
ADD hellov2 /
ENTRYPOINT ["/hellov2"]

VEBAS IR 0 AR89 % AR o
£ # Makefile

15 BB AR S 0 Ho A AR B T AL A LR € B Hk

%7 Makefile W #) TAG A #F IR AT o



all: build push clean
.PHONY: build push clean

TAG = vl
build:
GO0S=1inux GOARCH=amd64 go build -o hello${TAG} main.go

docker build -t sz-pg-oam-docker-hub- .tendcloud.com/library/he
11o0:${TAG}

push:
docker push sz-pg-oam-docker-hub- .tendcloud.com/library/hello:
${TAG}

clean:
rm -f hello${TAG}

Yo iF
make all

2 %145 %main.go ¥ 8 4 4% 47 ~ Dockerfile ¥ 8 U #F % #k f=Makefile ¥ 89 TAG » &1 & &
AR AR 4548 o

IREY
&A1& A Deployment3t & AR % sk M 4K, o

B & L rolling-update-test.yaml



apiVersion: extensions/vilbetal
kind: Deployment
metadata:

name: rolling-update-test

spec:
replicas:
template:
metadata:
labels:
app: rolling-update-test
spec:
containers:
- name: rolling-update-test
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/hello:v
1
ports:
- containerPort:

apiVersion: vi
kind: Service
metadata:
name: rolling-update-test
labels:
app: rolling-update-test
spec:
ports:
- port:
protocol: TCP
name: http
selector:
app: rolling-update-test

8 Zservice

kubectl create -f rolling-update-test.yaml

152X traefik ingress At &

f£ ingress.yaml X ¥ 3§ ediservice®y B & o



- host: rolling-update-test.traefik.io

http:
paths:
- path: /
backend:

serviceName: rolling-update-test
servicePort:

& R hostBL B » ¥ e— KB B .

172.20.0.119 rolling-update-test.traefik.io

Z% 1 172.20.0.119E KA1 74 A keepalived €] Z & VIP o
TR W &5 F] http://rolling-update-test.traefik.io ¥ &FE AT -
This is version 1.

BT R

R&EZI rolling-update-test.yaml X T4 image ARFTRAGHREL » KRG M

\

=N\

kubectl apply -f rolling-update-test.yaml

7T A% % Kubernetes Deployment Concept™ # 7 % » H 4% E # 69 401% o

kubectl set image deployment/rolling-update-test rolling-update-test=
sz-pg-oam-docker-hub-001.tendcloud.com/library/hello:v2

R A1 A kubectl edit deployment/rolling-update-test & 4144 R KRG o

BRATaoERI RS

kubectl rollout status deployment/rolling-update-test

B A Ja 3 E PR F http://rolling-update-test.traefik.io & & 2|4
T


https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

This is version 2.
BLER ST BRI o

1% Kl ReplicationControlleré| Z #JPod 4= 17
RollingUpdate

vA_E % fi#1% 7 Deployment 4] 2 #9Pod # RollingUpdate 7 &, » A% 2 4= RA% 4% 469
ReplicationControlleré| & #Pod4=1TUpdate % ?

BT

$ kubectl -n spark-cluster rolling-update zeppelin-controller --image
sz-pg-oam-docker-hub-001.tendcloud.com/library/zeppelin:0.7.1

Created zeppelin-controller-99be89dbbe5cd5bh8d6feab8f57a04a8hb

Scaling up zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b from

0 to 1, scaling down zeppelin-controller from 1 to 0 (keep 1 pods ava

ilable, don't exceed 2 pods)

Scaling zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b up to 1

Scaling zeppelin-controller down to ©

Update succeeded. Deleting old controller: zeppelin-controller
Renaming zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b to zepp

elin-controller

replicationcontroller "zeppelin-controller" rolling updated

AFER/EHGEARB T » % KART LB & RollingUpdate # 5k %- ©

%

Rolling updatebt®] 247
Running a Stateless Application Using a Deployment

Simple Rolling Update

1% Fl kubernetes #deploymenti# 17 RollingUpdate


http://dockone.io/article/328
https://kubernetes.io/docs/tasks/run-application/run-stateless-application-deployment/
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/simple-rolling-update.md
https://segmentfault.com/a/1190000008232770

Kubernetes = /i % 2 --Helm

Helm A& — A £, -Fyum/apt/homebrew & Kubernetes & il & 3 T & - Helm4% Al Chartk
% 3 Kubernetes manifestst # °

Helm & A 4&
Z¥ helm & F %
brew install kubernetes-helm
s ibHelm A R ¥ Tiller MB% (F2F %k B 4Fkubeclt)

helm init

# #charts 7| &

helm repo update

HREMR % > thtemysql

» ~ helm install stable/mysql

NAME : guieting-warthog

LAST DEPLOYED: Tue Feb 21 16:13:02 2017
NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vl1/Secret

NAME TYPE DATA AGE
guieting-warthog-mysql Opaque 2 1s

==> v1/PersistentVolumeClaim
NAME STATUS VOLUME CAPACITY ACCESSMODES AGE
guieting-warthog-mysql Pending 1s


https://github.com/kubernetes/helm
https://brew.sh/
https://github.com/kubernetes/charts

==> v1/Service
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
guieting-warthog-mysql 10.3.253.105 <none> 3306/TCP 1s

==> extensions/vlbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
guieting-warthog-mysql 1 1 1 0] 1s
NOTES:

MySQL can be accessed via port 3306 on the following DNS name from wi
thin your cluster:
guieting-warthog-mysql.default.svc.cluster.local

To get your root password run:

kubectl get secret --namespace default quieting-warthog-mysqgl -o
jsonpath="{.data.mysqgl-root-password}" | base64 --decode;

To connect to your database:

1. Run an Ubuntu pod that you can use as a client:

kubectl run -i --tty ubuntu --image=ubuntu:16.04 --restart=Never
-- bash -il

2. Install the mysql client:

$ apt-get update && apt-get install mysqgl-client -y

3. Connect using the mysql cli, then provide your password:
$ mysql -h quieting-warthog-mysqgql -p

o)

iz/‘l’\/ﬁ\é{]ﬁlﬁém ﬁi%q—ylﬁ%l"amé[}é\%i% o

Helm Z1£ & 3%

RHelm T AF R 32 o

ik



Helm U %

e https://github.com/kubernetes/helm
e https://github.com/kubernetes/charts

% = 7 Helm repository

https://github.com/deis/charts

e https://github.com/bitnami/charts

e https://github.com/att-comdev/openstack-helm

e https://github.com/sapcc/openstack-helm

¢ https://github.com/mgoodness/kube-prometheus-charts
e https://github.com/helm/charts

e https://github.com/jackzampolin/tick-charts

% JF Helm & 44

helm-tiller - Additional commands to work with Tiller

Technosophos's Helm Plugins - Plugins for GitHub, Keybase, and GPG
helm-template - Debug/render templates client-side

Helm Value Store - Plugin for working with Helm deployment values

o bk 0N~

Drone.io Helm Plugin - Run Helm inside of the Drone CI/CD system


https://github.com/kubernetes/helm
https://github.com/kubernetes/charts
https://github.com/deis/charts
https://github.com/bitnami/charts
https://github.com/att-comdev/openstack-helm
https://github.com/sapcc/openstack-helm
https://github.com/mgoodness/kube-prometheus-charts
https://github.com/helm/charts
https://github.com/jackzampolin/tick-charts
https://github.com/adamreese/helm-tiller
https://github.com/technosophos/helm-plugins
https://github.com/technosophos/helm-template
https://github.com/skuid/helm-value-store
http://plugins.drone.io/ipedrazas/drone-helm/

Helm# 4 %%
%19 charts

helm search
helm search mysql

%9 packageiF a1z &

helm inspect stable/mariadb
+k % package

helm install stable/mysql

R EF AT A B T Lpackagety it A :
helm inspect values stable/mysql

"mysglRootPassword: passwd" > config.yaml
helm install -f config.yaml stable/mysql

H 9k T AAEAT LA (tgz) KA AMpackages 2 (4epath/foo) kIEEFE A o

%14 /R % (Release) | &



» ~ helm 1s

NAME REVISION UPDATED STATUS
CHART NAMESPACE
quieting-warthog 1 Tue Feb 21 20:13:02 2017 DEPLOYED

mysql-0.2.5 default

%19k % (Release)k &

» ~ helm status quieting-warthog

LAST DEPLOYED: Tue Feb 21 16:13:02 2017
NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vl/Secret

NAME TYPE DATA AGE
guieting-warthog-mysql Opaque 2 9m

==> vl1/PersistentVolumeClaim
NAME STATUS VOLUME
CAPACITY ACCESSMODES AGE
guieting-warthog-mysql Bound pvc-90af9bf9-f80d-11e6-930a-42010af0o
102 8Gi RwO 9m

==> vl1/Service
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE

guieting-warthog-mysql 10.3.253.105 <none> 3306/TCP 9m

==> extensions/vlbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
guieting-warthog-mysql 1 1 1 1 9m
NOTES:

MySQL can be accessed via port 3306 on the following DNS name from wi
thin your cluster:
gquieting-warthog-mysql.default.svc.cluster.local

To get your root password run:



kubectl get secret --namespace default quieting-warthog-mysql -o
jsonpath="{.data.mysqgl-root-password}" | base64 --decode;

To connect to your database:
1. Run an Ubuntu pod that you can use as a client:

kubectl run -i --tty ubuntu --image=ubuntu:16.04 --restart=Never
-- bash -il

2. Install the mysqgl client:
$ apt-get update && apt-get install mysgl-client -y

3. Connect using the mysql cli, then provide your password:
$ mysql -h quieting-warthog-mysql -p

# % #= = /% Release

cat "mariadbUser: userl" >panda.yaml
helm upgrade -f panda.yaml happy-panda stable/mariadb

helm rollback happy-panda 1

# % Release

helm delete quieting-warthog

repo & 3%



helm repo
oogleapis

helm repo

helm repo

add incubator https://kubernetes-charts-incubator.storage.g

.com/

list

index

chart?® 3%

helm create deis-workflow

helm lint

helm package deis-workflow

Helm*4



completion Generate bash autocompletions script
create create a new chart with the given name
delete given a release name, delete the release from Kubernete

dependency manage a chart's dependencies

fetch download a chart from a repository and (optionally) unp
ack it in local directory
get download a named release
history fetch release history
home displays the location of HELM_HOME
init initialize Helm on both client and server
inspect inspect a chart
install install a chart archive
lint examines a chart for possible issues
list list releases
package package a chart directory into a chart archive
repo add, list, remove, update, and index chart repositories
reset uninstalls Tiller from a cluster
rollback roll back a release to a previous revision
search search for a keyword in charts
serve start a local http web server
status displays the status of the named release
test test a release
upgrade upgrade a release
verify verify that a chart at the given path has been signed a
nd is valid
version print the client/server version information
Flags:
--debug enable verbose output
--home string location of your Helm config. Overr
ides $HELM_HOME (default "~/.helm")
--host string address of tiller. Overrides $HELM_
HOST
--kube-context string name of the kubeconfig context to u
se

--tiller-namespace string namespace of tiller (default "kube-
system")



Draft

Draft #%#k Deis B A 7+ % ( Whttps://github.com/azure/draft) &9 % % & 7+ X 4 8) T
’bTM%%%ikﬁﬁ E%Fmﬁﬁﬁ%ﬁm&o

Draft & & = 4428 5%,

e draft init : #¥1{tdocker registry# 5 > %EKubernetes%ﬁi‘?’jﬁ%
draftd ( # T4 %A ~ W% 401548 % Bl docker registry A 23 F & A %)

e draft create : draftiRiEpackst: i R 697+ X185 » I B 3 & RDockerfilefr
Kubernetes Helm Charts

e draft up :#AR4EDockfilet Z4e% » H1% A Helm¥ & M 4% & 2| Kubernetes & %%
(ZHARMKTHERE) o Bt » 4/ KK B 35— ANdraft client » % 45X 3
b s 4% 3733 69 KD 4 2% 4 draftd o

Draft &

W T Draftd £ 12414 738 % & A | Kubernetes £ 8% » B /£ 2 & DraftZ 7] & &

o ¥ F— /M Kubernetes &% » 3 & 7 % T WL % F kubernetes 4 7 %

o ZEHmitithelm (FEv2.4 xR A » FEAREEICELT helm init ) » BIRF
BT A% helmidt Al 7 ik

o JEMtdocker registry % » tbdeDocker Hub#Quay.io

e 2 E Ingress Controller# /£ DNS ¥ 1% & i Fe fF 3% * #JAIE %
(4= *.draft.example.com ) ZlIngress IPHiit - 5% & % #JIngress Controlleré] &
7 XA Ahelm :

# #F&Fnginx ingress controller

$ helm install stable/nginx-ingress --namespace=kube-system --name=ng
inx-ingress

# “fFingress controllerf & %A% » 12 TIFMIP

$ kubectl --namespace kube-system get services -w nginx-ingress-nginx
-ingress-controller

[info] minikube Ingress Controller

minikube ¥ & & f2 1% Hl Ingress Controllerty 7 & T A% £ X & o


https://github.com/azure/draft
https://hub.docker.com/
https://quay.io/

W4 AL¥FKubernetes £ frHelm & » 7T vA4& X 2 T fdraft=3t % L » H B & draft

# EFZGHAP L~ B iR

$ token=$( "{"username":"feisky", "password":"secret", "email":"fei
sky@email.com"}"' | base64)

# Z&registry.orgfsbasedomain

$ draft init --set registry.url=docker.io,registry.org=feisky,registr
y.authtoken=${token}, basedomain=app.feisky.xyz

Draft \ |]

draft/g g #3248 TR % R 69 =0 » 841k A —TF &KX Adraftk & {Lpython s A &9 7 &

;nﬁb i ©
$ git https://github.com/Azure/draft.git
$ draft/examples/python
$ 1s
app.py requirements.txt

$ cat requirements.txt
flask

$ cat app.py

from flask import Flask
app = Flask(__name__)

@app.route('/")
def hello_world():

"Hello, World!\n"

if __name__ == '__main__"':
app.run(host='0.0.0.0", port=8080)

Draft create & s.Dockerfile#=chart


https://github.com/Azure/draft/blob/master/docs/install.md
https://github.com/Azure/draft/blob/master/examples

$ draft create

--> Python app detected

--> Ready to sail

$ 1s

Dockerfile app.py chart draft.toml

equirements.txt

$ cat Dockerfile

FROM python:onbuild

EXPOSE 8080

ENTRYPOINT ["python"]

CMD ["app.py"]

$ cat draft.toml

[environments]
[environments.development]

name = "virulent-sheep"
namespace = "default"
watch =

watch_delay = 2

Draft Up# 444 430 % = A



$ draft up

--> Building Dockerfile

Step 1 : FROM python:onbuild
onbuild: Pulling from library/python
10a267c67f42: Pulling fs layer

Digest: sha256:5178d22192c2b8b4e1140a3bae9021ee@e808d754b4310014745c1
1f03fcc6lb
Status: Downloaded newer image for python:onbuild

Step 1 : COPY requirements.txt /usr/src/app/
Step 1 : RUN pip install --no-cache-dir -r requirements.txt

Successfully built f742caba4d7ed
--> Pushing docker.io/feisky/virulent-sheep:de7e97d0d889b4cdb8lae4hb97
2097d759c59e06e

de7e97d0d889b4cdb81ae4b972097d759c59e06e: digest: sha256:7eelOcla56ce
d4f854e7934c9d4a1722d331d7e9bf8130cla0ld6adf7aed6238 size: 2840
--> Deploying to Kubernetes
Release "virulent-sheep" does not exist. Installing it now.
--> Status: DEPLOYED
--> Notes:

http://virulent-sheep.app.feisky.xyzto access your application

Watching files for changes...

FTA—AHgshell » TR FE KRG E AT

$ curl virulent-sheep.app.feisky.xyz
Hello, World!



# Operator

Operator#CoreOS#t h#9 5 £ ML E XA RBZI L A THGER » €L — MRSz AR
AR £ > B EKubernetes APIk B #6122 ~ F Ao B B o A 52 4) o

Operator/7 &

Operator# T Third Party Resources¥” & 7 # 69 5 Al %Ik » FFi8 i 42 4] &5 kAR &2 A &
TR A o thdeeted operatoril it T @69 = A~ F HAEPL T % Hetcd R H 89174

1. i it Kubernetes APISLR &£ 69 2 ALK A&

2. M BAMREGNZREGESR

3. A Metcd &% & AP ‘&Kubernetes APIH IR IZ 3 £ 5| o
Cluster “A” has 2 running pods:

Observe - hame: A-000, version 3.0.9
- name: A-001, version 3.1.0

| | . kubernetes
Differences from desired config:
Analyze » should be version 3.1.0

«» should have 3 members

Betcd

How to get to desired config:
Act » Recover 1 member

« Back up cluster

» Upgrade to 3.1.0

4= 17 4] Z Operator

Operator & — A~ Befa i R A 6424 5 - ﬁ)T 52 3, — N Operator i % 4 8 3k & de % 2
RS QG A BAEH KB B E FRAIES B P o 18 % kiOperator & & 6145 AT H fit

e Operator & & vAdeployment# 7 X3¢ %

e Operator & 34| Z —/Third Party Resources R £ A » Jl P T AR % XA G Z 2
JH =451

o Operatorz % #] Al Kubernetes X & #) Serivce/ReplicaSet ¥ & 2 5z Ji]

o Operators % % & F# % » # B £ Operator B & i& i M| PR b R 7o A 89 R A

o Operator % X ¥ & iR A £ 37

e Operatork %M XPod ks ~ BB 451% ~ M #HixFFFHIRL



417 1% /] Operator

AT ZAR4e L - vAEtcd Operator A 4] » B4R 89 4% 4% 3T vA 4 -Etcd Operator °

#£ Kubernetes2k % Operator : i if £ Kubernetes &7 ¥+ 4] & — A deploymet 52 4] » sk 3F
% 2% Jz #) Operator o AR &9 Yaml =44 T :

apiVersion: vi
kind: ServiceAccount
metadata:
name: admin
namespace: default

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlalphal
metadata:
name: admin
subjects:
- kind: ServiceAccount
name: admin
namespace: default
roleRef:
kind: ClusterRole
name: cluster-admin
apiGroup: rbac.authorization.k8s.1io
apiVersion: extensions/vilbetal
kind: Deployment
metadata:
name: etcd-operator
spec:
replicas:
template:
metadata:
labels:
name: etcd-operator
spec:
serviceAccountName: admin
containers:
- name: etcd-operator


https://coreos.com/operators/etcd/docs/latest

image: quay.io/coreos/etcd-operator:ve

env:
- name: MY_POD_NAMESPACE
valueFrom:

fieldRef:
fieldPath: metadata.namespace
- name: MY_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name

# kubectl create -f deployment.yaml
serviceaccount "admin" created
clusterrolebinding "admin" created
deployment "etcd-operator" created

# kubectl get pod

NAME READY STATUS RESTARTS AGE
etcd-operator-334633986-3nzkl 1/1 Running 0] 31s

% 7 operator & &3 & R

# kubectl get thirdpartyresources
NAME DESCRIPTION VERSION(S)
cluster.etcd.coreos.com Managed etcd clusters vibetal

2t F 69 A R A IR Fryaml T =Bl 4e T -

apiVersion: "etcd.coreos.com/vlibetal"
kind: "Cluster"
metadata:
name: "example-etcd-cluster"
spec:
size:
version: "3.1.8"

3 F 5t WA RA RS



# kubectl create -f example-etcd-cluster.yaml
Cluster "example-etcd-cluster" created

# kubectl get cluster
NAME KIND

example-etcd-cluster  Cluster.vlbetal.etcd.coreos.com

# kubectl get service

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
example-etcd-cluster None <none> 2379/TCP,
2380/TCP

example-etcd-cluster-client 10.105.90.190  <none> 2379/TCP

# kubectl get pod

NAME READY STATUS RESTARTS AGE

example-etcd-cluster-0002 1/1 Running 0] 5h

example-etcd-cluster-0003 1/1 Running 0] 4h

example-etcd-cluster-0004 1/1 Running 0] 4h
H Al 4

e Prometheus Operator
e Rook Operator
e Tectonic Operators

N

e https://github.com/sapcc/kubernetes-operators

e https://github.com/kbst/memcached

e https://github.com/Yolean/kubernetes-kafka

e https://github.com/krallistic/kafka-operator

e https://github.com/huawei-cloudfederation/redis-operator
e https://github.com/upmc-enterprises/elasticsearch-operator
e https://github.com/pires/nats-operator

e https://github.com/rosskukulinski/rethinkdb-operator

e https://istio.io/


https://coreos.com/operators/prometheus/docs/latest
https://github.com/rook/rook
https://coreos.com/tectonic
https://github.com/sapcc/kubernetes-operators
https://github.com/kbst/memcached
https://github.com/Yolean/kubernetes-kafka
https://github.com/krallistic/kafka-operator
https://github.com/huawei-cloudfederation/redis-operator
https://github.com/upmc-enterprises/elasticsearch-operator
https://github.com/pires/nats-operator
https://github.com/rosskukulinski/rethinkdb-operator
https://istio.io/

ERxMT B £ A

o StatefulSets : StatefulSets 4 A Kk & IR %4424 T DNS ~ # x4t 51k % » @ Operator
TURAHLERE KA &0~ TEREFE LN = -

o Puppet : Puppet&—/~# A 8 & T & » @mOperator V] 7T A & ~ 3 & R &2 B &
TFHAK S

e Helm : Helm&— N4t e TR » T A3 % AN Aldr B3] —A230 & > @ Operator ] 7T
VAR A ZHelm &g i & o B sk #h B ARIE I 22 Jf] 69 0E % 24T

5% AT

e Kubernetes Operators


https://coreos.com/operators

Deis workflow

Deis workflow

Deis workflow & # T Kubernetes®PaaSE 2 -F & » #—F WL T R A 69dT & ~ L EFe

MR % R 3 e
|— = F;ce-ive_
|
|
Developers :
git push deis master\__y’_ ==

R

Deis &4

Build Phase

|
1! el
I
| h Docker Image
J

Release Phase

—_——_————
1 Release |
I |
1 App Artifact |
o /
I + |
| Config |
I |

Run Phase

Deploy

RC: app-a-web-vX

Pod:
web-vX-a

Pod:
web-vX-b

™~

oA
e
AR

o
: Deis Workflow

\ Simple REST API

Developers Operators
deis CLI Source to Application J i Helm
git push deis master Image e Release & AUIEA Ecge kubectl

Aggregation

Builder

Rollback

Authz

Routing

Kubernetes

Public / Private Cloud / Bare Metal
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Deis workflow

Kubernetes

T ] )
: - Workflow & Managed Apps !
|
' !
: |
Source t Applicati : I
| Source to e ulpphc?tm.sn Authn / B
i Aggregation e Authz Routing I
| Builder geregat Rollback : outing l
: !
| I
| Wkt Man el | Kubernetes Workload A
: AppB I
| Waorkflow Managed l
| 8 | Kubernetes Workload B
| |
| |
| Kubernetes Workload C
I
| |
| | [ Kubernetes Workload D ]
R —— J
Public / Private Cloud / Bare Metal
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Deis workflow

External LoadBalancer:
80, 443, 2222

' B

Kubernetes

smge 00 DR (] 5

namespace=deis

Deis Workflow
Components

deis-database deis-minio

| deis-monitor deis-controller

deis-builder

deis-registry

| SvC:
app-a
| T e | | } Deis Workflow managed
Application

Pod: Pod: |
| web-vl-a  web-vl-b |
O by My 3 fibery sy Mineoye ik’ z J

Deis % %+ &

b % F B3 % — £kubernetes ( Fdeminikube * GKE % » 1243 B
Jl KUBE_ENABLE_CLUSTER_DNS=true ) °’ & E¥%F KhLtgkubectl & P 3% » R )G B 4T VA
T By K= & deis :

480



curl -sSL http://deis.io/deis-cli/install-v2.sh | bash
mv deis /usr/ /bin/

wget https://storage.googleapis.com/kubernetes-helm/helm-v2.2.1-1inux
-amd64.tar.gz

tar zxvf helm-v2.2.1-1linux-amd64.tar.gz

mv linux-amd64/helm /usr/ /bin/

rm -rf linux-amd64 helm-v2.2.1-1linux-amd64.tar.gz

helm init

helm repo add deis https://charts.deis.com/workflow
helm install deis/workflow --namespace deis
kubectl --namespace=deis get pods

Deis & A1 F
EMRA P FEE

deis register deis-controller.deis.svc.cluster.local
deis login deis-controller.deis.svc.cluster.local
deis perms:create newuser --admin

R R

E% o deistI RIS BMEFANERLLANGE ZF (AP TEE example-
dockerfile-http ) °



git https://github.com/deis/example-dockerfile-http.git
example-dockerfile-http

docker build -t deis/example-dockerfile-http .

docker push deis/example-dockerfile-http

deis create example-dockerfile-http --no-remote

deis pull deis/example-dockerfile-http:latest

deis info

$ deis scale cmd=3

$ deis ps

=== example-dockerfile-http Processes

--- cmd:
example-dockerfile-http-cmd-4246296512-08124 up (v2)
example-dockerfile-http-cmd-4246296512-401fv up (v2)
example-dockerfile-http-cmd-4246296512-fx3w3 up (v2)

LT ABRE AT R

deis autoscale: example-dockerfile-http --min=3 --max=8 --cpu-perc
ent=75

XA 0 T A i Kubernetes®IDNS k7 R A T (B E T M f 39475 » £ T AR
R BRI EIRSE)

$ curl example-dockerfile-http.example-dockerfile-http.svc.cluster.lo
cal
Powered by Deis

B An 3



deis domains:add hello.bacongobbler.com

dig hello.deisapp.com
deis routing:

X 2 IR _EST £ deis-routerfynginx® & F 3 4w T virtual hosts :

server {

listen 8080;

server_name ~Nexample-dockerfile-http\.(?<domain>.+)$;

server_name_in_redirect off;

port_in_redirect off;

set $app_name "example-dockerfile-http";

vhost_traffic_status_filter_by_set_key example-dockerfile-htt
p application::*;

location / {
proxy_buffering off;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $access_scheme;
proxy_set_header X-Forwarded-Port $forwarded_port;
proxy_redirect off;
proxy_connect_timeout 30s;
proxy_send_timeout 1300s;
proxy_read_timeout 1300s;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;

proxy_pass http://10.0.0.224:80;

server {
listen 8080;
server_name hello.bacongobbler.com;
server_name_in_redirect off;
port_in_redirect off;



set $app_name "example-dockerfile-http";
vhost_traffic_status_filter_by_set_key example-dockerfile-htt
p application::*;

location / {
proxy_buffering off;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $access_scheme;
proxy_set_header X-Forwarded-Port $forwarded_port;
proxy_redirect off;
proxy_connect_timeout 30s;
proxy_send_timeout 1300s;
proxy_read_timeout 1300s;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_pass http://10.0.0.224:80;

W

e https://github.com/deis/workflow
e https://deis.com/workflow/


https://github.com/deis/workflow
https://deis.com/workflow/

Kompose

Kompose & — />34 docker-compose £t & 4% #: s Kubernetes manifests®y T & » & 7 M sk
A http://kompose.io/ °

Kompose % %

$ curl -L https://github.com/kubernetes-incubator/kompose/releases/do
wnload/v0.5.0/kompose-1linux-amd64 -o kompose

$ curl -L https://github.com/kubernetes-incubator/kompose/releases/do
wnload/v0.5.0/kompose-darwin-amd6é4 -o kompose

$ curl -L https://github.com/kubernetes-incubator/kompose/releases/do
wnload/v0.5.0/kompose-windows-amd64.exe -0 kompose.exe

$ chmod +x kompose
$ sudo mv ./kompose /usr/ /bin/kompose

Komposeis /i

docker-compose.yaml


http://kompose.io/

version: "2"
services:

redis-master:
image: gcr.io/google_containers/redis:e2e
ports:
- "6379"

redis-slave:
image: gcr.io/google_samples/gb-redisslave:vil
ports:
"6379"
environment:
- GET_HOSTS_FROM=dns

frontend:
image: gcr.io/google-samples/gb-frontend:v4
ports:
"80:80"
environment:
- GET_HOSTS_FROM=dns
labels:
kompose.service.type: LoadBalancer

kompose up



$ kompose up

We are going to create Kubernetes Deployments, Services and Persisten
tVolumeClaims for your Dockerized application.

If you need different kind of resources, use the 'kompose convert' an
d 'kubectl create -f' commands instead.

INFO Successfully created Service: redis
INFO Successfully created Service: web

INFO Successfully created Deployment: redis
INFO Successfully created Deployment: web

Your application has been deployed to Kubernetes. You can run 'kubect
1 get deployment, svc, pods, pvc' for details.

kompose convert

$ kompose convert

INFO file "frontend-service.yaml" created

INFO file '"redis-master-service.yaml" created
INFO file "redis-slave-service.yaml" created
INFO file "frontend-deployment.yaml" created
INFO file "redis-master-deployment.yaml" created
INFO file "redis-slave-deployment.yaml" created



Istio

Istio £ Google ~ IBMA=Lyftdk & 71 % 9 %k % Service MeshiER » & /£ #F )k K MR 549
B~ EH B BEUARZAF A -
Istio#y . Z 41 45 -

» HTTP - gRPCATCP %78 & 5 L #29
o EFHIBHMN > ik F M B IREIT A IEH
o AEME ~IREEIE » VAR F 1~ A

o AHE (Fleet-wide) R%HAT

o REZEMInE

SR

Istio M 3Z 45 £ =T A% 348 F A= 2 4 F & -

. %i%&%@i%—@*%ﬁ]éﬁ*““ﬁiﬂ (Envoy) 4 » & FEMR S 18 69 M L3815

o HEHIF@ 0 F R RE R LA R > A3 AIIT RS
IstioZ2 44 7T l4e T B P77

Control Plane API
- |

. Control flow during (
request processing Pilot Mixer Istio-Auth ‘
| i "
T - -~
Config data to | =
Envoys ¥ TLS certs
to Envoy

Policy checks,
telemetry

HTTP/1.1, HTTP/2, . HTTP/1.1, HTTP/2,
“gRPC, TCP with or y ' gRPC, TCP with or
without TLS I without TLS
svcA | 4
Service A Service B

F 2 AT A R

o Envoy ! Lyft7HFRE S ERREZLE > XFHEMRF LRI ~ R HB39H ~ TLSA L


https://lyft.github.io/envoy/

HTTP/24"gPRCHXE ~ f Fe#e & ~ M AEM £ F 2 fE © EnvoyAsidecar®) 77 X3 & &
A8 % 69 IR 4% #9Pod P o

o Mixer : §i 337 FI4EH] ~ #AT K% I IEnvoy R A 5 38 M F 48  Mixer L4 % &
R IEHARER > FRY &

o Pilot: A P AeIstioftg & 0 » 3o Al P 4- 44 69 Be B fo 3 &y Rt R A b Istio A4 » &
F Envoy T i 69 & 4 JB] A

o Istio-Auth : 1R BLAR % 18] Fo 258 ) P 69K TE AL

P
LR
Istio B #7412 X & Kubernetes * & ¥ FIstioZ 7T F & %3¢ £ 4FKubernetes & 2 7 it &
#Fkubectl & P 5% o

T #lstio

curl -L https://git.io/getIstio | sh -
istio-0.1.6/
cp bin/istioctl /usr/ /bin/

€72 RBAC A &= 41 &

$ kubectl apply -f install/kubernetes/istio-rbac-beta.yaml
clusterrole "istio-pilot" created

clusterrole "istio-ca" created

clusterrole "istio-sidecar" created

rolebinding "istio-pilot-admin-role-binding" created
rolebinding "istio-ca-role-binding" created

rolebinding "istio-ingress-admin-role-binding" created
rolebinding "istio-sidecar-role-binding" created

%o Rak 3| T D 9 45 1%



Error from server (Forbidden): error when creating "install/kubernete
s/istio-rbac-beta.yaml": clusterroles.rbac.authorization.k8s.io "isti
o-pilot" is forbidden: attempt to grant extra privileges: [{[*] [isti
0.io0] [istioconfigs] [] [1} {[*] [istio.io] [istioconfigs.istio.io] [
1 [1} {[*] [extensions] [thirdpartyresources] [] []1} {[*] [extensions
1 [thirdpartyresources.extensions] [] []1} {[*] [extensions] [ingresse

s] [1 [1} {[*] [1 [configmaps] [] [1} {[*] [] [endpoints] [] [1} {[*]
[1 [pods] [1 [1} {[*] [] [services] [] []1}] user=&{user@example.org
[...]

TR P Tadmini Rk

kubectl create clusterrolebinding myname-cluster-admin-binding --clus
terrole=cluster-admin --user=myname@example.org

R Flstiotn SR %
b X, (48 L —HUT)

o ZiEAuth @ kubectl apply -f install/kubernetes/istio.yaml
e & MAuth : kubectl apply -f install/kubernetes/istio-auth.yaml

3% ZPrometheus * Grafanaf=Zipkini&#

kubectl apply -f install/kubernetes/addons/prometheus.yaml
kubectl apply -f install/kubernetes/addons/grafana.yaml
kubectl apply -f install/kubernetes/addons/servicegraph.yaml
kubectl apply -f install/kubernetes/addons/zipkin.yaml

F—2 A Pods 35 » 7T VA iE NodePort & i #3581k % 69 S M IP k17 17 X 2R % o
4w 3 i3 NodePort 7 & » £ & 19 /R % #9NodePort



$ kubectl get svc grafana -o jsonpath='{.spec.ports[0].nodePort}"'
32070
$ kubectl get svc servicegraph -o jsonpath='{.spec.ports[@].nodePort}'

31072

$ kubectl get svc zipkin -o jsonpath='{.spec.ports[0].nodePort}'
30032

$ kubectl get svc prometheus -o jsonpath='{.spec.ports[0].nodePort}'
30890

(| S—

@3 http://<kubernetes-ip>:32070/dashboard/db/istio-dashboard 7 7]
Grafana/R %

{ ',—-- = %z Istio Dashboard - (af AT - ] € ZoomOut » ( Last5minutes Refresh eve... =
Source  All~ Target All~ Service  All = Version  All -  istio.io

‘\ Istio Istio is an that provides a uniform way to connect, . microservices.
_— Need help? Join the

Global Request Volume Global Success Rate (non-5xx responses) Axxs Sxxs

0.013 ops 100% N/A N/A

Service Mesh

Request Volume Success Rate by Service (non-5xx 4xxs by Service Sxxs by Service
0.7 ops responses) 1.00 ops 1.00 ops
0.6 ops 100.00%
0.75 ops 075 ops
75.00% No datapoints @ No datapoints @
0.50 ops 0.50 ops

0.5 ops
0.4 ops

0.3 ops T
0.2 ops 0.25 ops 0.25 ops
0.1 ops
0 DPS seemreenns ameemsemsseaneannaene 0ops 0ops
18:08

0%
- All = 2005 18:08 18:10

= details = productpage = ratings
= reviews

@il http://<kubernetes-ip>:31072/dotviz 7 FlServiceGraph/R % » k=K %X
BERA X AR



aps: 0.003390, version: vl

productpage

gps: 0.000000, version: v3 /qps: 0.000000, version: vl

gps: 0.003390, version: vl

ersion: v1, gps: 0.000000

M http://<kubernetes-ip>:30032 % F|Zipkin#kiz T @

m behavior Find a trace Dep

istio-proxy v || al ¥ |Starttime 06-21-2017 17:14

End time 06-21-2017 18:14 Duration (us) >= Limit 10 Find Traces -]

Showing: 5 of 5

Sort: | Longest First
Services: L8104

<

1.370s 4 spans
istio-proxy 100%
Istio-proxy x4 1370ms

884.784ms 3 spans
istio-proxy 100%

44.769ms 3 spans
istio-proxy 100%

#id http://<kubernetes-ip>:30890 77 I7]Prometheus il @



Prometheus Alerts Graph  Status ~  Help

scrape_duration_seconds

scrape_duration_seconds

Graph  Console

A

Load time: 282ms
Resolution: 14s

= 1h + 4 | Until » Res. (g) O stacked

0.01

0.01

0.00

0.00

scrape_duration_seconds{instance="stio-mixer:42422" job="mixer"}

R E T A

A FL AN » F£EE istioctl kube-inject #%Pod# #iE AEnvoy & & » AP
kubectl create -f <(istioctl kube-inject -f <your-app-spec>.yaml)

e Istio$ 4 49 BookInof = 4] :

kubectl apply -f <(istioctl kube-inject -f samples/apps/bookinfo/book
info.yaml)

JR 46 B 4o T B BT
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istioctl kube-inject f£/R4& 5 898/ PodF #EANT —MNEnvoy & &
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B
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Javai [

Reviews-v1| | :

Envoy

L]
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____J
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$ kubectl describe ingress

Name: gateway

Namespace: default

Address: 192.168.0.77

Default backend: default-http-backend:80 (10.8.0.4:8080)
Rules:

Host Path Backends

*
/productpage productpage:9080 (<none>)
/login productpage:9080 (<none>)
/ productpage:9080 (<none>)

Annotations:

Events: <none>

Bookinfo Sample

The Comedy of Errors

Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour
coming from slapstick and mistaken identity, in addition to puns and word play.

Book Details An extremely entertaining play by Shakespeare. The slapstick
Paperback: humour is refreshing!
200 pages
Publisher: — Reviewer1 Affiliation1
PublisherA Fodeokkok
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic depth
1234567890 when compared to other plays by Shakespeare.
ISBN-13:
123-1234567880 — Reviewer2 Affiliation2

bt 8.0 01

o

2 S AS

e https://istio.io/
e Istio - A modern service mesh
o https://lyft.github.io/envoy/


https://istio.io/
https://istio.io/talks/istio_talk_gluecon_2017.pdf
https://lyft.github.io/envoy/

Kubernetes 52 3,

Kubernetes 52 ¥ & % A #.375 o



W& Jre
v/ Ang e 5

1LY

Kubernetes 'z

~
HC
I

[info] Kubernetes ¥ 422 & ¥ 7

. tagsﬁvlabels

o LENLYE  AREFANTAET A~ 58
8%

o RAMS AKX » E Hu A EERSE

cAdvisor

cAdvisor&—4k B Googlefy & & ¥idx T &
L AFHKEARANEBZCPU ~ AHB ~ M & fa T R LAY K
cAdvisor/Z £ 8 AP| (ZEKiks# 24 --cadvisor-port

ece < En P @ Iocalhost

LOEI X3 ﬁﬁ’mrm\m%ﬁﬁm%

~ X R A 8 VAZKubernetes

P95

» A& kubelet] B & R FRKE L

FOR & FE L 0 IR af sh iR AR

=4194 ) o

¢ o)l

CPU

Total Usage
0.0500
0.0375

0.0250

Cores

0.0125

0.0000

19:37:15 19:37:30 19:37:45 19:38:00

— Total

Usage per Core
0.04

0.03

Cores

0.02

0.01

19:38:15 19:38:30

0.00
19:37:45

—— Core0 —— Core1

19:37:15 19:37:30 19:38:00

19:38:15 19:38:30

InfluxDB#=Grafana

497


https://github.com/google/cadvisor

INfluxDB & — AT R4 X5 ~ E4F 4547238 & @ Grafanall &InfluxDB #
dashboard > #4 7T  Ke9 B R KT o A1 FRA A A&7 B AL B3 3IE o

{3 - B8Custer- 2 B = < ZoomOut > @Last30minutes

me: kubernetes-master -

Overall Cluster CPU Usage

Millicores

16:28 16:30 16:32 16:34 16:36 16:38 16:40 16:42 16:44 16:46 16:48 16:50 16:52 16:54 16:56
== Usage == Limit == Request

CPU Usage by Node

Millicores

16:26 16:30 16:32 16:34 16:36 16:38 16:40 16:42 16:44 16:46 16:48 16:50 16:52 16:54 16:56
== UUsage kubernetes-master == Usage kubernetes-minion-group-1zp2 == Usage kubernetes-minion-group-3ikf == Usage kubemstes-minion-group-wzsl Limit kubernetes-mastar
Limit kubernetes-minion-group-1zp2 Limit kubernstes-minion-group-3ikf Limit kubemetes-minion-group-wzsl Request kubernetes-master == Request kubsmetes-minion-group-1zp2
Request kubernetes-minion-group-3ikf Request kubernetes-minion-group-wzsl

Heapster

A @4 B B9 cAdvisor AR T ALK E R TR & A H L 0 mHeapsterM & 48 T A& B
by R M AdE 0 I X IFH AL 2B 5 1% 2] InfluxDB ~ Google Cloud Monitoring 2 # - #.4
’@ﬁ G 95 ©

Heapster M kubeleti2 £ 69APIR &% s fe 2 B 69 KR &M -

Node

7 9h » Heapster®) /metrics API4#4: T Prometheusts X 69 4k 3% o

#f % Heapster ~ InfluxDB#=Grafana


https://www.influxdata.com/time-series-platform/influxdb/
http://grafana.org/
https://github.com/kubernetes/heapster
https://github.com/kubernetes/heapster

£ Kubernetes3k & M. 21 /& * dashboard ~ DNS#r %5 4% 69 /R %41 2 BRI E4F > ot il
i cluster/kube-up.sh SFHEFKINSFA B ATRS ¢

$ kubectl cluster-info

Kubernetes master is running at https://kubernetes-master

Heapster is running at https://kubernetes-master/api/vl/proxy/namespa
ces/kube-system/services/heapster

KubeDNS is running at https://kubernetes-master/api/vi1l/proxy/namespac
es/kube-system/services/kube-dns

kubernetes-dashboard is running at https://kubernetes-master/api/vi/p
roxy/namespaces/kube-system/services/kubernetes-dashboard

Grafana is running at https://kubernetes-master/api/v1/proxy/namespac
es/kube-system/services/monitoring-grafana

InfluxDB is running at https://kubernetes-master/api/v1l/proxy/namespa
ces/kube-system/services/monitoring-influxdb

do FIXWIR S ZA A FHIE9E 0 T R IEcluster/addons kil e E 69k % o

Prometheus

PrometheusA& B sh— AN defe bt B 5 2| 3038 » F AT RBE T EEG D4 - CRET 3B
K595 S AHTTPHE O » 4 3304 %32 % 3 ®lGrafana? &+ -

1% Kl Prometheus % ##Kubernetes & % Bt & 457 B R > — /> ] 3£ 69 = 5]
& prometheus.yml :

kubectl create -f http://feisky.xyz/kubernetes/monitor/prometheus.txt


https://github.com/kubernetes/kubernetes/tree/master/cluster/addons
https://prometheus.io

Prometheus

Load time; 359
sum(container_memory_usage_bytes{namespace="default"}) o b

y Resolution: 14s
container_memory_usage_by ¥

Graph ~ Console
= | 1h + “ » O stacked

Thu, 12 Jan 2017 08:12:54 GMT
00M

value: 103817216

GOM
40M

20M

Graph

Add

# %1% B Prometheus Operators,Prometheus Chartk 3 & %= & ¥ Prometheus °

e Sysdig

e CoScale
e Datadog
e Sematext



https://github.com/coreos/prometheus-operator
https://github.com/kubernetes/charts/tree/master/stable/prometheus
http://blog.kubernetes.io/2015/11/monitoring-Kubernetes-with-Sysdig.html
https://www.coscale.com/
https://www.datadoghq.com/
https://sematext.com/

Kubernetes B &

ELKTBZEZEBIKE - B RO F &R

e Logstash (S #Fluentd) fl %A &
o Elasticsearch4 fit B & A #2434 &%
o Kibanafi it B & & Hf k=

2% : KubernetesZ k1% FAfluentd (¥ADaemonSetty 7 X 23 ) k&R & » FKIkE
89 B & & % %elasticsearch

IR

f£1% B cluster/kube-up.sh 3%F £BGGRFAE » T A%
& KUBE_LOGGING_DESTINATION ¥73% % £ H 73k & Elasticsearch#=Kibana » #4%
fluentdik % B & (& & 4% addons/fluentd-elasticsearch) :

KUBE_LOGGING_DESTINATION=elasticsearch
KUBE_ENABLE_NODE_LOGGING=true
cluster/kube-up.sh

4o R A% FlGCE X A GKE#935 » 3£ 7 ¥A45 B & % % % Google Cloud Logging » #F T 4 & &,
Google Cloud Storage##BigQuery °

o R FZEREME A EFE > BT LA E Ldockertylog driver » & B & & # 3| splunk
KA awslogs ¥ °

=B R &K E

A#TAEREGIRY - K01 E 85 89 21& M Logstash » B 4 € ZELK stack T 49
FERR A2 AL MRXIEF XN > LogstashZ A TJIDKE » 2% A = £ B EGHLE
%8 #hLogstash#t K L& /4 #6500M A & » /£ & NPod P 4 & 35 — A~ B A B89 15 5L
T o 1% MllogstashA 2R &% 2 4% R » E A KA1L451E A FilebeatH X » 2 01X 3£ 5%
& #Filebeats & K4 £ H4£12MA 5 » tbittlogstashta % 42 F 4 o

~

A

M

Rk


https://github.com/kubernetes/kubernetes/tree/master/cluster/addons/fluentd-elasticsearch
https://kubernetes.io/docs/user-guide/logging/stackdriver/

Kubernetes® 712 t TEFKH B S EMR A F 2 » B RXZH FEARE LAY L5

FoBARGHA —LEHRME > e :

o FIA B EARLMZoutaT &4t > EF L EHEXFPLRERENMABINLENE
o ARA—NBEMEIH REFZL ST FAEMEA S B EME

o Fluentd#F ~Z®Mey B EETE > K41 E 3 B Mlogstash > #1% A filebeatH X
o RNMTLEA A THELKER LA £ A% » KA LR iEkubernetes B — A B &

W E IR %
EFARAEUARRA » K012 C4EH B SEHELKESE o

Kubernetes £ & 9 0 SR ERB 7 £

I
o & &
=
¥ F A 1% » kubernetesty
1 N appty iy b AT & yaml| U £/ 45 5 B B
AR EME A TVl A Aappl £ LB &
WERE

$RelE—1aEkE
2 ZAAFHRapp i) & & — AL
Z 47 12 B —/4~pod F

¥ T A #9Pod#) B AAT

BEHBIEIMLE 4 A R4S MRS 0 B
Imtb#Egie—4AR0E ek m AR

¥ & Pod

KAZE » I RMER > 71
Y dp Fa 742

GAVEERE s BRI FERATE= -

&k lé\

BABE » T HAR
RN & ¥R
FtRAethdp B %
&R SUPN

% % stkubernetes
89 yamlsC A 47 £
FEE 0 w3

FEg—RnEKE
AN > B FAdm b
N
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HEIWEE / filebeat

Kibana

Elasticsearch

Deployment

EAMRET A THlogstashstiy » 1% ak
A ¢ index.tenxcloud.com/jimmy/filebeat:5.4.0

WURES
KN EF— A Afilebeatk ik & B &89 h MK o

Rl 2 Flyaml X+ filebeat-test.yaml o

apiVersion: extensions/vilbetal
kind: Deployment
metadata:
name: filebeat-test
namespace: default
spec:
replicas: 3
template:
metadata:
labels:
k8s-app: filebeat-test
spec:
containers:
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/filebea

503



name: filebeat
volumeMounts:
- name: app-logs
mountPath: /log
- name: filebeat-config
mountPath: /etc/filebeat/
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/analyti
cs-docker-test:Build_8
name : app
ports:
- containerPort:
volumeMounts:
- name: app-logs
mountPath: /usr/local/TalkingData/logs
volumes:
- name: app-logs
emptyDir: {}
- name: filebeat-config
configMap:
name: filebeat-config
apiVersion: vi
kind: Service
metadata:
name: filebeat-test
labels:
app: filebeat-test
spec:
ports:
- port:
protocol: TCP
name: http
selector:
run: filebeat-test
apiVersion: vi
kind: ConfigMap
metadata:
name: filebeat-config
data:
filebeat.yml: |



filebeat.prospectors:
- input_type: log
paths:
- "/log/*"
- "/log/usermange/common/*"
output.elasticsearch:
hosts: ["172.23.5.255:9200"]
username: "elastic"
password: '"changeme"
index: "filebeat-test"

7w

%X 8T B E U HHilebeatty Bt B LA 89 ConfigMap » 3L R & 2/ LIRR T

\=4

[e]

K
% AR AR LT VAT B ConfigMap » il 3 4% 40 69 1% 3% 3035 £ & 69 7 Ak & & filebeat o

5] 4= 2t filebeat#) 2% &5 # T4 T B & :

containers:
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/filebea
t:5.4.0
name: filebeat
volumeMounts:
- name: app-logs
mountPath: /log
env:
- name: PATHS
value: "/log/*"
- name: ES_SERVER
value: 172.23.5.255:9200
- name: INDEX
value: logstash-docker
- name: INPUT_TYPE
value: log

B AL A & A7 NaA AN FA > &8 PATHS RALME#HEANB &> WwREHZ S ME X
% %1% wkfilebeat#t 1% 89 docker-entrypoint.sh BrA » %IRRT R & 2 AT AT Iw
filebeat.yml T+  #9PATHS 7| & °



ift %5 1% M ConfigMap » X ##filebeatty & & st A6 4% £ 2 & o
e

o J4appf /usr/local/TalkingData/logs B i # %lfilebeatty /log B ETF ©
o LM A manifests/test/filebeat-test.yaml X %] o

o RIEATATHRBARGECE » MRXNFHRA T A4EE -

o Filebeat®y IR3g T & 69 {EAe &

ENV ES_SERVER 172.23.5.255:9200
ENV INDEX filebeat-test

ENV INPUT_TYPE log

ENV ES_USERNAME elastic

ENV ES_PASSWORD changeme

el & A

3% & Deployment

kubectl create -f filebeat-test.yaml

%A http://172.23.5.255:9200/_cat/indices 7T VA& ¥ 7| & A X # #indices :

green open filebeat-2017.05.17 lgatsSajSYgAV42_XYwLsQ 5 1
1189 0 imb  588kb

17 FlKibana®web T & » && filebeat-2017.05.17 &% 3| » T ¥lF #llogstashik &
3| TappB & o



A&

' kb 1,113 hits New Save Open Share @ Last15minutes
, kibana [ [ a |
@ Discover p 1 May 17th 2017, 15:41:34.573 - May 17th 2017, 15:56:34.573 — by 30 seconds
Il visualize Selected Fields (]
1,000
® Dashboard ¢ source .
g
¢ message H
@ Timelion S s00
¢t _index
Dev Tool: " .
Zsi Available Fields a
e 15:42:00 15:43:00 15:44:00 15:45:00 15:46:00 15:47:00 15:48:00 15:49:00 15:50:00 15:51:00 15:52:00 15:53:00 15:54:00 15:55:00 15:56:00
©  Monitoring. © @timestamp otim
° estamp per 30 seconds
£+ Management tid . .
Time source message _index
# _score
¢ type » May 17th 2017, 15:55:13.192 /log/api.1 at java.net.Socket.<init>(Socket.java:375) ~[na:1.6.0_26] filebeat
og -
t beat.hostname 2017.05.
¢ beat.name A7
¢ beat.ersion » May 17th 2017, 15:55:13.192 /log/api.1 at java.net.Socket.connect(Socket.java:478) ~[na:1.6.0_26] filebeat
og -
€ Input_type 2017.05.
# offset 17
© type » May 17th 2017, 15:55:13.192 /log/api.1 at com.mysql.jdbc.Mysq110. <init>(Mysq110. java:294) ~[mysql-connector-java-5.1.17.jar:nal Filebeat
og -
2017.05.
17
» May 17th 2017, 15:55:13.192 /log/api.1 ... 154 common frames omitted filebeat
og -
2017.05.
17
» May 17th 2017, 15:55:13.192 /log/api.1 at java.net.Socket.<init>(Socket.java:218) ~[na:1.6.0_26] filebeat
og -
2017.05.
17
» May 17th 2017, 15:55:13.192 /log/api.1 2017-05-17 15:55:08.210 [net.sf.ehcache.CacheManager@le4218cb] INFO net.sf.ehcache.util.updatechecker- filebeat
og New update(s) foun -
[http://www. terracotta.org/confluence/display/release/Release+Notes+Ehcache+Core+2.6]. Please check 2017.05.
http://ehcache.org for the latest version. 17
» May 17th 2017, 15:55:13.192 /log/api.1 at com.mysql.jdbc. StandardsocketFactory. connect(standardsocketFactory. java:257) ~[mysql- filebeat
og connector-java-5.1.17.jar:nal -
2017.05.
17

© collapse
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Kubernetes HA

Kubernetes M 1.57F% » i kops K #& kube-up.sh HEHGEHLAHITEZ—-NFT

Reg A% 815

o etcd £ AL X,
e apiserver it #3547

e controller manager ~ schedulerf=cluster autoscaler &l # it £ (& HAXH — 4 i&

1)

4o T B AT

[ kubectl, clients, etc.

€ Load Balancer

—

—_

—

b

/___-__,.

4

p ]
Master Node #1

j

L0}

apiserver

m

I
@ 4 scheduler

[
E etcd
f

podmaster

/ I
@ ,/_ 1 controller
' manager

kubelet

monit

etcd &£ &

|1

Worker Node #1




J https://discovery.etcd.io/new?size=3 K H#ltoken/s * &
https://kubernetes.io/docs/admin/high-availability/etcd.yaml# 2] & & AL &

89 /etc/kubernetes/manifests/etcd.yaml @ ## 447 ${DISCOVERY_TOKEN}
${NODE_NAME} #= ${NODE_IP} ° B&7T L érkubeletk B 3 —~etcd £ #F o

2t T Z 47 £ kubeletsh3f t9eted » 7T A% Feted clustering guide sk F 3 fic & £ A4 X o

apiserver

Fehttps://kubernetes.io/docs/admin/high-availability/kube-apiserver.yamlz 2| % &
Master¥ % 4] /etc/kubernetes/manifests/ » Jfieta X698 &4
3| /srv/kubernetes/ ° BP¥ sikubelet & % &| & 23 shapiserver:

e basic_auth.csv - basic auth user and password

e ca.crt - Certificate Authority cert

e known_tokens.csv - tokens that entities (e.g. the kubelet) can use to talk to the
apiserver

e kubecfg.crt - Client certificate, public key

e kubecfg.key - Client certificate, private key

e server.cert - Server certificate, public key

e server.key - Server certificate, private key

apiservers # /& » & F &4 GV R K9H > TR = F & 695804 i RIGHIR S R
1% Fl haproxy/lvs % % master ¥ & B & f #3547 o

controller manager#*scheduler

controller managerfescheduler® &R EEATE 2 A A A — N EH 2T FE2 AL
B3R TR B B 2% E --leader-elect=true *

kube-scheduler --master=127.0.0.1:8080 --v=2 --leader-elect=true
kube-controller-manager --master=127.0.0.1:8080 --cluster-cidr=10.245
.0.0/16 --allocate-node-cidrs=true --service-account-private-key-file
=/srv/kubernetes/server.key --v=2 --leader-elect=true

Fekube-scheduler.yamlfekube-controller-manager.yam|(JFGCE-F & & #i& H 15 72L) 7 3|
# & master¥ £ 8 /etc/kubernetes/manifests/ BF o


https://kubernetes.io/docs/admin/high-availability/etcd.yaml
https://github.com/coreos/etcd/blob/master/Documentation/op-guide/clustering.md
https://kubernetes.io/docs/admin/high-availability/kube-apiserver.yaml
https://kubernetes.io/docs/admin/high-availability/kube-scheduler.yaml
https://kubernetes.io/docs/admin/high-availability/kube-controller-manager.yaml

kube-dns

kube-dns®T ¥4 3 i Deployment &) 7 X k3% & » EKikkubeadm£ B 341 2 o {22 K #AE
FRF O RTAE 0 F BT FRIRA 0 Hode

dns_replicas: 6
dns_cpu_limit: 100m
dns_memory_limit: 512Mi
dns_cpu_requests 70m
dns_memory_requests: 70Mi

%Ik wF Zsbdnsmasqg e R 0 Hade 3 ek A K8 2110000 0 e A X LR E --
dns-forward-max=1000 = o
kube-proxy

Z ikkube-proxy{# M iptables k # Servicetf fi £ 39#7 » X £ R AAL B &2 AR K8
Latency » T ¥A% jB4¢ A IPVS# &K F X, (72 &ZKubernetes v1.6iE R X #IPVSERX,) -

I 45 XA

BT EL@miRE X EERE  F XALF AL E ST A Kubernetes EAE BT 5L/ 64 o

o SFAKEEINE R TOEEME AT SR RALE » Fadoaws ebs
R A gce persistent disk

o 3t THALAE 8 B 5 T LAH &4 NISCSI ~ NFS ~ Gluster# Ceph¥ M %%
it o 7T A4 FIRAID

W

e https://kubernetes.io/docs/admin/high-availability/

http://kubecloud.io/setup-ha-k8s-kops/

e https://github.com/coreos/etcd/blob/master/Documentation/op-guide/clustering.md
e Kubernetes Master Tier For 1000 Nodes Scale

e Scaling Kubernetes to Support 50000 Services


https://docs.google.com/presentation/d/1BaIAywY2qqeHtyGZtlyAp89JIZs59MZLKcFLxKE6LyM/edit#slide=id.p3
https://kubernetes.io/docs/admin/high-availability/
http://kubecloud.io/setup-ha-k8s-kops/
https://github.com/coreos/etcd/blob/master/Documentation/op-guide/clustering.md
http://fuel-ccp.readthedocs.io/en/latest/design/k8s_1000_nodes_architecture.html
https://docs.google.com/presentation/d/1BaIAywY2qqeHtyGZtlyAp89JIZs59MZLKcFLxKE6LyM/edit#slide=id.p3
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FRREOLS LB ARG » —RAREETRORRLEL » Mol ZXRRE R Py#
ﬁ%?ﬁm$%ﬁ%mﬁﬁ~4%%@ATﬂﬂl BR % o

kA — A #E web s B 4o TR o

webserverz: %

A Go% B — A& 4 % #9webserver :

// go-examples/basic/webserver
package main

import "net/http"

import "fmt"

import "log"

func index(w http.ResponseWriter, r *http.Request) {

fmt.Fprintln(w, "Hello World")

func main() {
http.HandleFunc("/", index)
err := http.ListenAndServe(":80", )
if err 1= {

log.Println(err)

AinuxF & 7 A\ Rig

G00S=linux go build -o webserver

X J& Fl T @ & Docker build— 4~docker#:1% :



FROM scratch

COPY ./webserver /
CMD ["/webserver"]

Sending build context to Docker daemon 5.655 MB
Step 1/3 : FROM scratch

-
Step 2/3 : COPY ./webserver /

---> 184eb7c074b5
Removing intermediate container abf107844295
Step 3/3 : CMD /webserver

---> Running in fe9fa4841e70

---> dcabec00b3e7
Removing intermediate container fe9fa4841e70
Successfully built dca5ec@0b3e7

w

G B Fhwebserverz &

docker run -itd --name webserver -p 80:80 feisky/hello-world

1% B ik 41 5 6980354 T » webserver® & i % & = "Hello World"

Hello World

#FH1E— /% %A1 webserver

A—AaaRARX T ERH 7 EREARXLTEGEE (dealpine) &1E— 769
container * 4 T1Z-T R Bwebserver# 69K & » #69 F & & Fwebserver& % #pid

namespace#frnet namespace * 3% Jw sk £ ) capability :



docker run -it --rm --pid=container:webserver --net=container:webserv
er --cap-add sys_admin --cap-add sys_ptrace alpine sh
/

PID USER TIME COMMAND
1 root 0:00 /webserver
13 root 0:00 sh
18 root 0:00 ps -ef

TAE > YA R T VA A Hattach 2] webserverit 72 £ 3k /2 484X » tudestrace )
webservert 2

/

fetch http://dl-cdn.alpinelinux.org/alpine/v3.5/main/x86_64/APKINDEX.
tar.gz

fetch http://dl-cdn.alpinelinux.org/alpine/v3.5/community/x86_64/APKI
NDEX. tar.gz

v3.5.1-34-9g1d3b13bd53 [http://dl-cdn.alpinelinux.org/alpine/v3.5/main
]

v3.5.1-29-ga981b1f149 [http://dl-cdn.alpinelinux.org/alpine/v3.5/comm
unity]

OK: 7958 distinct packages available

(1/1) Installing strace (4.14-r0)

Executing busybox-1.25.1-r0@.trigger

OK: 5 MiB in 12 packages

/
strace: Process 1 attached
epoll_ (4,

ACstrace: Process 1 detached
<detached ...>

AT VL3R Blwebserver & £ ¢ W &K &



# URLEE R BRI E B sh AT

/ # apk add lsof

(1/1) Installing lsof (4.89-r0)

Executing busybox-1.25.1-r0.trigger

OK: 5 MiB in 13 packages

/ # lsof -i TCP

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

webserver 1 root 3u IPv6 14233 Ot® TCP *:http (LISTEN)

%R > AT L35 Flwebserver & % 69 U A 4

/ # 1ls -1 /proc/1/root/

total 5524

drwxr-xr-x 5 root root 360 Feb 14 13:16 dev
drwxr-xr-x 2 root root 4096 Feb 14 13:16 etc
dr-xr-xr-x 128 root root 0@ Feb 14 13:16 proc
dr-xr-xr-x 13 root root O Feb 14 13:16 sys

- rwWXr-Xr-x 1 root root 5651357 Feb 14 13:15 webserver

Kubernetes#t X 4L /2 42 L3 o — A~ kubectl debug 4 » A £t 7 X EPod+ B 7
—ANHFHE B KRB REBITPOHREL > TAL N
https://github.com/kubernetes/community/pull/649 -


https://github.com/kubernetes/community/pull/649

S O R A

B EPodit » T A48 7 & % t9hostPortf2containerPort & 6] 22 52 o ik 4f » X AF 7T A8 i
Pod#7 72 Node #]IP:hostPort % 5 ] R % o e

apiVersion: vi
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx
name: nginx
ports:

- containerPort:
hostPort:
restartPolicy: Always

+HFE R

1% 1 T hostPort®) = & R 4818 2 258 0 R+ Ré9Node b » M 3EA b2 (tbdeizfT—
G daemoni %) » TREDUE A OGN o WwREFENIREMRSE 0 E UL
FlNodePort Service °

A



S O 5% &

# 0 4 2 T kubectl 89 —NF 248 - 33 kubectl port-forward T VA RHusE 045 &
345 € 89Pod °

\s

A

1% R 77 ik

# Listen on ports 5000 and 6000 locally, forwarding data to/from port
s 5000 and 6000 in the pod
kubectl port-forward mypod 5000 6000

# Listen on port 8888 locally, forwarding to 5000 in the pod
kubectl port-forward mypod 8888:5000

# Listen on a random port locally, forwarding to 5000 in the pod
kubectl port-forward mypod :5000

# Listen on a random port locally, forwarding to 5000 in the pod
kubectl port-forward mypod 0:5000



GPU

Kubernetes X # & £ 145 KGPU %R ( B Al L #NVIDIAGPU) » ARE 2T E5H =P
HRKERA ©

f£ Kubernetes ¥ 1 Al GPU & & /& fc &

o =P # tNode % ¥ Nvidiadk  » €,4#NVIDIA Cuda ToolkitA»cuDNN %

o frapiserverfekubelet L7 & --feature-gates="Accelerators=true"

o Kubeletfic 1% Mdocker® £ 3] % (%ikskLdocker) °* RAME X3 %4 R Hudd
DA

i& F 77 i%
1% 1 % % % alpha.kubernetes.io/nvidia-gpu 4% & KGPU MNEK » 4o

apiVersion: vi
kind: Pod
metadata:
name: tensorflow
spec:
restartPolicy: Never
containers:
- image: gcr.io/tensorflow/tensorflow:latest-gpu
name: gpu-container-1
command: ["python"]
env:
- name: LD_LIBRARY_PATH
value: /usr/lib/nvidia
args:
- -u
- -C
- from tensorflow.python.client import device_lib; print device_1l
ib.list_local_devices()
resources:
limits:
alpha.kubernetes.io/nvidia-gpu:
volumeMounts:
- mountPath: /usr/local/nvidia/bin



name: bin

mountPath: /usr/lib/nvidia

name: lib

mountPath: /usr/1lib/x86_64-1inux-gnu/libcuda.so
name: libcuda-so

mountPath: /usr/1lib/x86_64-1inux-gnu/libcuda.so
name: libcuda-so-1

mountPath: /usr/1ib/x86_64-1inux-gnu/libcuda.so
name: libcuda-so-375-66

volumes:

name: bin
hostPath:
path: /usr/lib/nvidia-375/bin
name: lib
hostPath:
path: /usr/lib/nvidia-375
name: libcuda-so
hostPath:
path: /usr/1ib/x86_64-1inux-gnu/libcuda.so
name: libcuda-so-1
hostPath:
path: /usr/l1ib/x86_64-1inux-gnu/libcuda.so
name: libcuda-so0-375-66
hostPath:
path: /usr/1ib/x86_64-1inux-gnu/libcuda.so



$ kubectl create -f pod.yaml
pod "tensorflow" created

$ kubectl logs tensorflow

[name: "/cpu:0"

device_ : "CPU"
memory_ ! 268435456
locality {

}

incarnation: 9675741273569321173
, hame: "/gpu:0"

device_ : "GPU"
memory_ : 11332668621
locality {

bus_id: 1
}

incarnation: 7807115828340118187

physical_device_desc: '"device: 0, name: Tesla K80, pci bus id: 0000:0
0:04.0"

]

o GPU#RLMA resources.limits T4 K * resources.requests F L3k
o BETAHRINKS NGPU > FRERHR—3 5

o 3ANEEXNAFAEZIGPU

o BIMRILA A Node® ¥ 748 FI A 5 I GPU

% #7569 GPU

Yo R E#Node P %X T % 4% 5 69GPU » M 7T ¥A4% i Node Affinity 5k 8 & Pod 2| 45 &
GPUZ% % #)Node L °

Wk £ B BILE 2 45NodedT EGPUR 5 8947



NVIDIA GPU_NAME=$(nvidia-smi --query-gpu=gpu_name --format=csv,nohead
er --id=0)

source /etc/default/kubelet

KUBELET_OPTS="$KUBELET_OPTS --node-labels='alpha.kubernetes.io/nvidia
-gpu-name=$NVIDIA_GPU_NAME'"

echo "KUBELET_OPTS=$KUBELET_OPTS" > /etc/default/kubelet

KRG » £ #Podit % & Node Affinity

kind: pod

apiVersion: vi

metadata:
annotations:

scheduler.alpha.kubernetes.io/affinity: >

{
"nodeAffinity": {
"requiredDuringSchedulingIgnoredbDuringExecution": {
"nodeSelectorTerms": [
{
"matchExpressions": [
{
"key": "alpha.kubernetes.io/nvidia-gpu-name",
"operator": "In",
"values": ["Tesla K80", "Tesla P100"]
by
1
}
]
}
}
}
spec:
containers:

- image: gcr.io/tensorflow/tensorflow:latest-gpu
name: gpu-container-1
command: ["python"]
args: ["-u", "-c", "import tensorflow"]
resources:
limits:
alpha.kubernetes.io/nvidia-gpu: 2



1% F1ICUDA %

NVIDIA Cuda ToolkitF*cuDNN%F & & st 22 £ £ T ANode L » 4 T %
] /usr/lib/nvidia-375 * & %3 CUDAJ vAhostPath volume® % X fE 4= %

apiVersion: batch/vi
kind: Job
metadata:
name: nvidia-smi
labels:
name: nvidia-smi
spec:
template:
metadata:
labels:
name: nvidia-smi
spec:
containers:
- name: nvidia-smi
image: nvidia/cuda
command: [ "nvidia-smi" ]
imagePullPolicy: IfNotPresent
resources:
limits:
alpha.kubernetes.io/nvidia-gpu:
volumeMounts:
- mountPath: /usr/local/nvidia/bin

name: bin
- mountPath: /usr/lib/nvidia
name: 1lib
volumes:
- name: bin
hostPath:
path: /usr/lib/nvidia-375/bin
- name: 1lib
hostPath:

path: /usr/lib/nvidia-375
restartPolicy: Never

$ kubectl create -f job.yaml



job "nvidia-smi" created

$ kubectl get job
NAME DESIRED SUCCESSFUL AGE
nvidia-smi 1 1 14m

$ kubectl get pod -a
NAME READY STATUS RESTARTS AGE
nvidia-smi-kwd2m 0/1 Completed 0] 14m

$ kubectl logs nvidia-smi-kwd2m
Fri Jun 16 19:49:53 2017

o o o e e e e e e e e e e e e e e e e
--------- +
| NVIDIA-SMI 375.66 Driver Version: 375.66
|
R Pococococococcocooooocoooooa Pooccococococoooooo
--------- +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Unc
orr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util Co
mpute M. |
I e e e e S e e e e e e e e e e e e e e e e e e e T e e e e e e e e e e e e e e e e e e e e T e e e
=========|
| © Tesla K80 off | 0P00O:00:04.0 off |
0 |
| N/A 74C PO 8OW / 149W | OMiB / 11439MiB | 100%
Default |
Pocoocoocooccooooooocoocoocooonoc Pococcoccococococcccnocaaa Pocoocacocooaa
--------- +
o o e e e e e e e e e e e e e e e e e e e o
--------- +
| Processes: GP
U Memory |
| GPU PID Type Process name Us
age |



% : CUDA%R X 7 ik

2 % CUDA :

if ! dpkg-query -W cuda; then

curl -0 http://developer.download.nvidia.com/compute/cuda/repos/ubu
ntul604/x86_64/cuda-repo-ubuntul604_8.0.61-1_amd64.deb

dpkg -i ./cuda-repo-ubuntul604_8.0.61-1_amd64.deb

apt-get update

apt-get install cuda -y
fi

2% cuDNN :

B 23| M sk https://developer.nvidia.com/cudnnE At » # T & cuDNN v5.1 » &G E 474

2 2k

LHE

tar zxvf cudnn-8.0-1linux-x64-v5.1.tgz

In -s /usr/ /cuda-8.0 /usr/ /cuda

sudo cp -P cuda/include/cudnn.h /usr/ /cuda/include

sudo cp -P cuda/lib64/1libcudnn* /usr/ /cuda/1lib64

sudo chmod a+r /usr/ /cuda/include/cudnn.h /usr/ /cuda/l1ib64/

libcudnn*

ax

ZE ZRE » T VAEfTnvidia-smid A GPUX & 89K A

E\l


https://developer.nvidia.com/cudnn

$ nvidia-smi
Fri Jun 16 19:33:35 2017

o o o e e e e e e e e e e e e e e e e e e e -
--------- +
| NVIDIA-SMI 375.66 Driver Version: 375.66
|
I e T P fooccocococococoocooooooooo Fococooccoocoooo
--------- +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Unc
orr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util Co
mpute M. |
I sty ey e
=========|
| © Tesla K80 off | 0P00:00:04.0 off |
0 |
| N/A 74C PO 8OW / 149W | OMiB / 11439MiB | 100%
Default |
T e -
--------- +
o o e e e e e e e e e e e e e e e o
--------- +
| Processes: GP
U Memory |
| GPU PID Type Process name Us
age |
| =====================================-----o-o-o------s=-=s=---=-=--==
=========|
| No running processes found
|
o o o e e e e e e e e e e e e e e e e
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N
KubernetesiZt T % LAl KRB BZ B ITH » RV BB X FH @ » RIEAL LA o

e Security Context : IR#| % 2 69474 » &4 Capabilities ~
ReadOnlyRootFilesystem ~ Privileged ~ RunAsNonRoot ~ RunAsUser¥A %
SELinuxOptions %

e Pod Security Policy : £#f % #jPod® 2 R% » 8 3 4 %% N 89PodFVolumeik &
Security Context

o Sysclls : AFZE B R ENESI » 5 A% 2 SysctlsFe 3k % 2 Sysctls

e AppArmor : [R%] &z i 6947 1] AR

e Seccomp : Secure computing mode®I % 5 > IR&|I & & & T AT 69 & 4108

Security Context#Pod Security Policy

v

HHRE LD o

Sysctls

Sysctis A H & &% E A5 %k 0 5 A &£ Sysctlsfe 3k % 4 Sysctls

o Z4ASysctls : BP% BB T %A HPodfy A Azt » A4E M £ Z Znamespace T °
RKINF B o A& AT JUM
o kernel.shm_rmid_forced
o net.ipv4.ip_local_port_range
o net.ipv4.tcp_syncookies
o JER4&Sysctls : BPi% 45 A 7T A% A E PodF*Node L AR 4 89 M A% & 2R » KA
Bk o RABR 0 FHF R £ & Ekubeletd 7B ¢ 4= kubelet --
experimental-allowed-unsafe-sysctls

'kernel.msg*, net.ipv4.route.min_pmtu'

Sysctlsit f£alpha# » % £i8 i3 Pod annotationi% & » 4= :



apiversion: vi
kind: Pod
metadata:
name: sysctl-example
annotations:
security.alpha.kubernetes.io/sysctls: kernel.shm_rmid_forced=
security.alpha.kubernetes.io/unsafe-sysctls: net.ipv4.route.min_p
mtu= , kernel.msgmax=
spec:

AppArmor

AppArmor(Application Armor)ZLinux A 4 6 — AN Ak » AFALREE R K ENESF
5 Agh BB K AmREAZT GG o B CRTRAE EARF T A3 ~ B R
BATARE AR 0 G T AT 45k 0 5 o A 4R SLUnix B B E 95 B 4E B AL B 69 A
A0 AppArmoriR Bt T 5% %117 =] 3% ] AL o

A 1% B AppArmorZ_ Al & B2 &

o Kubernetesik A>=v1.4

e apiserverfrkubelet &/ & AppArmor4¥ £ » - -feature-gates=AppArmor=true

o TJF B apparmor A%k » MBI cat
/sys/module/apparmor/parameters/enabled &%

e 12 X #docker container runtime

o AppArmor profile &% he # 2| A #% » i cat
/sys/kernel/security/apparmor/profiles &4

AppArmoriZ Zalpha# » % %14 i¥ Pod annotation

container.apparmor.security.beta.kubernetes.io/<container_name> k% & °

T i #)4A e 35

e runtime/default : 4% Container Runtime#y 3Kk & &
e localhost/<profile_name> : 1% &3 2| A #% &9 AppArmor profile


http://wiki.apparmor.net/index.php/AppArmor_Core_Policy_Reference

2
ki
A
>

$ sudo apparmor_parser -q <<EOF
#include <tunables/global>

profile k8s-apparmor-example-deny-write flags=(attach_disconnected) {
#include <abstractions/base>

file,

# Deny all file writes.
deny /** w,

}
EOF '

$ kubectl create -f /dev/stdin <<EOF
apiVersion: vi
kind: Pod
metadata:
name: hello-apparmor
annotations:
container.apparmor.security.beta.kubernetes.io/hello: localhost/k
8s-apparmor-example-deny-write
spec:
containers:
- name: hello
image: busybox
command: [ "sh", "-c", "echo 'Hello AppArmor!' && sleep 1h" ]
EOF
pod "hello-apparmor" created

$ kubectl exec hello-apparmor cat /proc/l/attr/current
k8s-apparmor-example-deny-write (enforce)

$ kubectl exec hello-apparmor touch /tmp/test
touch: /tmp/test: Permission denied

error: error executing remote command: command terminated with non-ze
ro exit code: Error executing in Docker Container: 1

Seccomp

528



Seccomp-&Secure computing mode#4 5 » B ZLinux R 4R BE 69 — AN3AE - AT IR 4
—ANHARTUMATE) Z LA - Seccomp® ZA —MNRE XM RBNEBZ A RA T2
AT R RIAA o

f#Kubernetes ¥ > % & ¥ seccompft & L A7 %| /var/lib/kubelet/seccomp B & F
(T A3 it kubeletit *l - -seccomp-profile-root 152 ) o tbde 2 ,kchmod#yts X A

$ cat /var/lib/kubelet/seccomp/chmod. json

{
"defaultAction": "SCMP_ACT_ALLOW",
"syscalls": [
{
"name": "chmod",
"action": "SCMP_ACT_ERRNO"
}
]
}

-

SeccompiZ £ alpha# » % £ i¥ Pod annotationi% & » 6,15

e security.alpha.kubernetes.io/seccomp/pod : & %]%Pod#) T A % %
e security.alpha.kubernetes.io/seccomp/container/<container name> : &
EEIELF- S

mvalue =/~ M

e runtime/default : 1% i Container Runtime ) 2Kk & &

e unconfined : A FFTH £ %A A

e localhost/<profile-name> : 1% fINode A% ¥ #seccomp » & &3
%] /var/lib/kubelet/seccomp B kP

Yede 4% R A 4] 2 69 seccompfe &


https://www.kernel.org/doc/Documentation/prctl/seccomp_filter.txt

apiversion: vi
kind: Pod
metadata:
name: trustworthy-pod
annotations:
seccomp.security.alpha.kubernetes.io/pod: localhost/chmod
spec:
containers:
- name: trustworthy-container
image: sotrustworthy:latest



Kubernetes % 1t

Kubernetes % i+ (Audit) 124t 7 2448 % 090t )57 84E 12 % » £ 45 B L4 webhook A # %
Ao ATAREALFHREA T LFFEA -

GRS

i 14 B & kube-apiserver®) T 2| 247 B F 11 8 &

audit-log-path : %7t B &% 42

audit-log-maxage : & B &R KR Y Kk

e audit-log-maxbackup : & B & L& %R G 4k

e audit-log-maxsize : B EX R KK (£42MB) » BB 8344 (RN
100MB)

SNy~

HEF IR OIERT

A

o HRITEI  E—IDIFE RO ALIE (WRIP- AP L~ FRTRF)
o MEATEIE  E—ID (5 RID—2) Forh 2 09 TEAE (HTTPR A )

tde s admin/fl P & 14 % iknamespace #1Pod % & & % i+ B &4 X 4

2017-03-21T03:57:09.106841886-04:00 AUDIT: id="c939d2a7-1c37-4efl-b2f
7-4ba9b1e43b53" ip="127.0.0.1" method="GET" user="admin" groups="\"sy
stem:masters\",\"system:authenticated\"" as="<self>" asgroups="<looku
p>" namespace="default" uri="/api/vl/namespaces/default/pods"
2017-03-21T03:57:09.108403639-04:00 AUDIT: id="c939d2a7-1c37-4efl-b2f
7-4ba9b1e43b53" response="200"

%

VIT+EFHZTHRMROZBFIHER > TUALLFHAS (B2 ZHNEES) F1TH4E
f%)e 3% (B &F=webhook) % o B FixH

kube-apiserver ... --feature-gates=AdvancedAuditing=



%7t & AdvancedAuditing/z > B &894 XA — 245K » 4o @738 T stage T (845
RequestReceived * ResponseStarted * ResponseComplete * Panic¥ ) -

N I3
F 1t R
FIHRBEFCEFNEES REFEHN

kube-apiserver ... --audit-policy-file=/etc/kubernetes/audit-policy.y
aml

Lo %t Rk a B B A XY

rules:
# Don't log watch requests by the "system:kube-proxy" on endpoints
or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL path

- level: None
userGroups: ["system:authenticated"]
nonResourceURLS:
- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namesp
ace.
# The empty string "" can be used to select non-namespaced resour
ces.
namespaces: ["kube-system'"]



- level: Metadata
resources:
- group: ""
resources: ["secrets", "configmaps"]

- level: Request
resources:
- group: ""
- group: "extensions"

- level: Metadata
EEFIRT » fHESECCET 1T RERE o

F 5

F U5 o LA AR X
B

e HE& B E --audit-log-path 7B » XY
2017-06-15T21:50:50.259470834Z AUDIT: id="591e9fde-6a98-46f6-b7bc-ec8
ef575696d" stage="RequestReceived" ip="10.2.1.3" method="update" user
="system:serviceaccount:kube-system:default" groups="\"system:service
accounts\",\"system:serviceaccounts:kube-system\",\"system:authentica
ted\"" as="<self>" asgroups="<lookup>" namespace="kube-system" uri="/
api/vli/namespaces/kube-system/endpoints/kube-controller-manager" resp
onse="<deferred>"

2017-06-15T21:50:50.259470834Z AUDIT: id="591e9fde-6a98-46f6-b7bc-ec8
ef575696d" stage="ResponseComplete" ip="10.2.1.3" method="update" use
r="system:serviceaccount:kube-system:default" groups="\"system:servic
eaccounts\",\"system:serviceaccounts:kube-system\", \"system:authentic
ated\"" as="<self>" asgroups="<lookup>" namespace="kube-system" uri="
/api/vil/namespaces/kube-system/endpoints/kube-controller-manager" res
ponse="200"


https://github.com/kubernetes/kubernetes/blob/v1.7.0/cluster/gce/gci/configure-helper.sh#L490

e webhook * B2 & --audit-webhook-config-file=/etc/kubernetes/audit-
webhook-kubeconfig --audit-webhook-mode=batch 73 * 3 ¥ audit-webhook-
mode X #Fbatch#=blocking & #+ # X, » fawebhook&c & T #4& X, A

# clusters refers to the remote service.
clusters:
- name: name-of-remote-audit-service
cluster:

certificate-authority: /path/to/ca.pem # CA for verifying the
remote service.

server: https://audit.example.com/audit # URL of remote service

to query. Must use 'https'.

# users refers to the API server's webhook configuration.
users:
- name: name-of-api-server
user:
client-certificate: /path/to/cert.pem # cert for the webhook pl
ugin to use

client-key: /path/to/key.pem # key matching the cert

# kubeconfig files require a context. Provide one for the API server.
current-context: webhook
contexts:
- context:
cluster: name-of-remote-audit-service
user: name-of-api-sever
name: webhook

BT A 89 F 4 LJSONHS A POST4 webhook server » 4=



{
"kind": "EventList",
"apiVersion": "audit.k8s.io/vlialphal",
"items": [
{

"metadata": {
"creationTimestamp": null
3
"level": '"Metadata",
"timestamp": "2017-06-15T23:07:40Z2",
"auditID": "4faf711a-9094-400f-a876-d9188ceda548",

"stage": "ResponseComplete",
"requestURI": "/apis/rbac.authorization.k8s.io/vlbetal/namespac
es/kube-public/rolebindings/system:controller:bootstrap-signer",

"verb": "get",
"user": {

"username": "system:apiserver",

"uid": "97a62906-e4d7-4048-8eda-4fofb6ff8fie",

"groups": [

"system:masters"

]
3
"sourceIPs": [

"127.0.0.1"

1
"objectRef": {

"resource": "rolebindings",

"namespace": "kube-public",

"name": "system:controller:bootstrap-signer",
"apiVersion": "rbac.authorization.k8s.io/vlbetal"

iy

"responseStatus": {
"metadata": {1},
"code": 200

535



Kubernetes/+ & 31 3%,

i & I+ & I35,
vAUbuntu /4 #] » & & —/~Kubernetes#) 7+ & 3135,

apt-get install -y gcc make socat git build-essential

# Z¥XDocker

# W THRZERARIERHTIRAGDocker » Bk LK —MNH — B9 A

sh -c 'echo "deb https://apt.dockerproject.org/repo ubuntu-$(lsb_rele
ase -cs) main" > /etc/apt/sources.list.d/docker.list'

curl -fsSL https://apt.dockerproject.org/gpg | sudo apt-key add -
apt-key fingerprint 58118E89F3A912897C070ADBF76221572C52609D

apt-get update

apt-get -y install "docker-engine=1.13.1-0~ubuntu-$(1lsb_release -cs)"

# ZXetcd

curl -L https://github.com/coreos/etcd/releases/download/v3.1.8/etcd-
v3.1.8-1linux-amd64.tar.gz -o etcd-v3.1.8-1linux-amd64.tar.gz && tar xz
vf etcd-v3.1.8-1linux-amd64.tar.gz && /bin/cp -f etcd-v3.1.8-1linux-amd
64/{etcd, etcdctl} /usr/bin && rm -rf etcd-v3.1.8-1linux-amd64*

# %X Go
curl -sL https://storage.googleapis.com/golang/gol.8.3.1linux-amd64.ta

r.gz | tar -C /usr/ -zxf -
GOPATH=/gopath
PATH=$PATH: $GOPATH/bin: /usr/ /bin:/usr/ /go/bin/

# T #Kubernetesi#

mkdir -p $GOPATH/src/k8s.1io

git https://github.com/kubernetes/kubernetes $GOPATH/src/k8s.1i0

/kubernetes

$GOPATH/src/k8s.1io/kubernetes

# B — AR ER
KUBERNETES_PROVIDER=

hack/ -up-cluster.sh



T 5 Sh—A-43m > BLEkubectl Z G ST A 4B F T

KUBECONFIG=/var/run/kubernetes/admin.kubeconfig
cluster/kubectl.sh

% 7K

¥ 500X A Kubernetes A & F R 7T 48 V89 0 — AR M AXADAS PR BG T B 3T B B 7 R e 3t 2
89 MR, o BT MR KA X BHAERE G A% L AR > )deOSX ~ LinuxF o

Wt s Jm A5 T pkg/kubelet/kuberuntime #9445

# vl EGo package#y & %12 sk WX

go -v k8s.io/kubernetes/pkg/kubelet/kuberuntime
# LTV B &

go -v ./pkg/kubelet/kuberuntime

e2e MR,

e2eM X E & 5 # — MKubernetes £ 8% » X L HF £ Linux & % LiE4T -

AMEATH BT

make WHAT='test/e2e/e2e.test’
make ginkgo

KUBERNETES_PROVIDER=

go run hack/e2e.go -v -test --test_args='--ginkgo.focus=Port\sforward
ing'

go run hack/e2e.go -v -test --test_args='--ginkgo.focus=Feature:Secur
ityContext'

Z : Kubernetes® 4 MPRAF & B #3247 — £ 7| i9e2e MR o

Node e2e M|

Node e2eM X & £ 2 shKubelet » 12 X FHFELinux &R % EEfT o



KUBERNETES_PROVIDER=
make -e2e-node FOCUS="InitContainer"

7 : Kubernetes ) 4 /~PR#} 4 B % i& 4Tnode e2e M 1K, ©

A R B gt 4
B3+ KA1E BAEPRATLE ALK + ko 1 TPR #3658 5 ik

git fetch upstream pull/365/merge:branch-fix-1
git checkout branch-fix-1

LR ATABRE .git/config HiEAT git fetch 4LIATA &9pull requests (E&
kubernetes®PRIE® % » I AR TR RE)

fetch = +refs/pull/*:refs/remotes/origin/pull/*

H oA

o “hi¥releasehk : make quick-release

o MiX 44 : kubernetes test-infra °

e Kubernetes TestGrid » &2 B & 69 X 75 £

e Kuberentes Submit Queue Status » &8 T H PRI & A B E £ &3 69PRIA 7
e Node Performance Dashboard » &2 Node 814 78 ] X 4k &

e Kubernetes Performance Dashboard » .4 Density#=Load X & %

e Kubernetes PR Dashboard » &4 £ & X 289PR7| & (& Zgithub® %)

e Jenkins Logs#eProw Status » &2 F7 A PR&jenkins X B &


https://github.com/kubernetes/test-infra/blob/master/commands.md
https://k8s-testgrid.appspot.com/
https://submit-queue.k8s.io/#/queue
http://146.148.52.109/#/builds
http://perf-dash.k8s.io/
https://k8s-gubernator.appspot.com/pr
https://k8s-gubernator.appspot.com/
http://prow.k8s.io/?type=presubmit

Kubernetes 7| X
3 50 AR
$ A M RAUR BT R > R KA E 5L 5 AT R 8 ok o
EAT BT A 6 3 70X
make
{2 M X% & #package

# ¥ A-package

make WHAT=./pkg/api
# % /~packages
make WHAT=./pkg/{api, kubelet}

KFE o WTAAEM go test

go -v k8s.io/kubernetes/pkg/kubelet

12 MK 35 & package 89 & 4~ X case

# Runs TestValidatePod in pkg/api/validation with the verbose flag set

make WHAT=./pkg/api/validation KUBE_GOFLAGS="-v" KUBE_TEST_ARGS=
'-run ATestValidatePod$'

# Runs tests that match the regex ValidatePod|ValidateConfigMap in pk
g/api/validation

make WHAT=./pkg/api/validation KUBE_GOFLAGS="-v'" KUBE_TEST_ARGS=
"-run ValidatePod\|ValidateConfigMap$"

4 T ]




KHEEHEM go test

go -v k8s.io/kubernetes/pkg/api/validation -run ATestValidatePod
$

347 ] R,
47 MK £ root out flakes #) —F A 2k 7 % :

# Have 2 workers run all tests 5 times each (10 total iterations).
make PARALLEL=2 ITERATION=5

ORI Sy

make KUBE_COVER=y

Benchmark | 1%,

go ./pkg/apiserver -benchmem -run=XXX -bench=BenchmarkWatch

A2 PR,
Kubernetes & i MK & £ Keted (RERBET > RELLFH) » it

hack/install-etcd.sh # Installs in ./third_party/etcd
PATH="\$PATH:$(pwd)/third_party/etcd" >> ~/.profile # Ad
d to PATH

& MR a2 F # 0 E B 3 8 Fhetcdfrkubernetes/ik % 0 FF 12 fTtest/integration £ @ 49
MK, o

AT BT A AR A AR,


https://github.com/kubernetes/kubernetes/tree/master/test/integration

make -integration # Run all integration tests.

16 7 S AR X A )

# Run integration test TestPodUpdateActiveDeadlineSeconds with the ve
rbose flag set.

make -integration KUBE_GOFLAGS="-v" KUBE_TEST_ARGS="-run ATestPod
UpdateActiveDeadlineSeconds$"

End to end (e2e)®| X

End to end (e2e) XA A P 4774 $2EKubernetes » A sk R iEKubernetesMk % X, & 7
B AT A A AR T o

Je R e2eMiXZ AT » B & bR LA 0 4% B KUBERNETES_PROVIDER ( %Kik
J1gce)

make WHAT='test/e2e/e2e.test'
make ginkgo
export KUBERNETES_PROVIDER=local

2 #heluster * MR » wJa 12k cluster

# build Kubernetes, up a cluster, run tests, and tear everything down
go run hack/e2e.go -- -v --build --up --test --down

MR G 6 AP

go run hack/e2e.go -v -test --test_args='--ginkgo.focus=Kubectl\sclie
nt\s\[k8s\.io\]\sKubectl\srolling\-update\sshould\ssupport\srolling\-
update\sto\ssame\simage\s\[Conformance\]$'

Bk WX, F 15



go run hack/e2e.go -- -v --test --test_args="--ginkgo.skip=Pods.*env

AT 3

# Run tests in parallel, skip any that must be run serially
GINKGO_PARALLEL=y go run hack/e2e.go --v --test --test_args="--ginkgo
.skip=\[Serial\]"

# Run tests in parallel, skip any that must be run serially and keep
the test namespace if test failed

GINKGO_PARALLEL=y go run hack/e2e.go --v --test --test_args="--ginkgo
.skip=\[Serial\] --delete-namespace-on-failure=false"

/Fj EEZ/D"Jw % //,"?L

go run hack/e2e.go -- -v --down

AR -ctl

# -ctl can be used to quickly call kubectl against your e2e cluster.
Useful for
# cleaning up after a failed test or viewing logs. Use -v to avoid su

ppressing

# kubectl output.

go run hack/e2e.go -- -v -ctl='get events'

go run hack/e2e.go -- -v -ctl='delete pod foobar'

Fedaration e2e | 1%,



export FEDERATION=Crue

export E2E_ZONES="us-centrall-a us-centrall-b us-centrall-f"
# or export FEDERATION_PUSH_REPO_BASE="quay.io/colin_hom"
export FEDERATION_PUSH_REPO_BASE="gcr.i0/${GCE_PROJECT_NAME}"

# build container images
KUBE_RELEASE_RUN_TESTS=n KUBE_FASTBUILD=true go run hack/e2e.go -- -v

-build

# push the federation container images
build/push-federation-images.sh

# Deploy federation control plane
go run hack/e2e.go -- -v --up

# Finally, run the tests
go run hack/e2e.go -- -v --test --test_args="--ginkgo.focus=\[Feature

:Federation\]"

# Don't forget to teardown everything down
go run hack/e2e.go -- -v --down

VAR cluster/log-dump.sh <directory> #1@& T &AM X B & » # BhPE & 0K F 2t
54 198 <

Node e2e | X
Node e2efx X Kubeletf4a % I &8 » =T VAL R MK F £ A X

export KUBERNETES_PROVIDER=local
make test-e2e-node FOCUS="InitContainer"
make test_e2e_node TEST_ARGS="--experimental-cgroups-per-qos=true"

it 79

1% Bhkubect! 89 B2 iR =T VA 7 1% 3% BB 269 438 > thde &4 X IS container® 401469 7 ik 4



F 7R AR AR S p K

kubectl get pods nginx-4263166205-ggst4 -o template '--template={{if
(exists . "status" '"containerStatuses")}}{{range .status.containerSta

tuses}}{{if eq .name '"nginx"}}{{.image}}{{end}}{{end}}{{end}}'

B

Kubernetes testing
End-to-End Testing
Node eZ2e test

How to write e2e test

Coding Conventions

545


https://github.com/kubernetes/community/blob/master/contributors/devel/testing.md
https://github.com/kubernetes/community/blob/master/contributors/devel/e2e-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/e2e-node-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/writing-good-e2e-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/coding-conventions.md#testing-conventions

Kubernetes#it X 71 &k

Kubernetes X F WA % 4 7 Nk Tk R » S/ ERTE ~ 1B S 5 Ao oh fe 52
M~ BRI RIEE A ~ B R P AR E S o

Yo R AL R TTaR P AEE] B AR > ST AL E AT 368

Contributing guidelines

Kubernetes Developer Guide

Special Interest Groups

Feature Tracking and Backlog

Community Expectations


https://github.com/kubernetes/kubernetes/blob/master/CONTRIBUTING.md
https://github.com/kubernetes/community/tree/master/contributors/devel
https://github.com/kubernetes/community
https://github.com/kubernetes/features
https://github.com/kubernetes/community/blob/master/contributors/devel/community-expectations.md

i &
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Kubernetes ecosystem
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\\i) http://github.com/cncf/landscape

e http://kubernetes.io/partners/

e K8s distributions and SaaS offerings

o http://openshift.com
o https://tectonic.com/

o http://rancher.com/kubernetes/

o https://www.infoq.com/news/ 2016/11/apprenda-kubernetes- ket

y @dankohn1 @lennypruss

o https://github.com/samsung- cnct/kraken

o https://www.mirantis.com/ solutions/container- technologies/

o https://www.ubuntu.com/cloud/ kubernetes
o https://platform9.com/ products-2/kubernetes/

o https://kubermatic.io/en/
o https://stackpoint.io/#/

o http://gravitational.com/ telekube/

o https://kcluster.io/

o http://www.stratoscale.com/ products/kubernetes-as-a- service/

@sraney
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http://kubernetes.io/partners/
http://openshift.com/
https://tectonic.com/
http://rancher.com/kubernetes/
https://www.infoq.com/news/2016/11/apprenda-kubernetes-ket
https://github.com/samsung-cnct/kraken
https://www.mirantis.com/solutions/container-technologies/
https://www.ubuntu.com/cloud/kubernetes
https://platform9.com/products-2/kubernetes/
https://kubermatic.io/en/
https://stackpoint.io/#/
http://gravitational.com/telekube/
https://kcluster.io/
http://www.stratoscale.com/products/kubernetes-as-a-service/

o

o

o

https://giantswarm.io/product/

https://cloud.google.com/ container-engine/

https://www.digitalocean.com/ community/tutorials/an- introduction-to-
kubernetes

http://blog.kubernetes.io/ 2016/11/bringing-kubernetes- support-to-azure.html
http://thenewstack.io/huawei- launches-kubernetes-based- container-engine/
http://blogs.univa.com/2016/ 05/univa-announces-navops- command-for-
managing- enterprise-container-workload- on-kubernetes-distributions/
https://supergiant.io/

https://diamanti.com/products/

http://www.vmware.com/company/ news/releases/vmw-newsfeed. VMware-
Introduces-Kubernetes- as-a-Service-on-Photon- Platform.2104598.html
http://mantl.io/

https://github.com/hyperhqg/ hypernetes

https://www.joyent.com/ containerpilot

e PaaS on Kubernetes

o

o

o

o

o

o

Openshift
Deis Workflow
Gondor/Kel
WSO02
Rancher
Kumoru

Serverless implementations

o

o

o

o

o

Funktion
Fission
Kubeless
OpenWhisk
Iron.io

Application frameworks

o

Spring Cloud

APl Management

o

o

o

Apigee
Kong
Apiman

Data processing

o

o

Pachyderm
Heron
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https://giantswarm.io/product/
https://cloud.google.com/container-engine/
https://www.digitalocean.com/community/tutorials/an-introduction-to-kubernetes
http://blog.kubernetes.io/2016/11/bringing-kubernetes-support-to-azure.html
http://thenewstack.io/huawei-launches-kubernetes-based-container-engine/
http://blogs.univa.com/2016/05/univa-announces-navops-command-for-managing-enterprise-container-workload-on-kubernetes-distributions/
https://supergiant.io/
https://diamanti.com/products/
http://www.vmware.com/company/news/releases/vmw-newsfeed.VMware-Introduces-Kubernetes-as-a-Service-on-Photon-Platform.2104598.html
http://mantl.io/
https://github.com/hyperhq/hypernetes
https://www.joyent.com/containerpilot
https://github.com/platform9/fission
http://www.nicolaferraro.stfi.re/2016/10/23/hot-reconfiguration-of-microservices-on-kubernetes/
https://github.com/Mashape/kong-dist-kubernetes

e Package managers
o Helm
o KPM
e Configuration
o Kompose
o Jsonnet
o Spread
o K8comp
o Ktmpl
o Konfd
o kenv
o kubediff
o Habitat
o Puppet
o Ansible
e Application deployment orchestration
o ElasticKube
o AppController
o Broadway
o Kb8or
o IBM UrbanCode
o nulecule
o Deployment manager
e API/CLI adaptors
o Kubebot
o StackStorm
o Kubefuse
o Ksql
o kubectld
e Uls / mobile apps
o Cabin
o Cockpit
e CI/CD
o Jenkins plugin
o Wercker
o Shippable
o GitLab


https://github.com/coreos/kpm
https://redspread.com/
https://github.com/cststack/k8comp
https://github.com/InQuicker/ktmpl
https://github.com/kelseyhightower/konfd
https://github.com/thisendout/kenv
https://github.com/weaveworks/kubediff
https://www.habitat.sh/docs/container-orchestration/
https://forge.puppet.com/garethr/kubernetes/readme
https://docs.ansible.com/ansible/kubernetes_module.html
https://elasticbox.com/kubernetes
https://github.com/Mirantis/k8s-AppController
https://github.com/namely/broadway
https://github.com/UKHomeOffice/kb8or
https://developer.ibm.com/urbancode/plugin/kubernetes/
https://github.com/projectatomic/nulecule
https://cloud.google.com/deployment-manager/
https://blog.harbur.io/introducing-kubebot-a-kubernetes-bot-for-slack/
https://github.com/StackStorm/st2
https://opencredo.com/introducing-kubefuse-file-system-kubernetes/
https://github.com/brendandburns/ksql
https://github.com/rancher/kubectld
http://www.skippbox.com/announcing-cabin-the-first-mobile-app-for-kubernetes/
http://cockpit-project.org/guide/latest/feature-kubernetes.html
https://github.com/jenkinsci/kubernetes-pipeline-plugin

o cloudmunch
o Kontinuous
o Kit

o Spinnaker

Developer platform
o Fabric8
» Spring Cloud integration
o goPaddle
o VAMP
Secret generation and management

o Vault controller
o kube-lego
o k8sec

Client libraries

Autoscaling
o Kapacitor

Monitoring
o Sysdig
o Datadog
o Sematext
o Prometheus
o Snap
o Satellite
o Netsil
o Weave Scope
o AppFormix
e Logging
o Sematext
o Sumo Logic
e RPC
o Grpc
o Micro
e Load balancing
o Nginx Plus
o Traefik
o Service mesh
o Envoy


http://www.cloudmunch.com/continuous-delivery-for-kubernetes/
https://github.com/AcalephStorage/kontinuous
https://invisionapp.github.io/kit/
http://www.spinnaker.io/docs/kubernetes-source-to-prod
https://fabric8.io/
https://github.com/fabric8io/spring-cloud-kubernetes
https://www.gopaddle.io/#/
http://vamp.io/
https://github.com/kelseyhightower/vault-controller
https://github.com/jetstack/kube-lego
https://github.com/dtan4/k8sec
https://github.com/kubernetes/community/blob/master/contributors/devel/client-libraries.md
https://www.influxdata.com/kubernetes-monitoring-and-autoscaling-with-telegraf-and-kapacitor/
https://github.com/gravitational/satellite
http://netsil.com/product/
https://github.com/weaveworks/scope
http://www.appformix.com/solutions/appformix-for-kubernetes/
https://github.com/jdumars/sumokube
https://github.com/micro/kubernetes

o Linkerd

o Amalgam8

o WeaveWorks
e Networking

o WeaveWorks

o Tigera

o

OpenContrail
o Nuage
o Kuryr
o Contiv
e Storage
o Flocker
o Portworx
o REX-Ray
o Torus
o Hedvig
o Quobyte
o NetApp
o Datera
o Ceph
o Gluster
e Database/noSQL
o CockroachDB
o Cassandra / DataStax
o MongoDB
o Hazelcast
o Crate
o Vitess
o Minio
e Container runtimes
o containerd
o Rkt
o CRI-O (OCI)
o Hyper.sh/frakti
e Security
o Trireme
o Aquasec


http://www.opencontrail.org/kubernetes-networking-with-opencontrail/
https://github.com/openstack/kuryr-kubernetes
http://contiv.github.io/
https://portworx.com/products/
https://coreos.com/blog/torus-distributed-storage-by-coreos.html
https://www.quobyte.com/containers
https://netapp.github.io/blog/2016/05/11/netapp-persistent-storage-in-kubernetes-using-ontap-and-nfs/
http://www.storagereview.com/datera_s_elastic_data_fabric_integrates_with_kubernetes
http://ceph.com/planet/bring-persistent-storage-for-your-containers-with-krbd-on-kubernetes/
http://blog.gluster.org/2016/08/coming-soon-dynamic-provisioning-of-glusterfs-volumes-in-kubernetesopenshift/
https://www.cockroachlabs.com/docs/orchestrate-cockroachdb-with-kubernetes.html
http://blog.kubernetes.io/2016/07/thousand-instances-of-cassandra-using-kubernetes-pet-set.html
http://www.datastax.com/dev/blog/scale-quickly-with-datastax-enterprise-on-google-container-engine
https://www.mongodb.com/blog/post/running-mongodb-as-a-microservice-with-docker-and-kubernetes
https://blog.hazelcast.com/openshift/
https://crate.io/a/kubernetes-and-crate/
http://vitess.io/getting-started/
https://blog.minio.io/storage-in-paas-minio-and-deis-7f9f604dedf2#.7rr6awv0j
http://opensourceforu.com/2016/11/trireme-adds-production-scale-security-kubernetes
http://blog.aquasec.com/security-best-practices-for-kubernetes-deployment

o

Twistlock

e Appliances

o

o

Diamanti
Redapt

e Cloud providers

o

o

o

o

o

GKE/GCE
AWS

Azure

Digital Ocean
CenturyLink
Rackspace
VMWare
Openstack
Cloudstack

e Managed Kubernetes

o

o

o

Platform9
Gravitational
KCluster

¢ VVMs on Kubernetes

o

o

Openstack
Redhat

e Other

o

o

o

Netflix OSS
Kube-monkey
Kubecraft


https://www.twistlock.com/2015/11/10/twistlock-is-now-available-on-google-cloud-platform/
https://kcluster.io/
http://blog.christianposta.com/microservices/netflix-oss-or-kubernetes-how-about-both/
https://github.com/asobti/kube-monkey
https://github.com/stevesloka/kubecraft

Play with Kubernetes

Play with Kubernetes# 4 T — /> % % 89 Kubernetsth 33135, » R 4] Z 69 8 3k k7T A
1% 14 B o

SR 451t

47 FFplay-with-k8s.com » & #"ADD NEW INSTANCE" » # £ #7INSTANCE (% %%
node1) #TERMINAL ¥ #7441t kubernetes master :

$ kubeadm init --apiserver-advertise-address $(hostname -1i)
Initializing machine ID from random generator.

[kubeadm] WARNING: kubeadm is in beta, please do not use it for produ

ction clusters.

[init] Using Kubernetes version: v1.7.0

[init] Using Authorization modes: [Node RBAC]

[preflight] Skipping pre-flight checks

[certificates] Generated CA certificate and key.

[certificates] Generated API server certificate and key.
[certificates] API Server serving cert is signed for DNS names [nodel
kubernetes kubernetes.default kubernetes.default.svc kubernetes.defa

ult.svc.cluster.local] and IPs [10.96.0.1 10.0.1.3]

[certificates] Generated API server kubelet client certificate and ke

y.

[certificates] Generated service account token signing key and public
key.

[certificates] Generated front-proxy CA certificate and key.
[certificates] Generated front-proxy client certificate and key.
[certificates] Valid certificates and keys now exist in "/etc/kuberne
tes/pki"

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/admin.co

nf"

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/kubelet.

conf"

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/controll

er -manager.conf"

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/schedule
r.conft"
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[apiclient] Created API client, waiting for the control plane to beco
me ready

[apiclient] All control plane components are healthy after 25.001152
seconds

[token] Using token: 35e301.77277e7cafee0l13c

[apiconfig] Created RBAC rules

[addons] Applied essential addon: kube-proxy

[addons] Applied essential addon: kube-dns

Your Kubernetes master has initialized successfully!
To start using your cluster, you need to run (as a regular user):

mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml" with one of the options list
ed at:

http://kubernetes.io/docs/admin/addons/

You can now join any number of machines by running the following on e
ach node
as root:

kubeadm join --token 35e301.77277e7cafee013c 10.0.1.3:6443
Waiting for api server to startup...........
Warning: kubectl apply should be used on resource created by either k

ubectl create --save-config or kubectl apply
daemonset "kube-proxy" configured

A% D 1e/EM P49 kubeadm join --token 35e301.77277e7cafee013c
10.0.1.3:6443 4 B @A kR T A

At & kubectl



mkdir -p $HOME/.kube
cp -1 /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

4510 W 2%

kubectl apply -n kube-system -f "https://cloud.weave.works/k8s/net?k8
s-version=$(kubectl version | base64 | tr -d '\n')"

4] Dashboard

curl -L -s https://git.io/kube-dashboard | sed 's/targetPort: 9090/t
argetPort: 9090\n type: LoadBalancer/' | kubectl apply -f -

#HE—42 > AR @ EH 4 T ~Dashborad/R 48934 2% » & FH3%k 0 F 30T 15 7]
Dashboard il & °

A A A 8 F R

% #"ADD NEW INSTANCE" » 7 7 # INSTANCE # TERMINAL F 4 A A @ % — 7 124%

89 kubeadm join 4 » 4o

kubeadm join --token 35e301.77277e7cafee0l13c 10.0.1.3:6443

= #lnode18 TERMINAL » #r A kubectl get node BP* &% ATH Nodetg k& o FAT
# Nodek A48 & mReady/s » ¥ MKubernetes R B AR B E4F T o



FAQ

1.Failed to start ContainerManager failed to
initialise top level QOS containers #43856

% 2 kubelettt 484 » B #7489 A k7 ik &

1.#2docker.servicefic & ¥ 3% mty --exec-opt native.cgroupdriver=systemd & & o
2. F s M tkslice (FMTE M)

JERBIMN  BBREAS

for 1 in $(systemctl list-unit-files —no-legend —no-pager -1 | grep —
color=never -o .*.slice | grep kubepod);do systemctl stop $i;done

L@ &g Uy 7 kA Zbughs B AT R A €8 IME R 0 kbug@T2017F4A27 A58 >
merge®| T masters- % » Jhttps://github.com/kubernetes/kubernetes/pull/44940

2_.High Availability of Kube-apiserver #19816

API servertJHA%= 1T £ 3, ? K& X master¥ & Li9R % api-
server ~ scheduler - controller e TEIHA? BRI 7 Z2H X2

B AT 69 2k 77 R Zapi-server £ LR B TIAR 3 % A~ » RJG £ 71 3% B e — dnginx X4
ha-proxy ° fschedulerf=controllerl & &4 F & % 69 7 X B #h69 o

3.Kubelet = # i Failed to start ContainerManager
systemd version does not support ability to start
a slice as transient unit

CentOS & 40 R7.2.1511

kubelet)s 3 if 4 44 systemdhk & T X #¥start a slice as transient unit °

%R B CentOSALAFI7.3 » & & &5 T vils %194 o


https://github.com/kubernetes/kubernetes/issues/43856
https://github.com/kubernetes/kubernetes/pull/44940
https://github.com/kubernetes/kubernetes/issues/19816

£ kubeadm init waiting for the control plane to become ready on CentOS 7.2 with
kubeadm 1.6.1 #228 £ o

5 M — A& A systemd & # kubelet# proposal e

4.kube-proxyik 4% kube-proxy[2241]: E0502
15:55:13.889842 2241 conntrack.go:42]
conntrack returned error: error looking for path
of conntrack: exec: "conntrack": executable file

not found in $PATH

S B E

kubedns 2 # i3 » BATIE® » 12 & serviceZX 8] & ik f##7 » kubernetes ¥ #9DNSEAHT 7

oS

h
R R TT ik

CentOS¥ %% conntrack-tools &) % &kubernetes &&£ B T -

5. Pod stucks in terminating if it has a privileged
container but has been scheduled to a node
which doesn't allow privilege issue#42568

% pod K R Bl £ A AR R fgnode LB » pod— A4 Tpending K& » B & ZHM %
pod > M & Bt — 4 Fterminating R & o

kubelet ¥ #1844 13 &

Error validating pod kube-keepalived-vip-1p62d_default(5d79ccc@-3173-
11e7-bfbd-8afle3a7c5bd) from api, ignoring: spec.containers[0].securi
tyContext.privileged: Forbidden: disallowed by cluster policy

6.PVC ¥ *f Storage &) = = % & T 4 3%


https://github.com/kubernetes/kubeadm/issues/228
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/kubelet-systemd.md
https://github.com/kubernetes/kubernetes/issues/42568

1% il glusterfstis 246 77 XA F KAV ZE TPVAPVC » 8% glusterfs-nginx
PVC#% & 78GH) A4k IR%1 > nginx-dm X Deploymentit Al T ZPVC » # A%
Deployment ¥ &5 Pod#4Tdd M| X 7T ¥4 £ %] €] 2 T 9/ size 4 1G#Iblock /s £ ik 4k 42 €] 2
T a8 Y T8GHRE !

$ dd if=/dev/zero of= bs=1G count=10

dd: error writing 'test': No space left on device
10+0 records in

9+0 records out

10486870016 bytes (10GB) copied, 14.6692s, 715MB/s

b LA

e Persistent Volume
e Resource Design Proposals


https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/resources.md
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b LA

e Kubernetes'® 7 M 3k

e Kubernetes U #

e Kubernetes course

o CNCF’1 B 7T #R 27t

e Kubernetes github metrics
e Kubernetes submit queue
e Github public data

o Kubernetes the hard way
e Kubernetes Bootcamp

e Design patterns for container-based distributed systems
o Awesome Kubernetes

e Awesome Docker
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https://kubernetes.io/
https://kubernetes.io/docs/home/
https://www.edx.org/course/introduction-kubernetes-linuxfoundationx-lfs158x
https://cncf.biterg.io
http://velodrome.k8s.io
http://submit-queue.k8s.io/#/e2e
https://cloud.google.com/bigquery/public-data/github
https://github.com/kelseyhightower/kubernetes-the-hard-way
https://kubernetesbootcamp.github.io/kubernetes-bootcamp/index.html
https://www.usenix.org/system/files/conference/hotcloud16/hotcloud16_burns.pdf
https://github.com/ramitsurana/awesome-kubernetes
https://github.com/veggiemonk/awesome-docker
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